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The explosive growth of digital trade and e‐commerce can be seen best in 

Asia. By any metric―number of users, consumers, vendors, shoppers, 

devices, data points―the trends have been showing compound growth with 

projections for continued exponential progress into the foreseeable future. 

Most of this expansion has taken place in an environment of limited 

regulation. Companies have been largely free to do whatever they want and 

pursue strategies that meet or even anticipate market demands. In part, the 

regulatory environment has been benign because governments have not 

been able, willing or perhaps even interested in creating rules to constrain 

firm behavior in different settings. 

For example, at the global level, the World Trade Organization (WTO) 

members have made only modest steps in addressing digital trade or e‐
commerce at all. It has done so largely by lowering tariffs on trade in 

Information Communication Technology (ICT) products through the 

Information Technology Agreement (ITA) and by opening trade in services 

through Mode 1 commitments. Both of these approaches, however, have 

had significant shortcomings. 

The ITA cut tariffs on a set list of products.1)  It originally applied to 29 

WTO members and was signed in December 1996. Since then, the number 

of members expanded to 82, covering 97 percent of trade in information 

communication technology (ICT) products. A second, expanded list added 

201 more products in 2015 under ITA2. It took years to negotiate the 

expansion of the covered list and not every important ICT product was 

included. The list does not cover any services, nor does it include digital 

products―just hardware items like semiconductors, photographic or 

cinematic products, video game consoles and the like.

The Mode 1 commitments for services at the WTO were originally 

scheduled in the early 1990s. At the time, most officials assumed they would 

apply to postal communications and other services delivered across borders 

1) https://www.wto.org/english/tratop_e/inftec_e/inftec_e.htm.
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by telephone. The fax machine was brand new and officials were uncertain 

how services might be realistically delivered over such a device. Many WTO 

members made limited services commitments overall and some were 

hesitant to schedule Mode 1 at all. Hence, the amount of market 

liberalization for trade in digital services is modest and the development of 

global rules to accompany such traded services is equally light. 

For many, neither the ITA nor Mode 1 services should even be considered 

as elements of a digital trade regime. After all, the ITA opens trade in high‐
tech products and many of the items on the covered list have no application 

at all for digital trade. Mode 1 services might be a better fit with digital trade, 

except that coverage is currently so limited as to be nearly non‐existent for 

many countries. At the global level, the ITA and Mode 1 services illustrate 

the types of substantial gaps in coverage. 

Other international institutions like the World Customs Organization 

(WCO) or the World Intellectual Property Organization (WIPO) have 

similarly struggled to deal with the challenges posed by digital trade and e‐
commerce. Fast‐moving issues strain large organizations. They have 

responded by opening up working groups and have tried to adapt off‐line 

rules, regulations and procedures to fit on‐line problems. They have taken 

some modest first steps to creating explicit digital or e‐commerce ready 

provisions, but this has been difficult. 

Smaller regional non‐binding organizations like the Asia‐Pacific Economic 

Cooperation (APEC) have tackled only some elements of relevance to the 

digital economy. APEC started working on e‐commerce in 1998 but most of 

the output has been focused on digital privacy, with a smaller workstream on 

e‐commerce supply chains and limited, pilot projects on topics like e‐
manifests. 

At the regional or bilateral level, most Free Trade Agreements (FTAs) 

signed to date liberalize trade in goods with limited market opening in 

services and investment. Most do not address e‐commerce at all. A few 
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agreements are more comprehensive and include other issues like intellectual 

property rights, but the coverage of e‐commerce and broader digital trade 

issues remains extremely rare. This has left ample scope for governments to 

set policies relatively unconstrained by global, regional or bilateral 

agreements. 

In this vacuum, Asian governments have begun to create domestic level 

policies. In many cases, these policies are likely to be compatible, making it 

fairly easy for firms to operate across multiple countries in the region. 

However, in some circumstances, domestic level rules and regulations on 

issues like data protection, e‐commerce, domain names, and consumer 

regulations, may be different. Firms could struggle to operate across the 

region, particularly if incompatible regulations begin to proliferate. 

Although “light touch” and “technology agnostic” regulations are often 

best in rapidly evolving sectors, it is not automatically the case that 

companies prefer no regulations at all. Businesses dislike operating in 

situations of high uncertainty and risk. Unregulated environments tend to be 

replete with both. Firms instead prefer regulatory frameworks that are clear, 

transparent and stable. In the digital world, it is more important than ever 

that countries cooperate since inconsistent regulatory frameworks can 

literally upend a business plan overnight. 

This paper illustrates some of the new regulations that have digital 

implications currently in place or proposed across many Asian economies. 

The paper makes clear the accelerating pace of regulatory intervention 

related to digital trade and e‐commerce. If these trends continue, the 

prospects for an environment that has remained relatively benign and 

supportive to digital trade across borders may be under pressure.

However, there are two bright spots on the horizon. Two mega‐regional 

trade agreements both contain provisions that cover digital trade and e‐
commerce. While neither one is likely to create comprehensive solutions to 

all elements of relevance to firms operating in the digital economy, both 
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trade agreements can set frameworks in place to help ensure that future 

domestic level regulations for the digital space are more likely to be 

complementary and not conflicting. 

The first, the Trans‐Pacific Partnership (TPP), is already finished. This 

paper discusses the digital rules included in the TPP. While much of the 

focus has been on the e‐commerce chapter of the agreement, elements of the 

deal that apply to both digital trade and e‐commerce can be found 

throughout. The TPP could expand in the future and some of the digital 

rules are likely to be altered under an enlarged membership. A second trade 

agreement of note in Asia, the Regional Comprehensive Economic 

Partnership (RCEP), is still under negotiation, but also includes provisions 

for e‐commerce and digital trade.

There is not a clear division between digital trade and e‐commerce. Many 

regard the latter as a smaller element of the former, focused more narrowly 

on the shipment of goods using the internet. But for many (or perhaps most) 

trade officials, e‐commerce is the generic term used to describe any form of 

commerce using the internet including digital services and digital products. 

Hence this paper uses both terms. Given the trade focus of the paper, of 

particular relevance is the movement (or potential movement) of digital 

trade and e‐commerce across country borders and the rules and regulations 

that allow or constrain such behavior.

This paper begins in Chapter 2 by describing in greater detail some of the 

relevant information about the digital economy. It is especially important to 

understand the changing nature of digital trade in order to see how trade 

rules might be best fashioned to accommodate the reality of business. A 

quick look at how rapidly technology is changing also highlights just how out 

of touch most regulations created by governments to address digital trade 

and e‐commerce actually are in addressing the reality of trade today. 

Chapter 3 turns to an examination of domestic digital rules in key 

countries in the region. Not every relevant regulation can be studied, so the 
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paper examines eight different areas of domestic regulation to highlight the 

variations across Northeast Asian economies that apply to digital trade. The 

regulations cover a mix of what might be considered “traditional” e‐
commerce concerns like customs; digital trade concerns like data protection 

and data localization; and issues like intellectual property rights that are 

relevant to a wide range of the digital economy. Of particular note, many of 

the domestic level regulations reviewed in Chapter 3 bear limited 

connections to the rapid technology changes addressed in Chapter 2. For 

instance, while mobile phone purchases are exploding across Northeast Asia, 

the domestic level regulatory space remains preoccupied with data concerns 

that are increasingly outmoded since data restrictions may make little sense 

when data on phones can travel globally.

Chapter 4 highlights the growing disconnect between rapidly evolving 

technology, domestic level regulatory gaps and evolving regional and global 

trade arrangements. At a time when individual member states are struggling 

to address altered market conditions, larger groupings of states are often 

equally poorly equipped to tackle such shifts. Chapter 4 looks at existing 

global and regional trade agreement rules in more detail. This includes a 

review of the provisions in the most advanced regional trade agreement on 

digital trade, the Trans‐Pacific Partnership or TPP. 

Finally, the paper concludes in Chapter 5 with a review of where digital 

trade rules might go in the future in Asia, including thoughts on what kinds 

of new elements that might be anticipated in an expansion of the TPP, and 

the conclusion of the Regional Comprehensive Economic Partnership 

(RCEP) negotiations. Since RCEP is finishing later, it has the potential to 

leapfrog and build on advances made in existing trade arrangements. 

Governments from across Asia can bring existing domestic level experiences 

to the table and craft better, more effective rules to help foster the growth of 

the digital economy in Asia for the future.

Given that an increasingly important share of the regional economy is 
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likely to be tied to digital trade and e‐commerce in the future, it is critically 

important to get the regulatory frameworks right in these types of larger, 

more comprehensive trade agreements. As an added incentive, if Asian 

governments can demonstrate effective means to properly regulate the 

digital space and still allow innovation to continue and smaller firms to 

benefit from expanding opportunities to join larger markets, such measures 

are likely to be picked up and used in future regional and even global trade 

arrangements.

This paper examines five Northeast Asian economies in detail: China, 

Hong Kong, Taiwan, South Korea and Japan. These five countries were 

chosen in part to illustrate a range of policy decisions, level of integration 

and engagement with the digital economy. Each country has been an 

important player in ICT, in global and regional supply chains, and 

increasingly in e‐commerce and digital trade. All five countries have fewer 

infrastructure and connectivity problems that stymie the development of 

digital trade in other parts of the world. Each has been a leader in different 

aspects of the digital economy and e‐commerce and is likely to remain at the 

cutting edge of many metrics into the future. 

One final point to note up front―this paper examines the policies of 

Taiwan. Such a consideration can be complicated, since the country has been 

granted differing legal status in various jurisdictions. For instance, it is a 

member of the World Trade Organization (WTO) under the shortened title 

“Chinese Taipei.”  But Taiwan is not a member of the World Intellectual 

Property Organization (WIPO) nor is it a member of United Nations 

programs of all types. This paper will leave semantics and legal arguments to 

others. As a critically important player in Northeast Asia in e‐commerce and 

digital products, the country should be included in a review of the sector. For 

internal consistency, this paper uses the term “Taiwan.” 
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Trade rules and domestic level regulations have struggled to keep up 

because the digital economy has been growing so quickly and evolving 

rapidly. The first personal computers were available in kit form in the 1970s 

and the first laptop was sold in the mid 1980s. From a relatively modest 

beginning roughly 30 years ago, the use of the internet has exploded. As 

Table 1 shows, the total number of worldwide devices shipped in 2015 was 

nearly 2.5 billion. While personal computers used to rule the world, 

consumers have shifted to more portable devices including tablets and, 

especially, mobile smart phones. 

The ubiquity of digital devices means it is easier than ever for digitally 

enabled commerce to take place. The processing power available in these 

devices has also grown at exponential rates. In 1965, Gordon Moore, co‐
founder of Intel, predicted that every two years the number of transistors in 

an integrated circuit would double. Moore’s “law” has proven to be a success 

and now, an iPhone 5 has 2.7 times the processing power of a 1985 Cray 

supercomputer.1)

It is therefore not surprising that enterprising companies and 

entrepreneurs have figured out new ways to harness the computing power of 

millions of devices to move into electronic commerce and digital trade. 

Some of the growth is replacing off‐line shopping, some is a mix of on and 

off‐line shopping and some is completely new.

1) See other impressive comparisons of technology at Processing Power Compared, Experts 

Exchange, accessed at http://pages.experts‐exchange.com/processing‐power‐compared/.
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Table 1. Worldwide Devices Shipments by Device Type, 2015‐2018

(Unit: Millions)

Device Type 2015 2016 2017 2018

Traditional PCs 
(Desk‐Based 
and Notebook)

244 216 205 199

Ultramobiles 
(Premium)

44 49 61 75

PC Market 288 265 266 274

Ultramobiles 
(Basic and 
Utility)

196 177 173 173

Computing 
Devices Market

484 442 439 447

Mobile Phones 1917 1887 1910 1933

Total Devices 
Market

2401 2329 2349 2390

Note: The Ultramobile (Premium) category includes devices such as Microsoft's Windows 10 Intel 
x86 products and Apple's MacBook Air. The Ultramobile (Basic and Utility Tablets) category 
includes devices such as, iPad, iPad mini, Samsung Galaxy Tab S2, Amazon Fire HD, Lenovo 
Yoga Tab 3, Acer Iconia One. The PC market equals traditional PCs plus premium ultramobiles. 
The computing device market consists of the PC market plus basic and utility ultramobiles. 
Finally, the overall device market is composed of computing devices plus mobile phones. 

Source: Gardner (2016), http://www.gartner.com/newsroom/id/3468817. 

1. The Digital Economy and Features of Digital 

Trade

The terms digital economy, e‐commerce, digital trade and digital services 

have been used somewhat interchangeably as this burgeoning sector grows 

and evolves. E‐commerce is often thought of as the buying and selling goods 

online, whereas the digital economy or digital trade is a broader term 

encompassing e‐commerce, e‐services, electronic payments, Internet specific 

industries and technologies. 
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While certain features have emerged and grown in importance, many of 

the distinctions between the ‘digital’ and ‘real’ economy are becoming more 

difficult to discern. For instance, someone may see a dress in a shop and 

order it online―to save money, to avoid carrying the item home on the bus, 

or perhaps because it wasn’t available in their size or preferred color. 

Alternatively, a person may research a new computer online, but then go out 

and buy it in a shop. These types of interactions blur the lines between on‐ 
and off‐line transactions. In addition, the growing prevalence of digital 

devices and online advertising means almost all transactions will have at least 

some digital elements.  

The WTO has defined e‐commerce as the “production, distribution, 

marketing, sale, or delivery of goods and services by electronic means.”2) 

This description is correct, but is too imprecise to be of great value in 

negotiating trade or multilateral regulatory agreements. There has also been 

debate about to how to distinguish transactions where either the good or 

service itself is digital (an mp3 song), or only the means of dissemination is 

digital (an mp3 may be downloaded from the internet but then put on a 

physical USB drive or CD and sold to someone). These arguments may seem 

academic, but can be significant in crafting good regulations. 

2) See WTO General Council (GC), Work Programme on Electronic Commerce, WT/L/274 

(30 September 1998) accessed at :https://docsonline.wto.org/dol2fe/Pages/Former 

ScriptedSearch/directdoc.aspx?DDFDocuments/t/WT/L/274.DOC.   
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2. Measuring Digital Trade

It is difficult to disaggregate and measure the macro impact of the digital 

economy because it is now embedded in almost every facet of the economy, 

in the same way that other ‘general purpose technologies’ like electricity are 

pervasive in modern economies. Previous studies measuring direct impact 

have found the Internet related value added to be 3.4 – 5.9% of GDP for 

East Asian economies.3) 

A 2012 Internet Association estimated that the small and medium sized 

enterprises (SMEs) with internet  technologies gained an 11% productivity 

increase on average.4) In developed countries, internet access extension 

could enhance long run productivity by as much as 25% in developing 

countries.5) The Internet Association has estimated that the internet has 

contributed 21% of GDP growth of advanced economies in the last five 

years.6) This report also showed that economies with more internet 

connections could see additional 40% in benefits compared to less 

3) For further discussion see OECD (2013), Measuring the Internet Economy: A Contribution 

to the Research Agenda, OECD Digital Economy Papers, No. 226, OECD Publishing, p7, ac-

cessed at http://www.oecd‐ilibrary.org/science‐and‐technology/measuring‐the‐internet‐
economy_5k43gjg6r8jf‐en or for more on the difficulties of measuring digital trade and 

GDP, see Nadim Ahmad, “Measuring the Economy in the Age of Digitization,” OECD 

Observer, No 307 Q3 2016, accessed at http://oecdobserver.org/news/fullstory.php/aid/ 

5679/Measuring_the_economy_in_the_age_of_digitalisation.html.
4) Olivia Nottebohm, James Manyika, Jacques Bughin, Michael Chui and Abdur‐Rahim Syed 

(2012, January). Online and upcoming: the Internet’s impact on aspiring countries. McKinsey. 

Retrieved from: http://www.mckinsey.com/industries/high‐tech/our‐insights/impact‐of‐
the‐internet‐on‐aspiring‐countries. 

5) Deloitte (2014, February). Value of connectivity: Economic and social benefits expanding internet access. 

Retrieved from: https://www2.deloitte.com/content/dam/Deloitte/ie/Documents/ Technology 

MediaCommunications/2014_uk_tmt_value_of_connectivity_deloitte_ireland. pdf.
6) Internet Association (IA) (2015,  January). The Internet & Global Trade: Launching small busi-

nesses into the global marketplace. Retrieved from: http://internetassociation.org/wp‐con-

tent/uploads/2015/01/Final_Print_IA_CaseStudies.pdf. 



24 • Evolving Digital and E-Commerce Trade Rules for Northeast Asia 

connected economies.7) 

Of course, internet connections alone do not automatically lead to more 

digital trade or e‐commerce. Disentangling the connection between internet 

access and digital trade is difficult. To try to narrow down the scope of the 

problem, some have tried to measure the impact that ICT‐led innovation has 

had on growth. One study found that three‐quarters of US growth in 

productivity between 1995‐2007 could be attributed to ICT investments.8) 

The ICT industry itself has experienced robust growth in the past decade. 

Figure 1. Global ICT Services and Goods Exports

(Unit: Current Billion US＄)
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Source: World Bank.

7) Internet Association (IA) (2015, January), The Internet & Global Trade: Launching small 

businesses into the global marketplace, Retrieved from: http://internetassociation.org/wp‐
content/uploads/2015/01/Final_Print_IA_CaseStudies.pdf.

8) Van Ark B, van Welsum D. and Overmeer W. (2014), “Unlocking the ICT growth potential 

in Europe: Enabling people and businesses Using Scenarios to Build a New Narrative for the 

Role of ICT in Growth in Europe,” a study prepared for the European Commission (DG 

CNECT) by The Conference Board. Link: http://ec.europa.eu/information_society/ news-

room/cf/dae/document.cfm?doc_id=4242. 
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But this type of measurement also suffers from a problem. ICT‐led 

growth appears to be diminishing over time. ICT investment has fallen in 

many countries around the world from 2001 peaks.9) Korea, in particular, 

has seen ICT investment fall from 3.5% of GDP in 2001 to 2.1% in 2014.10) 

However, given the high levels of ICT penetration in many markets and the 

ever‐lower costs of processing power and electronics, even a dramatic 40% 

reduction in ICT investment in Korea may not portend less impact from 

digital trade overall. 

The opposite may occur. For example, as digital movie files replace more 

expensive analogue alternatives like DVDs, the spread of digital goods may 

actually lower GDP figures. Many digital products are cheaper to produce 

than their analogue counterparts. Quality may even improve, so even if the 

monetary value of goods and services traded grows more slowly, human 

welfare could be increasing through improvements in quality. 

Of course, many digital products did not follow a previous, non‐digital 

item, but were created entirely from scratch. Many purely digital items like 

search engines and email accounts are often offered for free. There is no 

good way to figure out what sort of value ought to be placed on these types 

of products.

The Boston Consulting Group has estimated that the digital economy 

made up to 8% of South Korea’s total economy.11) The compound annual 

growth rate of South Korea’s online retail industry between 2009 and 2014 

was 17.7%, though some of this growth may have been at the expense of 

traditional ‘bricks and mortar’ shops.12) 

9) OECD (2016), New Markets and New Jobs, OECD Digital Economy Papers, No. 255, 

OECD Publishing, p. 10. Link: http://www.oecd‐ilibrary.org/science‐and‐technology/ 

new‐markets‐and‐new‐jobs_5jlwt496h37l‐en.
10) OECD (2016), New Markets and New Jobs, OECD Digital Economy Papers, No. 255, 

OECD Publishing, p. 10.
11) BCG (2012), Report: The Internet Economy in the G‐20: The $4.2 Trillion Growth 

Opportunity, p43 https://www.bcg.com/documents/file100409.pdf.
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The ICT industry has been a significant contributor to the GDP of 

Northeast Asian economies. The ICT Industry contributed 34% of 

economic growth in Japan between 2005 and 2010, while in China, ICT 

contributed 21%.13) The McKinsey Global Institute estimated that the 

spread of digital technologies could nearly triple global flows (flows of 

goods, services and finance) between 2015 and 2025, boosting economic 

growth.14) 

3. The Role of ICT in Northeast Asia

For Northeast Asian economies, ICT has played a critically important role 

in driving economic growth. The levels of goods exports in the sector have 

powered these economies for some time. If the region can seize the 

opportunities in digital trade in the same manner as ICT exports, the future 

for economic growth could be equally bright. 

To recap the situation for ICT exports in the region: Northeast Asian 

economies have seen substantial growth in ICT goods exports, as shown in 

Figure 2. Hong Kong’s exports almost doubled from US$121 billion in 2006 

to US$235 billion in 2014. Similarly, China’s ICT goods exports also jumped 

12) Ken Research (2015), South Korea Online Retail Market Outlook to 2019 – Driven by 

Rising Smartphone Penetration and Advent of Social Commerce Executive Summary, 

https://www.kenresearch.com/technology‐and‐telecom/it‐and‐ites/south‐korea‐online‐
retail‐market‐report/695‐105.html.

13) Stephen J. Ezell (2012), Boosting Exports, Jobs, and Economic Growth by Expanding the 

ITA, The Information Technology & Innovation Foundation, p3: http://www2.itif.org/2012‐
boosting‐exports‐jobs‐expanding‐ita.pdf. 

14) McKinsey (2014), Global Flows in a Digital Age: How Trade, Finance, People, and Data 

Connect the World Economy, p. 7. Link: http://www.mckinsey.com/~/media/McKinsey/ 

Global%20Themes/Global izat ion/Global%20flows%20in%20a%20digi-

tal%20age/Global_flows_in_a_digital_age_Full_report%20March_2015.ashx. 
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from US$276 billion to US$582 billion. The ICT goods exports of Japan 

faced more challenging conditions, given a persistently strong Yen value 

relative to most global currencies. The values of Japanese ICT goods exports 

dropped from US$99 billion in 2006 to US$59 billion in 2014. The Korean 

industry rebounded quite well after the financial crisis in 2009. In addition, 

Hong Kong saw an increase in the GDP share coming from ICT exports 

over the eight‐year period.

Figure 2. ICT Exports (US$) and Percentage of All Goods Exports
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Data for Taiwan is not available using World Bank Data (shown in Figure 

2). Therefore, Taiwan’s industry must be discussed separately with different 

data sources. Taiwan has long been known as a major procurement center 

for ICT companies and buyers worldwide. The country serves as the world 

largest producer of more than 10 ICT products such as motherboards 

(91.3% of market share), cable CPE (86.3%), notebook PCs (84.9%), LCD 

monitors (66.5%) and desktop PCs (50.3%).15) 
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The ICT industry remains a major player in Taiwan’s economy, 

contributing more than 12% of the country’s GDP (Figure 3). The country 

has also recently approved a promotional plan to transform northern 

Taiwan’s Taoyuan City into an international hub of tech innovation.16)

Like the rest of Northeast Asia, if Taiwan can successfully transition from 

a maker of ICT products into a country that can export digital products, the 

future should be bright.

Figure 3. Taiwan’s ICT Share of GDP
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15) National Development Council of Taiwan (2015), Taiwan Statistical Data Book 2015, Table 

4‐a. Link: http://www.ndc.gov.tw/en/News_Content.aspx?n=607ED34345641980&sms 

=B8A915763E3684AC&s=A016E84591034DC5.
16) Taiwan Today (2016), Executive Yuan Approves Asian Silicon Valley Plan. Link: http:// 

taiwantoday.tw/ct.asp?xItem=247798&ctNode=2182.
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4.  Digital Services

Digital trade does not only include ICT products, of course. Nor does it 

just include e‐commerce goods. It also increasingly includes digitally 

provided services. Measuring digital services is equally fraught. Traditional 

measurements of services are difficult to obtain. In the digital realm, 

information and communication technology ICT service exports are said to 

include computer and communications services (telecommunications and 

postal and courier services) and information services (computer data and 

news‐related service transactions).17) 

Figure 4. ICT Service Exports (US$) and Percentage of All Service Exports
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17) Data on these services is obtained through the World Bank and includes customs data, mone-

tary accounts of the banking system, external debt records, information provided by enter-

prises, surveys to estimate service transactions, and foreign exchange records. Note that 

Taiwan’s data is not captured by the World Bank and it is not included in the following charts.
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Figure 4 shows how ICT services have grown strongly.18) The Japanese 

ICT services proved resistant to the global financial crisis, though suffered 

greatly following the Fukushima disaster. Korea’s ICT service exports have 

grown strongly since 2009 – growing by 120% in five years (from US$11 

billion to nearly US$24 billion).19) 

Digital services, of course, are broader than just ICT services. Any type of 

service that can be delivered via the internet can be included in the category. 

Examples of digital services include: apps for mobile devices, online 

advertising, digital news services, many types of back office processing 

including customer service, webinars, and e‐books. More cutting edge 

technologies will transform ideas about digital services even further. Some of 

these ideas are discussed in more detail below, but include such services as: 

3D printing or additive manufacturing, big data and analytics functions of all 

types, sensor‐enabled applications that connect physical goods with services 

to do such things as track items or learn the status of products, keyless entry 

systems, e‐government services, online financial services of all types, patient 

monitoring systems, augmented reality applications, making buildings more 

efficient, fitness monitoring clothing, automatic re‐order systems to restock 

products, apps to help drivers get lower insurance rates and driver discounts 

for safe driving, and real time tracking of vehicles for improved emergency 

assistance. 

This list suggests that digital services are at their infancy. E‐books and 

apps are already transforming business strategies for many companies, but 

the list of new potential services could radically upend many existing 

18) There has been some concern expressed about trade data from China. The 10‐fold increase 

in ICT service exports between 2010 and 2011 (as shown in Figure 4) is likely due to 

changes in methodology, sources of data, misreporting or a combination of the three. See 

Balding’s World (2016), Why China Does Not Have a Trade Surplus. Link: http://www.bald-

ingsworld. com/2016/02/23/why‐china‐does‐not‐have‐a‐trade‐surplus/.
19) World Bank Data, Link: http://databank.worldbank.org/data/reports.aspx?source= 

world‐development‐indicators. 
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business practices or create entirely new business models. Many of these 

types of services can be provided cross‐border, if the regulatory frameworks 

are in place to encourage such behavior. 

Despite businesses that trumpet the use of “big data” and “data analytics,” 

the actual information about the current use of digital services is rather 

woeful.  To the extent that data exists, it tends to be very fragmented―

covering just part of one sector like financial services,20) or using cloud 

services for making efficient buildings.21)  

The past decade has seen services in general make up an ever‐larger part of 

economic output. Previously considered difficult to trade, transformational 

changes in communications technology and associated infrastructure have 

seen a huge growth in service trade. Northeast Asia has experienced strong 

service export growth and quick recovery after the global financial crisis in 

2009, particularly in China as shown on Figure 5.

Figure 5. All Service Exports in East Asia
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20) The Bill and Melinda Gates Foundation launched a competition in 2015 to figure out how 

to better find and use online financial services data. See the requirements at 

http://gcgh.grandchallenges.org/challenge/explore‐new‐ways‐measure‐delivery‐and‐use‐
digital‐financial‐services‐data‐round‐16.

21) http://www.siemens.com/innovation/en/home/pictures‐of‐the‐future/digitalization‐
and‐software/from‐big‐data‐to‐smart‐data‐new‐digital‐services‐for‐data‐sources.html.
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Disentangling services trade from goods trade is always difficult.22)  

Measuring services trade has always been a challenge. Separating out digital 

trade is even harder. Thus, the figures presented here can perhaps only give a 

window into the likely rise of digital services trade. 

5. Online Consumers

Perhaps a better way to think about how large the market might be for 

digital goods and services is to think about the market for digital trade 

consumers. Northeast Asian countries have shown widespread adoption of 

the Internet. While China has 49% of its population as active users, this is still 

climbing at 8% per year since January 2015,23) and will likely reach a similar 

proportion as the other East Asian countries (at around 80%) within 7 years.

While most of Northeast Asia is online, Figure 6 shows that not everyone 

is online in the same way.24) Japan, for instance, has high internet 

penetration at 91% of the population, but less than half of these are active on 

social media. Nearly all (96%) internet users in China, by contrast, use social 

media. Overall, Taiwan and South Korea have the highest proportions of 

active social users in the world, with 77% and 76% respectively. Hong Kong 

is ninth with 66%. Traditional media sources may prove more enduring in 

Japan for programmers, content creators and advertisers, as compared to 

other countries where social media usage is already widespread. 

22) The OECD and the WTO have been trying to calculate trade flows better by using input‐
output tables using value‐added data. This shows clearly the importance of services trade in 

manufacturing. See Measuring Trade in Value Added, http://www.oecd.org/industry/ 

ind/measuringtradeinvalue‐addedanoecd‐wtojointinitiative.htm.
23) Wearesocial (2016), Digital in 2016, p. 128. Link: http://wearesocial.com/sg/special‐re-

ports/digital‐2016.
24) Wearesocial (2016), Digital in 2016, p. 128. Link: http://wearesocial.com/sg/special‐re-

ports/digital‐2016.
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Figure 6. Internet Penetration in East Asia
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E‐commerce patterns also vary across Northeast Asia. Figure 7 shows that 

Koreans are clearly the most comfortable with online shopping, and will 

often search online to research a purchase – whether they make that 

purchase online or not.25)  Most purchases are still made via desktop or 

laptop. Japan, in particular, has a large gap between mobile and non‐mobile 

online purchases. This may reflect limited apps or mobile‐ready websites, a 

lack of trust or awareness of mobile commerce, or simply the much higher 

ownership of non‐handheld computers in Japan. The same proportion of 

Japanese Internet users visited online retail stores as searched for a product 

online. This suggests most do their shopping through retailers, rather than 

searching more widely for products. This may show the dominance of 

several online retailers and good search functionality on these websites.

25) Wearesocial (2016), Digital in 2016, p. 128. Link: http://wearesocial.com/sg/special‐re-

ports/digital‐2016.
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Figure 7. Percentage of Internet Users Aged 16‐64 Who, in the Past 30 Days
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Increasingly, the big e‐commerce players in each of the Northeast Asian 

markets are reaching into each others’ home markets as well. For example, in 

November 2016, Japan’s largest online retailer Rakuten opened its first 

flagship store on South Korea’s largest e‐commerce marketplace, 11street.26) 

A. Consumers in China

China is now the largest E‐Commerce market in the world, estimated at 

$672 billion of retail e‐commerce sales, excluding travel and event tickets.27) 

In 2013, China had 190 million online shoppers.28)  Single’s Day, November 

26) “Rakuten Opens Flagship Store on South Korea e‐Commerce Platform 11Street,” 

November 1, 2016, JapanToday, accessed at https://www.japantoday.com/category/tech-

nology/view/rakuten‐opens‐flagship‐store‐on‐south‐korean‐e‐commerce‐platform‐
11street.

27) EMarketer (2015), E‐commerce Drives Retail Sales Growth in China. Link: http://www. 

emarketer.com/Article/Ecommerce‐Drives‐Retail‐Sales‐Growth‐China/1013028.
28) The Payers (2014), China: Cross Border E‐commerce Report, p. 6. Link: http://www. 



Ⅰ. The Global Digital Economy: Trends, Impact and Prospects • 35

11, 2016, broke all records, with US$17.8 billion dollars sold in a single day 

(up from $14.3 billion in 2015).29)

Many of these shoppers buy directly from overseas websites. The growth 

of such shoppers, called haitao, is expected to increase from US$18 million in 

2014 to more than US$35 million in 2018 with consumption growing from 

RMB 150 billion to RMB 1 trillion over the same period.30)  

China has a demographic and technological adoption rate that is well 

suited for the wider proliferation of e‐commerce. A growing middle class, 

strong penetration of mobile technology and limited retail infrastructure in 

much of the country makes online/mobile retail relatively appealing. 

Nielsen polled global consumers between June 2014‐June 2015 and found 

that most Chinese consumers use computers to purchase: travel products 

and services (76%), video game related products (59%), fashion related 

products (72%), furniture, decor and tools (76%), wine and beverages (70%), 

fresh groceries (77%), and consumer electronics (72%). But mobile 

purchases were increasing rapidly. For example, 98% meal delivery services, 

95% baby and children products, 91% IT and mobile goods and 90% 

packaged grocery food, were made via apps on smartphones.31)

Overseas shopping is growing rapidly as Chinese consumers achieve more 

disposable income. Alipay, the third‐party payment platform of Alibaba, 

grew by 117%, compared to the 64.7% growth for domestic online 

shopping.32) China’s uptake of smartphones is much higher than of personal 

thepaypers.com/reports/cross‐border‐ecommerce‐country‐reports/r753142P6.
29) Marcia Kaplan, “China’s 2016 Single’s Day Establishes New Sales Record,” Practical 

ECommerce, November 16, 2016, accessed at http://www.practicalecommerce.com/ar-

ticles/130988‐China’s‐2016‐Singles‐Day‐Establishes‐New‐Sales‐Record.
30) Alice Tsang, “Cross‐Border E‐Commerce:  China Policy Update,” HKTDC Research, 

June 8, 2016, accessed at: http://hkmb.hktdc.com/en/1X0A6AHP/hktdc‐research/ 

Cross‐Border‐E‐Commerce‐China‐Policy‐Update.
31) “China Maintains Robust E‐Commerce Growth,” Nielsen Insights, March 2, 2016, ac-

cessed at http://www.nielsen.com/cn/en/insights/news/2016/china‐maintains‐robust‐e
‐commerce‐growth.html.
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computers. Consequently, mobile commerce is the fastest section of e‐
commerce, mobile payment services users increased from 25% to 40% of 

consumers.

Inbound cross‐border e‐commerce in China had traditionally been 

dominated by informal, small traders (called “Daigou”) who bought 

products overseas and sent them back to China for sale. But starting in early 

2012, direct delivery began to explode. In 2012, cross‐border sales were 21.3 

billion RMB. In 2013, the Chinese government officially opened Shanghai 

and gradually expanded experimental zones for e‐commerce to add 11 

additional cities. This led to an explosion of cross‐border sales―to 118.4 

billion RMB in 2015 and an expected 341 billion in 2017.33)  The top five 

products categories for Chinese consumers are health and beauty, mum and 

baby, health supplements, apparel and accessories, and consumer 

electronics, with the majority of products coming from the United States, 

Japan and Korea.34)

B. Hong Kong

E‐commerce is also growing quickly in Hong Kong. In 2014, E‐commerce 

sales value reached HK$400.6 billion, accounting for 4.7% of total revenue 

of establishments who adopted e‐commerce sales.35) 

The country also ranked 14th the global networked readiness index in 

32) Alice Tsang, “Cross‐Border E‐Commerce:  China Policy Update,” HKTDC Research, June 

8, 2016, accessed at: http://hkmb.hktdc.com/en/1X0A6AHP/hktdc‐research/Cross‐
Border‐E‐Commerce‐China‐Policy‐Update.

33) Wai‐Chan Chan, Imke Wouters, Rae Wu, Shopping Without Boundaries, Oliver Wyman, 2016, 

available at: http://www.oliverwyman.com/content/dam/oliver‐wyman/global/en/2016/ 

aug/ Shopping‐Without‐Boundaries.pdf.
34) Wai‐Chan Chan, Imke Wouters, Rae Wu, Shopping Without Boundaries, p. 3.
35) HKTDC Research (2016),  Internet Industry in Hong Kong, p. 1. Link: http://hong‐kong‐

economy‐research.hktdc.com/business‐news/article/Hong‐Kong‐Industry‐
Profiles/Internet‐Industry‐in‐Hong‐Kong/hkip/en/1/1X000000/1X0060U6.htm.
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2015.36) Public Wi‐Fi is widely available in the country with 39,858 wireless 

hotspots installed as of December 2015.37) High quality infrastructure will 

contribute to strong growth of digital economy in Hong Kong.

Figure 8. Survey Results: “How Will You Shop in the Coming Two Years?”

Mainland China HongKong
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Source: Jenny Chan, “Hong Kong Consumers Remain Resistant to E‐Commerce:  KPMG/ GS1 Research,” 
Campaign, November 3, 2016, accessed at: http://www.campaignasia.com/article/hong‐kong‐
consumers‐remain‐resistant‐to‐ecommerce‐kpmg‐gs1‐research/431153.

36) WEF (2015), The Global Information Technology Report 2015, p. 8. Link: 

http://reports.weforum.org/global‐information‐technology‐report‐2015/.
37) HKTDC Research (2016), Internet Industry in Hong Kong, p. 6. Link: http://hong‐kong‐

economy‐research.hktdc.com/business‐news/article/Hong‐Kong‐Industry‐
Profiles/Internet‐Industry‐in‐Hong‐Kong/hkip/en/1/1X000000/1X0060U6.htm.
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Figure 9. Survey Results “Where Did You Shop Last Year?” 
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consumers‐remain‐resistant‐to‐ecommerce‐kpmg‐gs1‐research/431153.
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According to MasterCard survey in 2015,38) 84% of local consumers made 

at least one online purchase in the last three months – 38.2% of which are on 

smartphones. But customers still appear to prefer to pick up products from 

stores, especially compared to customers in China, as survey results from 

KPMG/GS1 indicate in Figure 8. In part this may be due to the relative ease 

of reaching stores in geographically constrained Hong Kong, while any time 

delays in receiving products via e‐commerce are seen as especially 

problematic. 

C. South Korean Consumers

South Korea is the seventh largest e‐commerce market in the world and 

the third largest market in Asia, behind China and Japan. This is driven in 

part by the fastest internet speeds in the world, high levels of internet and 

mobile phone penetration and a population of early technology adopters. 

Nearly 10% of all retail sales in the country are via e‐commerce. Most are 

through marketplaces, including Gmarket and 11street.39) The fastest 

growing e‐marketplace, however, is Coupang. Revenues rose to US$782 

million in the first half of 2016 on the back of a $5 billion valuation for the 

company.40)  

38) MasterCard (2015), Online Shopping Trending Now in Hong Kong: Nine in 10 

Hongkongers Now Shop Online, MasterCard Survey Reveals, p. 1. Link: https://www. 

mastercard.com/hk/consumer/_assets/press‐center/HK_MasterCard%20Online% 

20Shopping%20Survey_E_final.pdf.
39) Gagan Mehra, “Ecommerce in South Korea:  Aggressive Discounting, Rewards,” March 9, 

2016, PracticalECommerce, accessed at: http://www.practicalecommerce.com/ar-

ticles/97724‐Ecommerce‐in‐South‐Korea‐Aggressive‐Discounting‐Rewards.
40) “South Korean e‐Retailer Coupang Doubles Sales in First Half of 2016,” Bloomberg News, 

September 12, 2016, accessed at https://www.internetretailer.com/2016/09/12/south‐
koreas‐coupang‐doubles‐sales‐first‐half‐2016.
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Figure 10. Korean Consumer Marketplace Trends

B2C Ecommerce Sales in South Korea, by Channel and 
Product/Service Category, June 2014 & June 2015 
billions of South Korean won and % change 

 June 2014 June 2015 % change 
Digital  Mobile Digital  Mobile Digital  Mobile

Travel arrangement
and reservation 
services 

677    207 711      261  4.9%    26.4% 

Home electric 
appliances, electronic 
and telecom 
equipment 

431    114 513      192 19.0%    68.2% 

Clothing 373    147 473      255 26.9% 73.9%

Household goods,
motor vehicle parts  
and accessories 

315    121 472      236 49.7%     95.5% 

Food and beverage 279      86 431      228 54.5%  165.4%
Computer and
computer-related 
appliances 

242      31 289        69 19.6%    123.9% 

Cosmetics 198      77 267      146 34.7%   90.1%
Goods for infants and
children 159      69 222      132  39.3%     91.3% 

Sports and leisure 165      46 191      80   15.%    72.4%
Agriculture, livestock 
and fishery products   85      27 133       58   55.5%   115.5% 

Note: digital category includes mobile 
Source: Statistics Korea (KOSTAT), “Retail Sales and Online Shopping in 
June 2015,” Aug 3, 2015 
195356                                                                       www.eMarketer.com

The mobile commerce market in Korea has grown at a compound annual 

growth rate (CAGR) of 154.7% since 2011,41) making e‐payments more 

appealing to payment companies. The domestic mobile payments market in 

Korea is dominated by three big network operators – SK, KT and LG U+.42)  

Samsung and Alibaba plan to collaborate on mobile payment systems in 

Korea, allowing Samsung users easier access to the Chinese retailer.43)

41) The Payers (2014), South Korea: Cross Border E‐commerce Report, p. 6. Link: http:// 

www.thepaypers.com/reports/cross‐border‐ecommerce‐country‐reports/r753142.
42) Ibid., p. 11.
43) The Payers (2016), Samsung, Alibaba to team up on Mobile Payment systems. Link: 
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D. Japan

Japan is the world’s 4th largest e‐commerce marketplace, and second 

largest in Asia (behind China).44) In 2015, Japanese consumers bought 

US$80 billion online. More than half of total sales took place on three big 

marketplaces: Rakuten, Amazon Japan and Yahoo Japan Shopping.45)  

Seventy percent of all Japanese adults shop online.46) Ten percent of online 

consumers used overseas websites, with China and the USA being the main 

import partners.47) 

Japan’s e‐commerce payments system, however, is not as straightforward 

as might be expected. Only 60% of online shoppers pay for purchases with a 

credit card. About 17% of shoppers pay at a kombini. The kombinis are 

convenience stores, where customers can pay for purchases made online and 

pick up their orders. Japanese customers also like cash‐on‐delivery, pay by 

ATM, or via bank transfer.48)  

http://www.thepaypers.com/mobile‐payments/samsung‐alibaba‐to‐team‐up‐on‐mobile‐
payment‐systems/764412‐16.

44) Maddy Keith, “Global Ecommerce Sales, Trends and Statistics,” September 2, 2015, ac-

cessed at https://www.remarkety.com/global‐ecommerce‐sales‐trends‐and‐statistics‐2015.
45) Gagen Mehra, “Ecommerce in Japan:  Marketplaces Dominate,” February 23, 2016, 

PracticalECommerce, accessed at http://www.practicalecommerce.com/articles/97054‐
Ecommerce‐in‐Japan‐Marketplaces‐Dominate.

46) “Japan B2C Commerce Report,” August 10, 2016, Asendia, accessed at http://www. 

asendia.com/en/blog/japan‐b2c‐e‐commerce‐report‐2016/.
47) The Payers (2014), Japan: Cross Border E‐commerce Report, p. 6. Link: http://www. 

thepaypers.com/reports/cross‐border‐ecommerce‐country‐reports/r753142 (Ibid. p. 7).
48) These alternative systems include some merchant risks. About 15% of komini sales are nev-

er picked up. See Tim Perry, “A Snapshot Look at Ecommerce Payments in Japan,” March 

27, 2014, Multichannel Merchant, accessed at http://multichannelmerchant.com/technology‐
1/opsandfulfillment‐payment/a‐snapshot‐look‐at‐ecommerce‐payments‐in‐japan‐
27032014/#_.
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Figure 11. Japan’s Changes in Scale of B2C Ecommerce Market

(Unit: 100million yen)
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E. Taiwan

Taiwan’s robust online infrastructure has made the country among key E‐
commerce markets in Asia Pacific. The country had 5.86 million online 

shoppers in 2015.49) Quarterly average online spending of shoppers aged 12‐
65 increased from US$176 in 2013 to US$227 in 2015.50) 

The main drivers for Taiwan’s e‐commerce market are most likely high 

internet penetration rate and widespread smartphone adoption. The internet 

penetration rate in Taiwan was 84% in 2015 and the mobile connection rate 

49) Nielsen (2015), 2015 Nielsen Taiwan Virtual Shopping Report, p. 2. Link: http:// 

www.nielsen.com/tw/en/insights/reports/2016/taiwan‐virtual‐shopping‐report‐
2016.html.

50) Ibid., p. 3.
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(over population) was higher than the total population at 139%, as many 

citizens have multiple devices.51) Taiwan also ranks 18th in the global 

networked readiness index in 2015.52) 

Figure 12. Taiwanese Consumers Top Purchases Online

Top Online Shopping Categories (2014)

FMCG 32%

Event Tickets
(Movies, Shows, etc.) 36%

Airlines Reservations 38%

Tours / Hotel Reservations 42%

Clothes / Accessories / Shoes 45%

Source: Singpost Ecommerce Fact Sheet, Taiwan 2015, http://www.specommerce. 

com.s3.amazonaws.com/dl/fs/150409_fs_taiwan_factsheet.pdf. Figures based on 

2014. 

Taiwan’s consumers do not use marketplaces like South Korea or Japan. 

Instead, the largest e‐commerce sites in Taiwan, PCHome and Momoshop 

are local sites that sell consumer goods directly without the backing of large 

international players. The third largest company, Rakuten Ichiban Taiwan, is 

Japanese.53)  Most consumers find shopping outlets via social networks in 

Taiwan.

51) Wearesocial (2016), 2016 Digital Yearbook, p. 208. Link: http://wearesocial.com/sg/spe-

cial‐reports/digital‐2016.
52) WEF (2015), The Global Information Technology Report 2015, p. 8. Link: http:// 

reports.weforum.org/global‐information‐technology‐report‐2015/.
53) Gagan Mehra, “Ecommerce in Taiwan:  Thriving Market, Huge Mobile,” May 12, 2016, 

PracticalECommerce, accessed at http://www.practicalecommerce.com/articles/122958‐
Ecommerce‐in‐Taiwan‐Thriving‐Market‐Huge‐Mobile.
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6. New Challenges Posed by the Digital Economy

Digital trade and e‐commerce have been growing at record rates in 

Northeast Asia, as the previous sections have indicated. But much of the 

digital economy revolution may be still to come. Most of what is being 

tracked and measured in the figures shown above is physical goods―

household items, cosmetics, baby food and the like. Digital services are 

increasingly being traded across borders, although these are much harder to 

track. 

But there are a new wave of ideas and innovations that may be much more 

disruptive and challenging for governments and regulators to address that 

are ahead on the horizon. Many of these trends push and pull policies in 

contradictory ways―they can both encourage and discourage the growth of 

smaller firms, as an example. The inherent tensions in some cutting edge 

areas add to the complexity in crafting sensible regulations for the future.

A. Issues with Data

Every digital action, web‐search and online purchase creates data. The 

problem for companies and governments will not be how to gather data, but 

how to make sense of a growing abundance of data and how to make this 

information anonymous and continue to protect consumer privacy. 

For governments, the benefits of an increasing amount of data could 

include better recognition of patterns of behavior from citizens, including 

finding groups who may be at risk of certain health problems. Using such 

data effectively and responsibly will be a challenge. Companies can accrue 

huge amounts of (potential) customer data quickly and cheaply to more 

easily modify and target products, without having to go through painstaking 

market research. 
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Data is not just created directly by people anymore. The ‘Internet of 

Things’ suggests that within 10 years many personal devices – phones, cars, 

central heating systems, refrigerators – will be ‘smart’ and connected to the 

internet. This gives the ability to automate activities like buying food when 

there is none in the fridge, or turning off heating in an empty home. Each 

interaction also creates new data points. The coming avalanche of 

information will need to be managed and old rules on who “owns” 

information will likely need to be revisited.

B. Competition Policy Challenges

The Internet knows no geography. Retailers do not need a physical shop 

or local supply chain to provide certain digital goods or services. The very 

first customer for a firm might be located overseas, giving rise to a new 

category of “micro‐multinationals.” This has several implications for digital 

industries.

The ease of scalability due to minimal marginal costs can lead to ‘winner 

takes all’ outcomes. In a traditional economy, firms of similar efficiency, 

quality and price can co‐exist often for a long time with minimal changes in 

market share. In the offline world, people will use whichever supermarket is 

most convenient at the time, figuring that the variation in quality or value is 

negligible compared to the transaction costs of travelling further. 

However, when shoe leather and search costs may be no more painful 

than one or two clicks of a mouse, there is nothing to limit many customers 

moving from one provider to another. Thus, small differences in quality, 

price, service, or the availability of free delivery can make huge differences in 

market share. 

Many online companies derive much of their value from network effects – 
Facebook, Google and Alibaba are not just popular because of superior 

service, but because everyone else is using them. The network effect of big 
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players allows each to generate more content, more accurate data on 

customers and firms and host more suppliers.

In a similar vein, the superstar effect is becoming more pronounced. This 

economic concept means that someone with slightly more talent or 

popularity in certain industries might only charge slightly more for its 

product, but can sell vastly higher quantities. Audio‐visual technology made 

it possible for a minority of actors and musicians to earn astronomical 

amounts through cinemas, videos and CD – earnings not possible in the era 

of only live performances. The internet means this is even possible for 

individuals without the backing of film companies. There are those who earn 

a living solely through YouTube videos of reviewing makeup products, 

eating dinner (Mukbang) or teaching math. 

While the market leader may achieve dominance through small differences 

in quality, the low barriers to entry mean any SME can be a micro‐
multinational, participating and even thriving in the digital economy. New 

technologies might drive this transformation even farther as smaller firms 

can take advantage of developments like 3D printing and cloud computing 

to produce products that once would have been prohibitively expensive.

C. Knowledge Intensive Flows 

The value of cross‐border knowledge‐intensive flows has increased 

significantly and is becoming an important aspect of trade. Business, 

financial and legal services are increasingly traded across borders and are 

seen as ripe for a digital revolution. This is an area where Northeast Asian 

economies have not really capitalized on opportunities, hindered somewhat 

by language barriers. 

Research and development (R&D) intensive goods form the majority of 

trade in knowledge‐intensive goods and services. Innovations such as 3D 

printing could transform the trade of goods. Countries and companies in the 
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future may be selling design services digitally directly to individuals who will 

rely on 3D printers in their own country to produce the goods. Trade in 

knowledge intensive goods such as pharmaceuticals, semiconductors and 

automobiles is growing nearly 1.3 times as fast as labour intensive goods.54) 

In 2014, Japan’s R&D spending equaled 3.6% of GDP, China 2%, and 

Korea’s 4.3% of GDP,55) and Taiwan spent 2.9% of GDP on R&D in 

2013.56) These investments in R&D could translate into robust opportunities 

for knowledge trade across borders. 

D. Proliferation of Trading by Microenterprises and SMEs

Traditionally, large companies dominated trade because large firms have 

the resources to transport and market their goods across borders. However, 

the rise in digital trade means that microenterprises and SMEs can trade 

across borders without the infrastructure of a larger company. B2B and B2C 

platforms enable this trade helped by “micro” trends―such as microlending, 

micropayments, microwork and micromultinationals. A company in one 

country can easily set up a website, set up a catalogue of goods and services 

(on an existing platform or on its own website), ship products, connect with 

customers, accept payments and market directly to customers using digital 

marketing. Services performed by freelancers are also increasingly traded 

digitally. Platforms such as Fivver, eDesk and Mechanical Turk offer services 

such as IT support, graphic design, or voice services performed by 

freelancers. 

The entrance of micro‐enterprises poses significant challenges and 

54) Arif Zaman (2015), Knowledge Economy, The International News. Link: http:// 

e.thenews.com.pk/newsmag/mag/detail_article.asp?id=8420&magId=10.
55) World Bank Data. Link: http://databank.worldbank.org/data/reports.aspx?source= 

2&series=GB.XPD.RSDV.GD.ZS&country=. 
56) DGBAS (2015), Statistical Yearbook of the Republic of China, Table 49, p. 94. Link: 

http://eng.dgbas.gov.tw/lp.asp?ctNode=2351&CtUnit=1072&BaseDSD=36&MP=2. 
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opportunities. However, it is clear that any trade legislation must recognize 

that many of these SMEs, micro‐enterprises and freelancers will not be 

capable of dealing with onerous regulation and paperwork. Given the 

movement in the wider economy towards freelancing, it is unlikely that these 

trends in trade will be reversed. If there is a need for regulation, it might be 

wise to regulate through platforms (such as eDesk and Alibaba) and/or 

payment mechanisms (such as Paypal). 

E. FinTech and Cross‐border Financial Flows

FinTech is enabling cross‐border payments as well as all types of financial 

services, insurance, wealth management, small business loans, and logistics 

to better enable e‐commerce. Many of the applications for FinTech for trade 

are still in the ‘experimental’ phase but the eventual vision may be the 

creation of digital financial supply chain seamlessly interoperating with 

digital trade finance banking services. As the FinTech industry matures, it is 

inevitable that it will be deeply embedded in the nature of trade. Asian 

companies have been pioneers in FinTech which should provide them with a 

competitive edge, as adoption and innovation in the field grows. 

While financial flows have long been digitized, there is an increasing 

proliferation of micro financial flows. Platforms such as Kiva, Kickstarter 

and Zopa are enabling peer‐to‐peer cross border financial flows. Kiva is a 

micro‐lending site where people can provide micro‐loans to entrepreneurs in 

developing countries. Entrepreneurs and individuals can raise loans on 

Kickstarter and Zopa. These flows represent a fairly minimal proportion of 

global financial flows but are likely to see an increase. Cross‐border 

investments like these may become harder to regulate as the number of 

channels grows. 
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F. Internet of Things (IoT)

The Internet of Things (IoT) is likely to transform many goods and 

services and dramatically upend regulatory frameworks in place. It will do so 

because combining physical “goods” to the internet allows the transformation 

of the good to some other, value‐added product. Such devices collect data, 

share that information on a network or platform, and can transform or alter 

their function as a result of this shared information, data analytics and 

learning. Regulatory frameworks, however, have not yet caught up to the 

mechanisms by which this melding of physical goods and services with data 

delivery will take place. 

The sector is currently relatively small. In 2013, only 0.6 percent of things 

that may be potentially connected were harnessed together, but the market 

could grow to an estimated 20 billion to 100 billion devices by 2025.57)  The 

wide range in predicted devices comes about largely because it will depend 

on what governments do in the regulatory sphere to help or hinder the 

growth of the industry in the next decade. 

G. The Sharing Economy

The sharing economy is an example of how technology in the digital era is 

upending and disrupting at a rate much faster than regulators have imagined. 

Peer‐to‐peer or the on‐demand economy is growing at substantial rates. The 

most obvious examples of the sharing economy include companies like 

Airbnb and Uber. 

57) 2013 numbers from https://iot‐analytics.com/iot‐market‐forecasts‐overview/. Lower 

range for 2025 from Gartner at http://www.gartner.com/newsroom/id/3165317. Upper 

range by Huawei as quoted in Quentin Hardy, “The Sensor‐Rich, Data Scooping Future,” 

New York Times, April 26, 2015, at http://bits.blogs.nytimes.com/2015/04/26/envi-

sioning‐a‐future‐when‐sensors‐are‐scooping‐up‐data‐on‐everything/?_r=0. 
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PwC estimated that just five sectors of the collaborative economy 

generated revenues of €4 billion in 2015 and facilitated transactions of €28 

billion in Europe alone.58)  This explosive growth, however, is taking place 

without clear regulations in place while governments scramble to figure out 

how to ensure that customers benefit from greater choices and 

opportunities, without suffering a loss of public safety. Finding the right 

balance between competition and consumer protection can be challenging 

but it is important to ensure that consumer welfare remains a priority and 

that regulatory policies are not made without careful consideration. 

H. 3D Printing and Additive Manufacturing

The rise of 3D printing and additive manufacturing is another challenge to 

traditional trade practices. Manufacturers and designers can create digital 

designs and prototypes and send these items directly to printers for 

construction anywhere in the world.59)  This technology could upend many 

ideas about manufacturing, supply chains, and even change the nature of 

intellectual property. 

Some of the most complicated issues raised by 3D printing so far have 

revolved around the potential use of machines to print weapons, but equally 

fraught are issues of printing food, food products, body parts and medicines. 

58) The five sectors included peer‐to‐peer accommodation and transportation; on‐demand 

household and professional services and collaborative finance. See Robert Vaughn and 

Raphael Daverio, Assessing the Size and Presence of the Collaborative Economy in Europe, April 

2016, www.pwc.co.uk. 
59) For a nice review of the state of current technology see Christopher Barnatt, “3D Printing,” 

November 10, 2016 accessed at http://explainingthefuture.com/3dprinting.html.
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7. Conclusions

There are, of course, a wide range of issues and topics of relevance to e‐
commerce and digital trade of concern to government officials trying to 

create appropriate regulatory and policy frameworks to foster the growth of 

the sector while providing adequate protections for consumers and 

legitimate public policy objectives. Of particular importance here are the 

exponential growth projections for nearly every category of product, device 

and service. 

But these growth trends will only take place if the regulatory environment 

is supportive. Unfortunately for government officials, many of the trends 

noted are also changing and evolving rapidly. In such fast moving sectors, 

regulatory policy making struggles to keep pace. The next chapter highlights 

clearly the difficulty that governments have had across Northeast Asia in 

crafting the right types of regulations, rules and laws to properly support the 

explosive growth of e‐commerce and digital trade. 
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E‐commerce and, especially, many aspects of digital trade have flourished 

thus far in an interesting regulatory space. For most countries, rules and 

regulations that might otherwise constrain behavior of firms do not exist or 

are not clearly defined. As Chapter 4 will show, countries at the global and 

regional level have so far been unable to create clear regulatory frameworks 

to govern much of the digital environment. 

This has left individual countries free to craft policies and regulations at 

the domestic level. In some places, nothing has been done at all―firms 

remain largely free to operate however they see fit. In other areas, 

government regulators have been applying off‐line rules and regulations to 

the on‐line environment. Finally, in some areas, government officials have 

created digital trade or e‐commerce specific provisions and regulations.

Such a patchwork of overlapping, inconsistent and contradictory 

patchwork of regulations is not ideal. While some may argue that no rules 

and total flexibility is best, most companies would disagree. A lack of 

adequate regulations does not suit firms well. Instead, clear and consistent 

regulations are preferable. 

Proper frameworks also help to avoid situations of regulatory overreach, 

where governments respond too strongly or too quickly to address a specific 

issue or concern and create unanticipated consequences. Particularly in fluid 

and evolving markets like digital trade, it can be problematic to have 

regulations choke off potentially beneficial new developments too early. This 

outcome is often the case when regulations get too specific too quickly―and 

especially when rules are tied to certain types of technology. Hence, 

regulations should focus on outcomes or objectives to be achieved or to be 

avoided.

The rapid growth of technology has made the job of government officials 

more complicated than normal. Trends highlighted in Chapter 2, such as the 

explosive growth of online shopping, rise in internet purchases, proliferation 

of mobile devices, movement towards higher‐value services provided across 
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borders, new fin‐tech applications that blur the boundaries between financial 

services, banking and technology platforms, and the shift towards the 

internet of things (IoT) means that officials are left scrambling to create rules 

that both fit the technology and applications of today while not unduly 

impinging on growth opportunities for tomorrow. An examination of the 

domestic level legislation and regulatory policies in Northeast Asia pursued 

thus far will show that officials have quite a long way to go in bridging the 

gaps between current policies that are being rushed into place and those that 

are likely to be needed for many of the most advanced issues thrown up, for 

example, by the internet of things or by mobile data flows. For countries that 

are struggling to manage effective consumer privacy protections at a basic 

level, as an example, the proliferation of devices that collect data simply 

compound the challenges that will be taxing regulatory capacity in short 

order.

This chapter examines provisions in eight specific categories across five 

countries in Northeast Asia. The eight categories of regulatory oversight 

include a range of topics―those more closely identified with e‐commerce 

such as rules on customs and trade facilitation for packages at the border and 

those more closely identified with digital trade such as the movement and 

protection of data. 

By looking at how China, Hong Kong, Japan, South Korea and Taiwan 

handle issues of e‐commerce, customs, data protection, data localization, 

domain names, intellectual property (IP) rights, consumer protection, and 

over‐the‐top (OTT) delivery of content, it is possible to see both 

convergence and divergence in the domestic regulatory space in the region. 

These eight areas are not, of course, the only possible locations for 

domestic regulation of digital trade or e‐commerce. Given the wide and 

growing ubiquity of digital goods and services, policies in areas as diverse as 

tax policies, health screening, plant quarantine record keeping, or industrial 

design protection could be just an important.  
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These eight areas, however, provide some valuable insights into the range 

of policy choices and regulatory options that Northeast Asian governments 

have made. In general, government approaches to digital regulation has 

varied with tight regulations and extensive commitments in some areas and 

limited legislation or even none at all in others.

The remainder of this chapter walks through a set of policies that might be 

considered “best practices” for each of the eight areas under examination. 

Developing an ideal set of policy solutions is tricky. It might have been best, 

of course, to consider e‐commerce and digital trade as a whole, rather than 

break the topic down into discrete parts. But to make the problem 

manageable and to better provide a possible set of benchmarks, the paper 

develops best practices for each of the eight areas. 

To develop these “best practice” suggestions, the paper has relied heavily 

on materials gathered from two important sources―government officials 

and regulators themselves in organizations like APEC or the WCO and also 

from the broadest possible groupings of industry associations. Companies 

operating in the field often have the keenest sense of regulatory gaps and are 

most familiar with the prospects for new developments on the horizon that 

must be addressed in new policy frameworks. 

These suggestions are then contrasted with specific regulations in each of 

the eight areas under examination for all five countries under study. In some 

areas, individual governments have already met or exceeded the “best 

practice” suggestions. In others, current policies appear to have fallen short 

of the recommendations. 

Do note that government regulations are constantly changing, with new 

draft proposals under review in many of the areas across Northeast Asia. 

Many of the regulations and, especially, implementation of existing 

provisions can change rapidly as well.  In many circumstances, the existence 

of a rule is less important than the implementation (or lack of 

implementation) of the provision. 
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As a final word of caution, because e‐commerce and digital trade can be 

quite broad, the number of domestic laws and regulations that might be 

applicable to trade in the digital economy could be infinite. Depending on 

what is being traded, relevant laws could include basic consumer protection, 

electrical appliance standards, anti‐money laundering rules, customs 

paperwork and labeling requirements for shipments, and patent 

infringement enforcement details. This chapter tries to narrow the scope to 

the most directly relevant set of laws and regulations with a focus on the 

most recent changes in each of the eight areas under study. As befits a paper 

on digital trade, the paper tries to provide digital references for as many 

sources as possible.60)

1. Broad E‐Commerce Regulatory Frameworks

E‐commerce can be defined as the buying and selling of goods and 

services using an online platform. But while the definition may be 

straightforward, regulation for e‐commerce is not so simple. Some may 

argue, in fact, that a framework for e‐commerce is not needed at all. As long 

as decent rules exist for buying and selling goods or services, the addition of 

the internet to the equation should not fundamentally alter the equation. 

Hence, e‐commerce writ large need not have specific regulations in place. 

To a certain extent, this may be true. When governments have attempted 

to pin down specific technologies or to narrowly define provisions, it 

sometimes stunted the current and future growth in a sector. For example, a 

quest to create future “national champions” in some countries has created 

regulations that can make it difficult or even impossible for foreign providers 

to compete in some areas. An attempt to create a national payments gateway, 

60) References to web resources were accurate as of November 2016.
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for instance, could easily drive up costs of payments processing and make it 

impossible for e‐commerce companies―particularly smaller firms―to 

effectively compete in regional or global marketplaces. Policies to stop 

“roaming” could easily prevent or slow the spread of IoT products that are 

likely to use mobile networks for connections and data flows.  

But the rise of e‐commerce does have some unique characteristics that 

suggest that ignoring the sector entirely is not likely to result in satisfactory 

policy outcomes. Treating e‐commerce exactly like off‐line businesses could 

be problematic.  The scale and scope of problems for the sector suggests that 

some focus is needed and necessary. The spread of new technologies and the 

rise of new issues addressed in Chapter 2 shows the rapid expansion of the 

industry. These changes have outstripped the ability of officials using 

existing off‐line and piecemeal attempts to regulate or legislate rules that 

govern businesses.

One of the biggest problems, overall, with e‐commerce has been that it 

often falls in between the jurisdiction of different ministries. (For cross‐
border e‐commerce and trade agreements, the problem is compounded since 

the topic also falls in between traditional chapters.)  E‐commerce involves at 

least trade in goods, services, financial services (for payments), customs, and 

often investment. The companies involved in e‐commerce are often new 

players shipping different types of products―including smaller size, smaller 

value shipments. Many have never been engaged in international commerce 

before. 

Companies are increasingly involved in not just business to consumer 

(B2C) activities, but also business to business (B2B) and even customer to 

customer (C2C) transactions. Allowing all these types of activities to flourish 

requires allowing firms to use best‐in‐class platforms and technologies with 

limited restrictions. 

For governments, the rise of e‐commerce has given rise to a range of new 

policy issues. In some cases, governments have chosen not to regulate e‐
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commerce differently than off‐line commerce. But in some specific areas, 

governments are moving to consider new provisions, such as those related to 

payments. E‐commerce has also given rise to new issues of electronic 

signatures and the legal frameworks that must be in place to accept such 

signatures in an online world. 

Cross‐border e‐commerce investment rules have often been problematic. 

Many countries have a variety of restrictions in place for critical elements of 

e‐commerce, including foreign investment restrictions for post and other 

delivery and logistics operations. Broadcast is often subject to specific 

requirements that can hamper, limit or prohibit certain types of e‐commerce 

entirely. E‐commerce enterprises can also be subject to many of the same 

limitations and restrictions that apply to other types of investment, such as 

joint venture requirements, various types of performance requirements, 

equity limitations and so forth.61)

One rapidly evolving issue is how (or if) to tax electronic commerce.62)  

While the global regime governing e‐commerce has put in place a 

moratorium on the collection of customs duties for digital products, 

governments are increasingly eager to tax e‐commerce and the broader 

digital economy. The pressures are coming from retailers in the off‐line 

space who want a competitive playing field and from governments interested 

in new sources of revenue, but the practical difficulties in taxing digital 

products has put off many governments from moving too far towards new 

taxation regimes, especially for cross‐border transfers of services and digital 

61) Note, for example, some specific investment rules that apply between China and Taiwan 

across many sectors, but especially for broadcast, TV, radio and the like. 
62) Note that tax policy generally falls outside the remit of trade agreements and trade policy. 

As long as taxes, fees and other charges are applied in non‐discriminatory fashion (ie. ap-

plied equally to foreign and domestic products), the trade world treats tax as someone else’s 

problem. For companies, of course, this clear division between trade and tax is not nearly 

so neat and tidy. Firms tend to view trade and tax as complementary elements of corporate 

policy to be considered in tandem. 
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products. Much of the focus thus far in the taxation space has been on 

physical goods moving in e‐commerce, as these can be more easily tracked 

than purely digital products or digital services. However, taxation of e‐
commerce goods moving across borders is not as straightforward as it might 

seem.63)

A. E‐Commerce Best Practices

Cross‐border e‐commerce is one of the best ways to foster the growth and 

development of small sized companies. The very first customer can be global 

or regional giving rise to a whole new term―the “micro‐multinational” 

company. This can only be achieved if governments put in place a 

supportive regulatory framework clearly aimed at fostering the growth of 

smaller firms through e‐commerce. 

This means taking a holistic approach to e‐commerce. Sustained attention 

to allowing micro, small and medium sized firms (MSMEs) to benefit from 

the opportunities posed by e‐commerce can help focus government policies. 

Getting the framework right for the smallest firms to remain competitive 

should also improve the regulatory environment for larger companies.

The Asian Trade Centre recommends four elements be included in an e‐
commerce strategy:  regulations must support the delivery of goods, 

including small size, small value shipments by new vendors and suppliers; 

regulations must support the delivery of services via the internet (without 

63) For example, what happens to taxes paid on goods that are returned?  Are carriers or logis-

tics companies responsible for payment of duties and taxes or are the vendors responsible?  

What if the vendors have gone out of business?  What if the duty or tax was paid for a prod-

uct under one classification, but under the IoT, the classification of the product shifts once 

the product arrives in the country?  For a good review of issues surrounding Australia’s 

pending decision to charge GST on purchases under $1000, see Andrew Hudson, 

“Eliminating De Minimus for GST for Imports,” August 11, 2016, http://www. 

gadens.com/publications/Pages/Eliminating‐de‐minimis‐for‐GST‐on‐imports.aspx. 
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requiring local presence); regulations must allow smaller firms to access the 

widest range of internet providers and let information flow as freely as 

possible to keep costs down; and finally, regulations must ensure that 

companies can be paid in a timely, affordable manner for delivering cross‐
border goods and services. 

Achieving these broad objectives requires governments to put in place a 

coordinating mechanism to ensure that ministries work cohesively on issues 

of relevance to smaller firms operating in an e‐commerce space. Specific 

provisions must be platform and technology agnostic―they must be made 

future‐proof, but the concept of ensuring that smaller firms can benefit will 

help regulators design sensible outcomes. 

Above all, for smaller firms to take advantage of opportunities, regulations 

must be made clearly, simply, and delivered as transparently and online as 

much as possible. Firms should be given the opportunity and sufficient time 

to comment on proposed new regulations and to prepare for any changes in 

the regulatory environment. Companies often have the best grasp of 

technology and the business case for current and future developments. 

Governments ignore this wisdom at their own peril.

B. China

China has had a vibrant e‐commerce environment at the domestic level, 

but the regulatory framework to support the explosion in e‐commerce, 

including cross‐border e‐commerce, is relatively new and rapidly evolving. 

New legislative actions are currently in the pipeline, with rumors of a 

wholesale revision to e‐commerce laws potentially coming out soon.
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1) Circular on the Work of Promoting the Healthy and Rapid 

Development of Electronic Commerce, 2012

In 2012, eight different government departments including the National 

Development and Reform Commission (NDRC), the People’s Bank of 

China (PBOC) and the General Administration of Customs (GAC) issued a 

circular to help protect consumer interests, monitor safety and deal with tax 

issues. The government launched pilot programs in selected cities, starting 

with Shanghai as the first city for new regulatory provisions related to e‐
commerce. By June 2016, similar experimental zones had grown to include 

11 additional cities and free trade zones.64)   

2) China’s 2016 E‐commerce Laws

A large new set of regulations of relevance to the industry were issued in 

April 2016 by the Ministry of Finance, General Administration of Customs, 

State Administration of Taxation, Food and Drug Administration (CFDA), 

Ministry of Commerce, and General Administration of Quality Supervision, 

Inspection and Quarantine. 

Note that these regulations covered only certain types of e‐commerce 

(those not considered to be “personal imports”). The regulations clarified 

products that could be imported through e‐commerce channels, including 

specific tariff lines (roughly 1200 lines),65) introduced significant taxation 

changes, and imposed an annual quota (RMB 20,000) for purchases by an 

individual (although not for products purchased by post).66) 

64) Other pilot cities include Hangzhou, Ningbo, Chongqing, Guangzhou, Shenzhen, Fuzhou 

and Pingtan. Business in these cities is classified as a “direct purchase import” or a “bonded 

import.”
65) All other goods (i.e., those not appearing on the “positive” list for e‐commerce treatment) 

must be imported under the general trade system.
66) For additional details, see Mark Schaub and Chen Beng, “Keep Calm and Carry On,” King 

& Wood Mallesons, May 9, 2016, accessed at: http://www.kwm.com/en/knowledge/in-

sights/china‐changing‐rules‐cross‐border‐ecommerce‐trade‐20160510. 
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The rules were introduced with just two weeks of notice. After quite a lot 

of confusion and expressions of dismay from the business community, the 

government postponed implementation of many of the new regulations, 

particularly those related to new taxation policies, until May 11, 2017.

E‐commerce is a large area, but two additional regulatory changes are 

likely to be important for firms operating in the space. In July 2016, the 

Administration for Industry and Commerce published a new Advertising Law 

to extend rules directly to online marketing. The regulation, starting on 

September 1, 2016, had extremely wide sweep, covering ads for products 

and services like medical treatments, pharmaceutical products, medical 

devices, and health products which must now be reviewed and approved by 

authorities before publication online. 

Second, changes to an existing Food Safety Law came into force on October 

1, 2016, and promises more scrutiny of online platform providers and 

vendors of food products. Companies will need a food production license 

before selling food online (except for C2C vendors).67)  Firms are bracing for 

new rules that are expected in 2017 for food products in e‐commerce 

(although the anticipated changes may be more sweeping than just food and 

beverages). 

E‐commerce regulations for China currently make a distinction between 

products arriving in bonded warehouses and those that arrive through direct 

mail. The former are subject to the full range of regulatory and tax 

compliance rules. The latter are currently not (except for postage tax, which 

is generally lower than VAT and applies only to products above the tax 

thresholds).68) The latter category are not counted as cross‐border e‐
67) For further details, see Martyn Huckerby and Scott Bouvier, “China’s E‐Commerce 

Regulatory Tsunami Continues,” King & Wood Mallesons, July 29, 2016, accessed at: 

http://www.kwm.com/en/knowledge/insights/china‐changing‐rules‐cross‐border‐
ecommerce‐trade‐20160510. 

68) Prior to March 2014, the application of the postal tax was not always enforced by customs. 

After this date, it was applied to parcels above the value of 1000 RMB for self‐use. See Wai‐
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commerce but are viewed as personal product purchases. However, it is 

possible that if purchases continue to grow, both channels may be classified 

as cross‐border e‐commerce in the future.

3) Method of Network Payment Service Management for 

Third Party Payment Agents, 2015

E‐commerce does not work if merchants cannot be paid. But the 

regulatory environment to facilitate payments has been challenging to get 

right in nearly every country. China’s explosion in e‐commerce sales has 

been accompanied by an equally large growth in the number and volume of 

providers of online payments options. 

The Method of Network Payment Service Management for Third Party 

Payment Agents law, introduced in August 2015, was announced as a means 

to improve and protect customer rights and privacy within the e‐commerce 

market. It was meant to clamp down on counterfeit products and poor 

customer service by ensuring that transaction amounts of third‐party agents 

would be tied to the level of security measures incorporated in their online 

platforms. All private third‐party agents (other than Union Pay) were 

prohibited from offering financial services like deposits, loans, financing, or 

currency exchange services directly to customers.   

In March 2014, the People’s Bank of China banned third‐party providers 

from accepting payments using QR codes, but the implementation of this 

ban was not specified and the practice has continued. The Payment and 

Clearing Association of China (PCAC) took steps in late 2016 to introduce 

Chan Chan, Imke Wouters, Rae Wu, Shopping Without Boundaries, Oliver Wyman, 2016, 

available at: http://www.oliverwyman.com/content/dam/oliver‐wyman/global/en/2016/ 

aug/Shopping‐Without‐Boundaries.pdf. For a fuller description of tax changes, see Alice 

Tsang, “Cross‐Border E‐Commerce:  China Policy Update,” HKTDC Research, June 8, 

2016, accessed at: http://hkmb.hktdc.com/en/1X0A6AHP/hktdc‐research/Cross‐
Border‐E‐Commerce‐China‐Policy‐Update.
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regulations as the number of Chinese using their mobile phones as wallets 

climbed to 195 million.69) 

The Central Bank announced new regulations, effective July 1, 2016, for 

online payments. The new rules, among other things, split accounts into 

three categories.70)  Payments regulations appear to be rapidly changing and 

evolving as the market changes.

C. Hong Kong

1) The Electronic Transactions Ordinance (the ETO), 2000

As perhaps befits a global city‐state with zero tariffs, Hong Kong does not 

have specific E‐commerce laws. The most related regulation is the 

Electronic Transactions Ordinance (the ETO), which came to effect in April 

2000. The ETO regulates the use of electronic transactions for commercial 

purposes, digital signatures and electronic records. The four main principles 

of the Ordinance are as follows:

∙ It removes any legal impediments to the conduct of electronic trans-

actions;

∙ It provides certainty and security in the conduct of electronic trans-

actions and thereby enhances the confidence and trust of the public in 

carrying out such transactions;

∙ It adopts a technology neutral approach to cope with rapid techno-

logical changes;

69) Steven Millward, “Chinese Consumers Lead the World in Paying with Their Phones,” 

TechinAsia, June 7, 2016, accessed at: https://www.techinasia.com/china‐pay‐with‐their‐
phones‐195‐million‐people‐2016. 

70) See Jake Liddle, “Accessing China’s Third Party Mobile Payments Market,” June 3, 2016, 

accessed at: http://www.china‐briefing.com/news/2016/06/03/china_third_party_mo-

bile_network.html. 
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∙ It adopts a minimalist regulatory approach so as not to unnecessarily 

constrain the development of electronic commerce in the private sector.71)

D. Japan

E‐commerce has been a focus of policy makers in Japan since the 2001 IT 

Basic Law included e‐commerce as one of the areas to receive special 

facilitation.72)

The regulatory environment for e‐commerce payments has been relatively 

supportive, although Japanese consumers still opt for cash‐on‐delivery 

payment options in higher levels than might otherwise be expected.73)  

1) Interpretative Guidelines on Electronic Commerce and 

Information Property Trading, 2002

The Interpretive Guidelines on Electronic Commerce and Information 

Property Trading guidelines were issued in March 2002 by the Ministry of 

Economy, Trade and Industry (METI) with an aim to enhance predictability 

for concerned parties and facilitate trade by clarifying how the Civil Code 

and other relevant laws are applied to various legal issues relating to 

electronic commerce and information property trading.

The guidelines were amended in August 2015 with changes and 

improvements in three sections: 

Ⅰ. liability of business entities providing Consumer‐Generated Media 

71) See http://www.lowtax.net/information/hong‐kong/hong‐kong‐e‐commerce‐
legislation. html. 

72) http://www.lawgazette.com.sg/2001‐7/July01‐feature3.htm.
73) Fintech Market in Japan, Accenture, 2015, http://www.exporttojapan.co.uk/sys-

tem/files/report/files/Fintech%20Market%20Report.pdf.
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(CGM) service for mediating transmission of illegal information, 

Ⅱ. legal matters involved in setting up a link to another person’s website, 

and 

Ⅲ. rights to redistribute electronic publications.74)

The earlier amendment in 2014 covered important points including new 

definition of “digital content,” legal issues concerning the provision of digital 

content on the internet, use of digital content after termination of a digital 

content end‐user license agreement, obligation of operators to redistribute 

electronic publications and rights in relation to cybernetic items used in 

online games.

2) Japanese E‐commerce consumption tax, 2015

In April 2015, the Japanese Diet approved a new E‐commerce 

consumption tax, according to which all foreign providers of electronic 

services had to register for consumption tax by  October 2015. Before the 

approval of this law, only Japanese providers of electronic services had to 

pay an eight percent consumption tax. This had created a concern among 

local e‐commerce businesses of an unbalanced competition with foreign 

companies whose digital services provided to local consumers were not 

taxed. The amendment may affect the purchase of digital books, music and 

game downloads as well as advertising via the internet or telecommunications.75)

74) Ann Cheung and Keitaro Uzawa (2015, May 25). Japan – Amendments to METI 

Guidelines on Electronic Commerce and Information Property Trading. Retrieved from: 

http://blogs.dlapiper.com/mediaandsport/2015/05/japan‐amendments‐to‐meti‐guide-

lines‐on‐electronic‐commerce‐and‐information‐property‐trading/.
75) “Japanese e‐Commerce‐New E‐Services Consumption Tax,” Taxamo, January 25, 2016, 

accessed at: https://www.taxamo.com/blog/japanese‐ecommerce‐eservices‐tax/. 
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E. Korea

The Korean government recognized the importance of e‐commerce 

comparatively early. By the early 2000s, the government had moved to put in 

place a regulatory framework to get various ministries and agencies to work 

cooperatively to foster the development of the sector. In February 2000, 

Comprehensive Policies for E‐Commerce Development were adopted and 

in 2001, a national strategy for e‐business was rolled out to include the 

private sector.76) The comprehensive strategy included regulatory policies 

for topics like mediation for disputes, intellectual property issues, consumer 

protection, security and certification, and e‐payments. A range of 

government ministries and private sector bodies were tasked with specific 

elements of the overall regulatory agenda to support the growth of e‐
commerce within Korea. 

Over time, the 1999 Basic E‐Commerce Act and subsequent regulatory laws 

have evolved as specific policies have been more carefully tailored. Some of 

the most relevant pieces of the current landscape include:

1) The Act on the Promotion of Information and Telecommunications 

Network Use and Information Protection (Network Act), 

2014

The Act, last amended in May 2014, specifically addressed privacy and 

personal data issues for online service providers, including online retailers 

and covers various matters, including: i) the collection, use and transfer of 

personal information, ii) privacy policy, and iii) technical and organizational 

measures. Under the Act, when collecting personal information, online 

76) “E‐Commerce in Korea,” Ministry of Commerce, Industry and Energy, 2002, accessed at:  

ht tp ://unpan1.un.org/ int radoc/groups/publ ic/documents/APCITY/ 

UNPAN007638.pdf.
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retailers must obtain consent and disclose the following items: i) purpose of 

collection and use, ii) details regarding the information to be collected, and 

iii) period of retention and use.

2) The 2015 Cloud Computing Act 

The Cloud Computing Act directly addresses cloud services. Korea’s 

Cloud Computing Act is the world’s first cloud‐specific law to encourage 

cloud use and promote cloud market in Korea. This is to be done through 

the government’s boosting investment and support in the cloud market, 

public institutions permitting (and encouraging) the use of cloud services 

(including public cloud services), and appropriate safeguards on cloud 

services providers (CSPs).77) However, this Act still has some shortcomings 

due to the important areas that it does not address. These include data 

classification and limits imposed by other regulations in Korea. A clear 

guideline on data classification will help public institutions to determine what 

categories of data can be hosted by CSPs.

F. Taiwan

1) The Electronic Signature Act (ESA) and ESA Enforcement 

Rules (2001)

The Electronic Signature Act (ESA) addressed E‐commerce‐related issues 

in Taiwan. The Act encouraged the use of electronic transactions, ensured 

their security and facilitated the development of electronic government and 

commerce. Before the launch of ESA, E‐commerce was regulated by general 

laws, such as Civil Code, that made many legal issues hard to solve.78) 

77) Daniel Jung, “Korea Encourages Cloud Computing with World‐First Law,” September 4, 

2015, Olswang, accessed at: http://datonomy.eu/2015/04/09/korea‐encourages‐cloud‐
computing‐adoption‐with‐world‐first‐law/.

78) Alex Tsai, “Electronic and Digital Signatures in Taiwan,” October 2014, EigerLaw, ac-



70 • Evolving Digital and E-Commerce Trade Rules for Northeast Asia 

2) Act Governing Electronic Payment Institutions (2015)

In February 2015, Taiwan created an act to cover payments, along with a 

series of enforcement rules, that came into effect in May 2015. An 

“electronic payment institution” (EPI), was defined as a company that 

operates an internet electronic payment platform and serves as an 

intermediary where the users can register and open an account for recording 

money transfers and deposits of money value. The new rules allowed third‐
party electronic payment services.

Cross‐border transactions are addressed in Article 22 that reads: “For 

cross‐border businesses conducted by specialized electronic payment 

institutions, funds received from or paid to onshore users may be settled and 

cleared in NTD or foreign currency, whereas funds received from or paid to 

offshore users should be settled in foreign currency.”79)

3) Proposed changes to VAT for e‐commerce (2016)

In August 2016, the Ministry of Finance announced its intentions to 

change VAT regimes to include foreign e‐commerce providers. All foreign 

providers of products to Taiwanese consumers will be required to register 

and pay taxes in Taiwan.80)  

cessed at:  www.eigerlaw.com/en/publications/297‐electronic‐and‐digital‐signatures‐in‐
taiwan.

79) Joseph P.Y. Tseng (2015, May 26). Taiwan Act Governing Electronic Payment Institutions 

K&L Gates. Retrieved from: http://www.klgates.com/taiwan‐act‐governing‐electronic‐
payment‐institutions‐05‐26‐2015/.

80) Taiwan:  Expected Changes to VAT Rules for Foreign E‐Commerce Businesses, KPMG, 

Issue 82, August 25, 2016, accessed at: https://assets.kpmg.com/content/dam/kpmg/ 

tw/pdf/2016/08/etax‐alert‐issue86‐eng.pdf. 
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2. Customs and Trade Facilitation Laws

Despite the growth in e‐commerce transactions online, customs laws can 

continue to act a trade barrier, especially for small size or low‐value 

shipments. Many firms engaged in e‐commerce are not sending 40 foot 

containers but a small box or a few cartons to customers or suppliers in 

another market. 

But whether sending one box or one container, many markets still require 

complicated and cumbersome paperwork for customs. Some markets charge 

high fees or inspect every single parcel causing expensive delays. Customs 

procedures and regulations can be significant barriers to trade for e‐
commerce. The problems are many, but this paper will focus on only a few 

that are of relevance to Northeast Asia. 

One overall problem in common across the region81) is that customs 

officials have specific revenue targets. As tariffs have been lowered as a 

result of many different free trade agreements and general tariff cutting 

through the World Trade Organization (WTO) rounds, customs officials 

have been under pressure to collect as much money as possible in the limited 

channels that remain. This desire to hit revenue targets on the part of 

customs officials and the Ministry of Finance often directly conflicts with 

objectives to encourage trade. For e‐commerce more specifically, the burden 

falls most severely on the smallest firms since higher costs are more difficult 

to absorb.

Some of these revenue targets could be increasingly harder to hit as 

technology continues to evolve. The internet of things (IoT) allows some 

products to be repurposed or upgraded without having to purchase new 

items. This trend, coupled with a rise of 3D printing, both discussed in 

81) It should be noted, of course, that Hong Kong is a unique case, with tariff‐free treatment 

for all goods.
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Chapter 2, could result in fewer shipments flowing across borders. As 

manufacturing is re‐shored or avoided, fewer boxes may be transiting 

through customs. 

Customs rules and regulations matter to all businesses moving goods 

across borders and are not specific to e‐commerce. This section does not 

look at every customs law, but rather focuses attention on those of greatest 

relevance to the bulk of e‐commerce firms―the smaller size, smaller value 

shipments bought and sold via the internet through smaller companies. 

The section is largely about the regulatory environment for customs and 

not about tariff levels, although it should be noted that tariffs also hit smaller 

firms harder than larger companies since small value shipments usually have 

very limited profit margins. Thus, a 2% or 5% tariff can negate the entire 

profit on a small value e‐commerce transaction or make a firm facing such a 

tariff uncompetitive.

A. Best Practices for Customs and Trade Facilitation for 

E‐Commerce

Two issues are critically important in facilitating e‐commerce trade for 

MSMEs:  reducing complexity and reducing costs. The full and complete 

implementation of the WTO’s Bali Trade Facilitation agreement is necessary 

for improvement in customs regimes globally.

Most e‐commerce shipments are likely to be small size and low value.82)  

But the rules and paperwork burden is often the same as larger, more 

valuable cargo. This must be changed. In particular, best practices, as 

determined by the World Customs Organization, urge Immediate Release 

Guidelines with simplified entry thresholds. These should be applied to all 

82) Small size and value, in this case, simply means less than 20 or 40 foot containers and gen-

erally less than hundreds of thousands of dollars in value down to parcels holding tea bags 

or paper products.
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goods and not just to a subset of goods, like postal shipments or only to 

“personal” shipments.83)  

Most critically the thresholds should be high enough to allow most goods 

sent by smaller firms to clear (and preferably set at the same level for all 

Northeast Asian economies). It should be a hard threshold and not subject 

to “informal” assessments. These clearance thresholds should apply for any 

type of trader or any type of transport (for example, not just for postal 

packages or those delivered by certain types of companies or carriers or 

Authorized Operators). 

There are two types of thresholds that matter for smaller firms. The first, 

the de minimis level, is the point below which duties and taxes need not be 

paid (based on invoice value and not including transport costs). Assuming 

smart collection systems, a standardized system of de minimis should be set 

at least at USD$200.84) The second important threshold for smaller firms is a 

level for consignments with a simplified goods declaration or consolidated 

goods declarations with information requirements kept to a minimum 

needed by border agencies. This second threshold should be set, as the 

WCO Immediate Release Guidelines suggests, at USD$1400.85)

Documents should be able to be submitted prior to arrival and in 

electronic form. This will help allow risk assessment to be conducted 

between relevant ministries and agencies in a coordinated fashion, using 

electronic systems.86) All low risk shipments should not require manual 

inspection. Those arriving via express or post, in particular, can be released 

83) The definition of “personal” use is too subjective for widespread use and will unnecessarily 

complicate customs clearance for small firm cargo.
84) De Minimum Thresholds in APEC, IST Global and Canberra University, September 2012.
85) Thus, goods above the de minimus, but below the $1400 threshold would receive expedited 

release, but would be responsible for paying duties and taxes and have some additional re-

quired data elements to provide to customs officials. See “Policies to Promote International 

MSEM Trade,” Global Express Association, September 2016, for specific data details. 
86) See “Policies to Promote International MSEM Trade,” Global Express Association, 

September 2016.
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immediately upon arrival or within a short, specified, window. Return 

shipments should be released without a formal declaration.87)

Note, however, that these “best practice” recommendations do not 

suggest that all e‐commerce shipments be granted expedited clearance. 

Packages above the threshold should be subject to normal clearance 

procedures. 

All relevant regulations, laws and administrative procedures must be 

published clearly online. Proposed changes to the regulatory environment 

must be made sufficiently far in advance and with sufficiently clear and 

transparent communication to allow firms time to adjust. An opportunity for 

input should be given for interested parties. 

Figure 13. Current De minimis Thresholds 

Country De Minimus Value Informal Entry Threshold

In National 

Currency
In USD

In National 

Currency
In USD

China

Shipments with 

duty and VAT 

liability less than 

RMB 50

8 NA

Japan 10000 JPY 90 201000 JPY 1800

Korea 150 USD (FOB)88) 150
>150 USD 

(FOB)
15089)

Taiwan 3000 TWD 93 50,000 TWD 1550

Source: Global Express Association, “Overview of De Minimus Value Regimes Open to Express 
Shipments Worldwide,” April 2016. Note that some free trade agreements may provide higher 
thresholds.

87) Provided references can be given for the proceeding outbound shipment to allow both 

shipments to be reconciled. For cross‐border e‐commerce to flourish, returns will have to 

take place with minimal hassle.
88) FOB=Free on Board.
89) Only personal shipments and samples.
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B. China

As the earlier section on e‐commerce noted, China’s regulators have made 

a number of recent changes to the handling of cross‐border trade in the 

sector. Many of the new policies, such as the development of specific pilot 

zones, also have implications for trade faciliation and customs. At the end of 

2014, the General Administration of Customs (GAC) reported inspecting 

and releasing over 4.11 million parcels worth Rmb1.01 billion in the first 

seven such pilot zones.90)

1) Supervision of Goods and Articles Entering and Exiting the 

Country Via Cross‐Border E‐commerce (2014)

Goods entering under B2C sales are required to submit information on 

orders, payments, and logistics to customs in real time via e‐commerce 

platforms approved by customs and linked through the customs network.91) 

Goods entering the country are treated differently, however, depending on 

whether they come through bonded warehouses or are direct purchases (and 

some e‐commerce platforms use both models). Under the former model, the 

company holds inventory, but delivery times can be shorter. Under the latter 

model, stocks are not held in China, but are dispatched upon order, leading 

to longer delivery times.92)

90) Alice Tsang, “Mainland Cross‐Border E‐Commerce Opportunities for Hong Kong 

Businesses,” HKTDC Research, September 10, 2015, accessed at: http://economists‐pick

‐research.hktdc.com/business‐news/article/Research‐Articles/Mainland‐Cross‐border‐
E‐Commerce‐Opportunities‐for‐Hong‐Kong‐Businesses/rp/en/1/1X32LK39/ 

1X0A3HYN.htm.
91) Alice Tsang, “Mainland Cross‐Border E‐Commerce Opportunities for Hong Kong 

Businesses,” HKTDC Research, September 10, 2015, accessed at: http://economists‐pick

‐research.hktdc.com/business‐news/article/Research‐Articles/Mainland‐Cross‐border‐E
‐Commerce‐Opportunities‐for‐Hong‐Kong‐Businesses/rp/en/1/1X32LK39/ 

1X0A3HYN.htm. 
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In the transition period prior to May 2017 changes in taxation laws 

(discussed earlier), customs clearance forms are not being examined for 

goods entering bonded warehouses in the pilot cities. Initial import licensing 

approvals for certain products like infant formula, medical devices and other 

health products, were temporarily suspended. Goods using the direct sale 

model were also temporarily exempt from import licensing approvals.93)

C. Hong Kong

Hong Kong does not have e‐commerce specific customs regulations. 

Customs are handled through the Import and Export Ordinance (1997), 

Chapter 60, Laws of Hong Kong. 

D. Japan

Non‐resident online sellers into Japan must designate a proxy/agent to 

submit all documentation to customs on behalf of the seller. Only Japanese 

residents may act as proxies and they are responsible for paying all duties and 

import taxes as well as all import declarations for customs.

Japan customs has taken several important steps to upgrade security at 

port facilities. Some of the legal and regulatory changes required to 

implement security upgrades may impact e‐commerce trade. For example, 

while most e‐commerce goods trade does not travel by ship, Advance Filing 

Rules, active in March 2014, requires that vessels submit all documentation 

for cargo to Japan customs no later than 24 hours prior to departure for any 

ship bound for a Japanese port.94)

92) As noted earlier, the tax implications can also be different, if viewed as a personal purchase.
93) Federico Paolucci, “Changing Import Tax Policies for E‐Commerce in China,” China 

Business Review, August 5, 2016, accessed at: http://www.chinabusinessreview.com/chang-

ing‐import‐tax‐policies‐for‐e‐commerce‐in‐china/.
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1) Information Technology Agreement (ITA) Commitments

Japan is a member of the WTO’s ITA agreement (described in greater 

detail in Chapter 4). This grants duty‐free access for specific information 

technology equipment. 

E. South Korea

South Korean Customs (KCS) administers a system which can be 

complex and challenging for companies to navigate. Korean de minimus is 

meant to apply for goods up to $100 (for gifts and samples) and includes the 

use of simplified procedures.95)  Every package is manually screened prior to 

import.

In addition to strict documentation requirements, Korea also has labeling 

and standards rules that can be hard for cross‐border e‐commerce 

companies to meet. Multiple agencies can be involved in administrating a 

thicket of different regulations and issuing licenses to import products.

1) FTAs and ITA

Because Korea has signed a significant number of free trade agreements 

(FTAs), tariffs can be complicated.96) Of course, goods can always come in 

under MFN rates, but the preferential rates provided under various FTAs are 

likely to be lower for most products and may arrive duty free. Korea is also a 

member of the ITA, lowering tariffs on information technology agreements.

94) Asia Pacific Trade & Commerce Client Conference, Baker & McKenzie, August 27, 2015.
95) “Getting the Goods to Your Customer,” http://www.knowglobal.com/south‐korea/get-

ting‐the‐goods‐to‐your‐customer/.
96) Some FTAs also adjust the de minimus level. As an example, under KORUS with the 

United States, de minimus is USD$200. For a recap of Korea’s FTAs, see 

http://www.mofa.go.kr/ENG/policy/fta/status/overview/index.jsp?menu= 

m_20_80_10. 
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F. Taiwan

Taiwan had a complicated system for clearing goods through customs, but 

it has improved. The primary obstacles for e‐commerce are likely to remain 

the relatively high levels of specific permits or licenses required for products 

from different agencies as discussed further below. Trade between Taiwan 

and China can be complicated.

G. Specific E‐Commerce Customs Procedures

As already noted, customs procedures for e‐commerce are not necessarily 

different than trade facilitation measures for other cargo. Some items, 

however, are more likely to be shipped via e‐commerce than others. For 

example, bulk grains and other commodities are not normally e‐commerce 

items, while mobile phones and accessories are commonly sent. 

To help understand some of the specific differences across Northeast Asia 

faced by e‐commerce companies, this section compares and contrasts 

specific provisions in customs, including some of the rules regarding 

prohibited or restricted items.97)  Note that in this context, “restricted” is not 

necessarily a legal term, but rather a practical assessment of how easily goods 

can move across borders without the need for additional licenses or complex 

paperwork or labeling requirements.

97) To help ensure consistency in comparing provisions, this section relies on the same source:  

DHL Fact Sheets designed to be used by shippers and companies sending packages into 

each of the five countries. Note that this section does not include every provision, but fo-

cuses on those most likely to arrive via e‐commerce channels. Please refer to the Fact Sheets 

for more complete details. A sample can be found at: http://dhlguide.co.uk/export‐to‐chi-

na/  Accessed November 7, 2016.
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1) China:  

Unless the goods arriving are personal items, all packages need receivers 

or importing agents with Customs Registration numbers and a Power of 

Attorney.98) Import licenses may be required and the receiver has to apply 

for and provide the license. Certain items may need a license from the China 

Entry‐Exit Inspection and Quarantine Bureau (CIQ). 

China has a set of prohibited items for import that includes: animal skins, 

antiques, furs, jewelry, perishables, and precious metals and stones. 

There is also an extensive list of restricted items for import. In addition to 

the complications noted earlier on personal effects vs. non‐personal effects 

as it applies to taxes, other restricted items include: cosmetics, foodstuffs, 

plants, plant products and seeds, animal products, books for non‐
commercial use, CDs/disks/computer tape, computer components, mobile 

phones and accessories, costume jewelry, and magazines and journals.  Most 

of these items can be imported, but the complexity of obtaining licenses, 

declaration of proper paperwork, and so forth is likely to make it difficult or 

impossible for foreign providers of e‐commerce goods to gain access to the 

Chinese market for many such products. 

2) Hong Kong:

Hong Kong is generally viewed as an easy place for customs procedures. 

But do note that there are some restricted items, including: some alcoholic 

beverages, animal products including skins and leather products and ivory, a 

range of computer products, parts and software, foodstuffs and other 

perishables, and mobile phones and accessories. As with China, in most 

cases, these products require permits or licenses. Or, in some situations, 

paperwork must clearly state contents and are subject to additional border 

inspections.

98) Note the extensive paperwork and detailed information required for each shipment, as 

shown on the DHL China Fact Sheet. 



80 • Evolving Digital and E-Commerce Trade Rules for Northeast Asia 

3) Japan:

Japan’s customs procedures are clear, but note that all private shipments 

are inspected by Japan Customs prior to delivery. 

Japan has an extensive list of prohibited items, although most are not 

likely to be sent via e‐commerce channels. Of potential importance are bans 

on products including: animal bones, horns and furs, meat products, 

perishables, and plant and plant products. 

Japan’s restricted items of note include: coffee for resale, cologne and 

perfume, cosmetics, and eye glasses that need import licenses; and infant 

toys that need to be inspected by Japan’s Food Standards Agency.99)  

4) South Korea:

South Korean customs officials are well known for pursing revenue. This 

means, for example, extremely strict interpretation of every element on 

customs forms. Any deviation, discrepancy, vagueness or apparent 

inaccuracy can result in long delays, legal wrangling and often substantial 

penalties.   Physical inspections of goods can be as high as 100% and 

inspections can be conducted by customs as well as the Animal and Plant 

Quarantine (QIA), with many different agencies involved in determining 

clearance.

For e‐commerce specifically, all shipments must be declared regardless of 

invoice value. Even general correspondence is supervised by Customs.

Korea has a long list of restricted items. What is notable is the extent to 

which an e‐commerce vendor would have to obtain licenses or permits or 

99) The Japan DHL Fact Sheet notes a long list of restricted items, although many of the re-

strictions (as classified by DHL) are largely about specific paperwork requirements prior to 

shipment rather than licensing or permit approvals. As an example, maps, photographs and 

swatches can be shipped to Japan, but must be declared as goods rather than sent as docu-

ments or animal products can be sent, but require noting the type of skin or leather on the 

invoice. While these issues matter to shippers, they are less onerous for e‐commerce ven-

dors than restrictions that require obtaining a license prior to shipment.
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undergo specific inspection procedures in order to get goods into Korea. 

The list of products includes: alcoholic beverages, animal products including 

cosmetics with bovine components, animal skins, computer components, 

printers and IT equipment, health products and vitamins, foodstuffs, and 

plants and plant products.

5) Taiwan:

Taiwan customs does not accept any pro‐forma invoices and the value 

indicated must be higher than 1. For shipments higher than TWD3000, the 

importer has to provide a Power of Attorney and Tax ID Number. Some 

items have to be inspected by Taiwan’s Bureau of Standards, Metrology & 

Inspection (BSMI). Also, shipments from mainland China (including food 

which is prohibited) are subject to additional issues.

Taiwan has a list of prohibited items including: antiques, furs, jewelry, and 

precious metals and stones.

Restricted items include: alcohol, unprocessed animal products, fishmeal, 

animal skins, coffee, perishables, plants and plant products, audio and visual 

media, electronic equipment (above USD$1000), foodstuffs (above 

USD$1000 and/or above 6kg), vitamins, mobile phones and accessories and 

components, and textiles articles including fabrics and samples.

The level of licenses required in Taiwan are likely to limit the ability of e‐
commerce companies to send goods into the country. As an example, bed 

clothing and towels, which might realistically be expected to be sent via e‐
commerce channels, require import permission from BSMI. 

3. Data Protection

Understanding domestic level rules for e‐commerce and digital trade also 
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involves more than just procedures and regulations for handling cargo. One 

critically important element of digital trade is the regulatory environment for 

data protection. 

Data protection laws are designed to protect personal information 

through monitoring and controlling the activities of companies and 

governments that may harm citizens or ensure consumer privacy.  

Comprehensive data protection laws should cover  basic privacy principle

s100) such as: a limit to what should be collected; relevant and clear purposes 

for information collection; security for collected information; individual’s 

rights to get access to, and be involved in, the handling of their information; 

and the accountability of information collectors. In addition, a strong 

enforcement of data protection regulations also contributes greatly to an 

effective regulatory system.  

Data protection laws vary by country.101) This has become a problem 

when data moves across country borders. Stricter measures to protect 

personal data might help resolve this problem, but a damaging side effect 

would be severely limited trade. Therefore, one of the key goals of various 

international conventions and guidelines on data protection is to ensure easy 

and free movement of data across the world.

China, Hong Kong, Japan, South Korea, and Taiwan all have data 

protection laws. The most advanced data protection law among these 

countries belongs to Japan. With substantial amendment in 2015, Japan’s 

data protection law has been updated with measures for new challenges and 

a strong focus on globalization of the law.

100) http://oecdprivacy.org/.
101) For a useful side‐by‐side comparison that covers a range of different countries, see 

http://uk.practicallaw.com/resources/global‐guides/dataprotection‐guide.
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A. Data Protection Best Practices

Finding an appropriate or “best practice” policy on data protection turns 

out to be more challenging than it first appears. Part of the difficulty is that 

different jurisdictions have already begun to implement different regulatory 

frameworks for managing data protection. The United States has no 

overarching data protection provisions, but rather a patchwork of federal 

plus state level regulations. These are often quite different from what the 

European Union requires.

In Asia, the most comprehensive set of policies can be found in the APEC 

Privacy Framework.102) The Framework sets out a series of principles to 

guide APEC members in collecting information. It provides both a set of 

legal principles and a commentary to help member states decide how these 

principles might be effectively implemented. 

Key elements of the APEC Framework are the proper role of the privacy 

information controller, the importance of preventing harm through misuse 

of information, the procedures the needed to collect information and the 

proper notice required when collecting information, and the recognition that 

the right to collect information is limited only for necessary purposes, that 

individuals should be given a choice to participate, that information should 

be kept with integrity and security, and that individuals should be able to 

access and correct the information. APEC members approved the 

Framework in 2005.

The Cross‐Border Privacy Rules (CBPR) system expanded on the 

Framework.103) The CBPR System consists of four elements: (1) self‐
assessment; (2) compliance review; (3) recognition/acceptance; and (4) dispute 

102) http://www.apec.org/Groups/Committee‐on‐Trade‐and‐Investment/~/media/ 

Files/Groups/ECSG/05_ecsg_privacyframewk.ashx.
103) http://www.apec.org/Groups/Committee‐on‐Trade‐and‐Investment/~/media/ 

Files/Groups/ECSG/CBPR/CBPR‐PoliciesRulesGuidelines.ashx.
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resolution and enforcement. 

  To support the best data protection policies, firms will need to put into 

place procedures to address requests for accessing personal data, to ensure 

adequate data security measures exist, to have internal processes to be held 

accountable for managing data security and data storage, to have proce-

dures in place for proper disposal of information, and to manage correc-

tions to data.

Adding to the complexity of crafting sensible data policies, some of the 

recommendations that appear to be common sense are actually likely to be 

less practical over time.104) For example, one basic idea is that consumers 

should provide written consent whenever data is collected―further, this 

consent should clearly inform consumers about the purpose for which the 

data is being collected, used or disclosed. Obtaining written consent in 

advance may make sense in some applications. But as internet enabled 

devices proliferate, it becomes more and more difficult to obtain consent in 

advance. As an example of the practical problems that might be 

encountered, how will consumers provide written consent for data to be 

collected from their toaster?  Does the toaster have to have a keypad built in?  

Does it need to have a smartphone app that needs activation before the first 

piece of bread can be toasted?  In short, in an increasingly wired world, 

obtaining written consent for every possible use of data will be harder to 

obtain.

If formal consent is not needed for every transaction, then it is necessary 

to have some sorting mechanism to decide what types of data need consent 

and what types of data do not. This is a difficult determination for 

104) An expert group at the OECD was also unable to come up with policy recommendations, 

drafting a report that raised more issues than it answered. See their Privacy Expert Report 

Review of the 1980 OECD Privacy Guidelines, October 11, 2013, accessed at 

http://www.oecd‐ilibrary.org/science‐and‐technology/privacy‐expert‐group‐report‐on‐
the‐review‐of‐the‐1980‐oecd‐privacy‐guidelines_5k3xz5zmj2mx‐en.
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regulations to meet in advance. Recall again that some devices can be 

reconfigured in the future as well, making it possible that some items might 

cross the threshold for needing consent at some point. 

One sensible policy recommendation, however, is to have one central 

agency or department at the domestic level responsible for data privacy 

issues to avoid creating additional confusion and policy fragmentation in 

data protection and privacy rules. Having one central entity will also make it 

easier to coordinate over cross‐border data flow issues.

B. China

China does not have specific legislation for data protection.105) The 

country also does not have major general laws that specifically address the 

collection, storage, transmission and operation of personal information. 

There are, however, several relevant sectoral laws that formulate the 

“cumulative effect” of data protection. 

1) China’s 1982 Constitution

While there is no specific data protection provision in the Chinese 

Constitution, the most relevant provision is one on privacy. Article 40 states 

that no one will infringe upon privacy except where there are criminal 

investigations or where state agencies are permitted to by law.

2) China’s Criminal Law (2009 amendment) 

An amendment of China’s Criminal Law in 2009 introduced a provision 

relevant to illegal purchase or sale of personal data―meaning jail terms for 

those selling or illegally sharing personal information. 

105) European Parliament Policy Department (2015), “Data Protection Regime in China,” 

Retrieved from: http://www.europarl.europa.eu/RegData/etudes/IDAN/2015/ 

536472/IPOL_IDA(2015)536472_EN.pdf.



86 • Evolving Digital and E-Commerce Trade Rules for Northeast Asia 

3) Decision on Strengthening Network Information Protection 

2012

The Standing Committee of the National People’s Congress passed the 

rule in December 2012.  

4) 2011/2013 Ministry of Industry and Information Technology 

(MIIT)’s regulations and guidelines

In 2011 and 2013, MIIT issued guidelines and then updated the 

regulations to include extended scope (“processing of personal information 

through information systems”) and to cover key issues like data exports, 

sensitive data, data subject access and the right to rectification.106) The 

regulations define “personal information of users” to include information 

that can identify the user like name, date of birth, identification number, 

address, telephone number, account numbers and associated passwords 

when used on their own or when combined collected by telecommunications 

operators and internet service providers.107)

5) Sectoral Regulations 

There are several different regulations that apply data protection to 

sectors, including: the Decision of the Standing Committee of the National 

People’s Congress on Revising the Consumer Rights Protection Law 

(Consumer Rights Law); Regulation on Personal Information Protection of 

Telecom and Internet Users (MIIT Regulation); Administrative Measures for 

Online Transactions; Personal Information Security Measures for Mailing 

106) European Parliament Policy Department (2015), Data protection regime in China, p. 21 

Retrieved from:  http://www.europarl.europa.eu/RegData/etudes/IDAN/2015/536472/ 

IPOL_IDA(2015)536472_EN.pdf.
107) Marissa Xiao Dong, “Data Protection in China:  An Overview,” Practical Law, October 1, 

2016, accessed at: http://us.practicallaw.com/4‐519‐9017.
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and Courier Services; Medical Records Administration Measures for Medical 

Institutions; and Measures for Administration of Population Health 

Information (PHI Measures).108)  

Although various regulations require the consent of individuals before 

collecting information, none specify how to collect consent (although note 

that MIIT regulations have the clearest rules regarding the collection of 

information by service providers). Public authorities can use information in 

national security and ongoing criminal investigations. No national regulator 

is responsible for enforcement.109)

6) Measures for Punishments Against Infringements on 

Consumer Rights and Interests (the SAIC Measures) 2015

In 2015, the State Administration of Industry and Commerce (SAIC) 

issued the clearest definitions yet of personal information. These SAIC 

Measures defined personal information in the context of consumer 

transactions both online and offline and, in addition to generally defining 

personal information as identifying information, provided the following list 

of data categories: “a consumer’s name, gender, occupation, date of birth, 

identification card number, address, contact information, status of income 

and assets, health status, and consumption habits.”  The new regulations also 

provided clarity on how information could be collected and penalties for 

failure to follow the regulations.110)

108) See Marissa Xiao Dong, “Data Protection in China:  An Overview,” Practical Law, 

October 1, 2016, accessed at: http://us.practicallaw.com/4‐519‐9017.
109) See Marissa Xiao Dong, “Data Protection in China:  An Overview,” Practical Law, 

October 1, 2016, accessed at: http://us.practicallaw.com/4‐519‐9017.
110) Jun Wei, Sherry Gong, and Nolan Shaw, “China Clarifies Requirements for Companies 

Regarding Consumers’ Personal Information,” February 12, 2015, accessed at: 

http://www.hldataprotection.com/2015/02/articles/consumer‐privacy/china‐clarifies‐
requirements‐regarding‐consumers‐personal‐information/.
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7) Cybersecurity Law 2016

In November 2016, the Standing Committee of the People’s National 

Congress passed a law on cybersecurity that also includes data protection 

provisions.111)  The law, to take effect in June 2017, is designed to safeguard 

national security. Provisions include requirements that companies provide 

government access to data if wrong‐doing is suspected, that real names to be 

used on instant messaging services, and includes (as noted further below) 

restrictions on the movement of data out of the country. Implementation 

details are still to be worked out by the relatively new Cyberspace 

Administration. 

C. Hong Kong

Unlike China, Hong Kong has a specific entity, the Privacy Commissioner 

for Personal Data, in charge of all matters related to data protection.112)  

This independent statutory body was created in 1996 as part of the 

enforcement of the Personal Data (Privacy) Ordinance. It is charged with 

monitoring and enforcement as well as promoting the ideas contained in the 

Ordinance through capacity building, training and outreach.

1) Personal Data (Privacy) Ordinance 1996

The Personal Data (Privacy) Ordinance controls the collection, holding, 

processing or use of data. The six major data protection principles under the 

Ordinance are: data collection, accuracy and retention, data use, data 

security, openness, and data access and correction.

111) For an English‐language translation of the second draft version, see http:// 

chinalawtranslate.com/cybersecurity2/?lang=en. Note that some of the provisions of 

the final law were changed from the second draft, including slightly fewer restrictions on 

the movement of data.
112) The website can be found at: https://www.pcpd.org.hk.
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2) 2012 Amendment

In 2012, the Ordinance was amended to include provisions on direct 

marketing.113)

D. Japan

1) The Act on the Protection of Personal Information (APPI) 

2003

The APPI, passed in 2003, set up legal data protection in Japan. APPI 

empowered ministries to enforce its provisions. Each ministry may have 

privacy guidelines that interpret APPI. This has resulted in complicated cases 

where companies are under the jurisdiction or two or more ministries. Some 

industrial associations in Japan have their own privacy regulations that are 

not necessarily based on the APPI. These rules often go beyond the APPI to 

adapt to the industry’s context. 

The APPI defined "personal information" as information regarding a 

living individual such as name or date of birth, including information which, 

if connected with other information, could easily result in the individual 

being identified. The laws applied to business operators or data controllers 

handling personal information.

2) 2015 APPI Amendments 

APPI had not been changed since its introduction in 2003, until it was 

amended substantially in 2015 (for implementation over two years) to better 

reflect substantial changes in digital technology. APPI changes included 

clearer definitions of personal information and new rules for using personal 

data.114) Perhaps most notably, the amendments created a Privacy Protection 

113) https://www.pcpd.org.hk/english/data_privacy_law/amendments_2012/amend-

ment_2012.html.
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Commission (PPC). 

The PPC is meant to oversee various issues related to data protection and 

privacy and help bring about better alignment across government agencies 

and ministries.115) But since the PPC remains relatively new, it is not yet clear 

exactly how it will go about implementing its mandate.

E. South Korea

1) Personal Information Protection Act (PIPA) 2011‐2015

The PIPA is the general law regulating privacy and data protections in 

South Korea. The PIPA was drafted in 2011 and amended in 2013, 2014 and 

2015. The regulatory regime is quite robust with increasingly stricter 

penalties for data breaches. For example, all personal information managers 

must appoint a data privacy officer, who is responsible for a wide range of 

data protection duties.116)  

PIPA contains eight privacy principles, which require that data is collected 

for legitimate, specific and lawful purposes and not be used for any further 

purposes. Information managers are required to hold personal information 

securely, publicize privacy policies and keep personal information 

anonymous as much as possible. PIPA rules also contain provisions on the 

114) Changes include the addition of sensitive data and anonymized data rules, restrictions on 

exporting data, criminal liability changes, the expansion of the definition of personal data, 

and the requirement that all businesses are covered by the Act. See Joe Jones, “Japan 

Amends Its Data Privacy Law,” September 16, 2015, accessed at: http://www. 

iptechblog.com/2015/09/japan‐amends‐its‐data‐privacy‐law‐big‐data‐comes‐with‐new‐
regulations/.

115) “New Amendments to Japanese Privacy Law,” DLA Piper, September 18, 2015, accessed 

at: https://www.dlapiper.com/en/singapore/insights/publications/2015/09/new‐
amendments‐to‐japanese‐privacy‐law/.

116) Linklaters, Data Protection Korea, September 2016, accessed at: https://clientsites. 

linklaters.com/Clients/dataprotected/Pages/RepublicofKorea.aspx. 
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collection of data and the transfer of this information to third parties or the 

use of personal information for new purposes.

The PIPA underwent a reform in 2014 after one of the biggest data 

breaches of credit cards companies in the country as a result of insufficient 

data privacy measures and controls and data processors’ negligence. The 

new PIPA was amended to include stricter regulation on the processing of 

resident registration numbers (RRNs). The Korean Communications 

Commission is the regulatory authority for PIPA.

Working in conjunction with the PIPA are many sector specific laws such 

as the Act on the Promotion of IT Network Use and Information Protection (Network 

Act), Use and Protection of Credit Information, Use and Protection of Location 

Information Act and Communication Secrecy Act.117) 

The dispute resolution system in Korea – Personal Information Dispute 

Mediation Committee – works in a unique way. A user can claim 

compensation from provider in the event he suffers from provider’s 

violation of information protection provisions. The provider will be held 

responsible if he cannot prove to the Committee that the infringement 

doesn’t exist.118)  

F. Taiwan

1) Personal Data Protection Act (PDPA) 2010

In Taiwan, the Computer Processed Personal Data Protection Law (CPPL) 

117) For more details, see Jin Hwan Kim, et al., “Data Protection in South Korea:  An 

Overview,” July 1, 2015, accessed at: http://us.practicallaw.com/2‐579‐7926 Note that 

financial services information was also changed under the Financial Holding Company 

Act which imposed new restrictions on the movement of financial data. See Sky Yang, 

“Korea Tightens Data Protection Rules,” February 23, 2015, accessed at: http://www.iflr.com/ 

Article/ 3429777/Korea‐tightens‐data‐protection‐rules.html.
118) UNCTAD (2016), Data protection regulations and international data flows, p 45. Retrieved from:  

unctad.org/en/PublicationsLibrary/dtlstict2016d1_en.pdf.



92 • Evolving Digital and E-Commerce Trade Rules for Northeast Asia 

regulated the collection, processing, usage and international transfer of 

personal data by government agencies and certain industries. In 2010, CPPL 

was amended and renamed the Personal Data Protection Act (PDPA). It applies 

to all companies, government agencies and individuals.

The PDPA, which came into force in 2012, regulated personal data that 

can be directly or indirectly be used to identify a natural person. The Ministry 

of Justice supervises the laws, but relevant ministries or local governments 

handle administration. 

Given the sweeping nature of the legislation and unclear regulatory 

authority, implementation and enforcement has been uneven. For example, 

the Ministry of Finance announced new regulations for personal information 

in August 2015, but only for files held by Alcohol and Tobacco Enterprises 

and lottery institutions. At the same time, the Ministry of Interior Affairs 

created privacy regulations for mortuary services and cross‐border matching 

marriage services. The Ministry of Economic Affairs was busy drafting rules 

for online retailers and online retail management platforms and power and 

natural gas enterprises.119)

2) 2015 Amendments to PDPA

In December 2015, the Office of the President announced revisions to 12 

articles of PDPA. These amendments affected the collection and use of 

sensitive personal data, the form of consent needed for the collection and 

use of non‐sensitive personal data and the criminal liability for violation of 

parts of PDPA.120) Some of the amendments took effect in March 2016.121)

119) See Yu‐Tzu Chiu, “Taiwan Slowly Implementing Data Protection Law,” Bloomberg 

BNA, September 8, 2015, available at: http://www.bna.com/taiwan‐slowly‐implementing‐ 
n17179935698/.

120) “Taiwan Amends Personal Data Protection Law,” January 14, 2016, Hunton & Williams, 

accessed at: https://www.huntonprivacyblog.com/2016/01/15/taiwan‐amends‐personal‐ 
data‐protection‐law/. 

121) Chen Hui‐ling and Michael Fahey, “Amendments to Taiwan’s Data Protection Law Take 
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4. Data Localization and Cross‐Border Data Flows

Digital trade generates growing amounts of data. Some of this is personal 

data, hence the concern of governments with data privacy and data 

security.122)  Much of the information collected in digital trade is not directly 

personal. Governments are increasingly concerned, however, about what 

happens to all the information collected. Who owns the information?  

Where does it go?  How is it stored?  Where can data be analyzed?  What can 

be done with this data?  

As data analytics improve, it is also becoming increasingly clear that 

companies and governments that get better at understanding and using 

information could have a competitive edge over others. In a world that is 

beginning to see knowledge as power, ownership of big data is starting to 

galvanize some government regulators to intervene and put in place 

limitations on cross‐border flows of data.

Data localization and cross‐border data protection are relatively new 

regulatory spaces.123)  The two issues need not be synonymous. It is certainly 

possible to have cross‐border data flows without requiring data localization 

(and best practices should ensure this for the future). But increasingly, 

governments are looking to safeguard that data―or certain types of data―

by requiring that information remain physically housed within the 

geographic borders of a country, or to “localize” data movement. 

There are at least two broad reasons for wanting to do so. First, data 

domestically contained is often assumed to be granted higher levels of 

Effect,” April 6, 2016, accessed at: http://www.winklerpartners.com/?p=7167.
122) It should be noted that privacy and security are two different things, although they are of-

ten conflated. 
123) For a good review of policies across a wider range of countries see: DLA Piper (2016). 

Data Protection Laws of the World. Retrieved from https://www.dlapiperdataprotection.com/ 

#handbook/about‐section.
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privacy and security protection than information that flows across borders. 

Second, local data storage is assumed to ensure that someone can be held 

responsible for data breaches and other enforcement provisions of domestic 

laws and regulations.

Data localization laws overlap with data protection laws and regulations. 

Increasingly, government regulations on data protection and privacy include 

elements regarding the transfer of data.  For many Northeast Asia 

economies, very recent changes in laws and regulations have essentially 

overwritten, consolidated or created wholly new policies on data movement, 

making it less relevant to understand past practices and more pertinent to 

observe the current data localization regulatory landscape. Note that this is 

one area of digital trade that is rapidly evolving across the region and changes 

are being made frequently.

A. Data Localization Best Practices

One of the biggest problems in creating an adequate regulatory and legal 

framework for the storage and protection of data is understanding the 

rapidly evolving technologies used in the field. Governments, facing the 

critically important task of protecting citizens from harm, have struggled to 

create a suitably supportive environment that will meet their needs and, 

particularly, protect their personal information as well as adequately protect 

government information and data. 

Regulators and legislators have therefore started to seize on the idea of 

stopping information from flowing across borders as the best mechanism 

for ensuring citizen safety and privacy. But this approach reflects a 

fundamental misunderstanding of how current and future technologies 

work. Data localization rules are unlikely to guarantee either privacy or 

security, may actually cause less of both, and policies put in place to restrict 

the flow of information to certain geographic spaces will certainly create 
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additional collateral damage.

This is not to suggest that government ought to simply give up and do 

nothing at all to protect citizens. Indeed, a proper regulatory framework is 

critically important for government, citizens and companies to ensure 

stability and predictability. But rather than focus on the location of 

information storage, a “best practice” solution to legitimate concerns draws 

attention more firmly to the handling of data―the collection, processing, 

encrypting, storage and maintenance of information―since this is should be 

more important than where servers sit. Being able to “hug a server” does not 

guarantee security or privacy of data.

Data flows do not just affect digital companies. Increasingly, information 

movement will become embedded in the business plans of nearly every type 

of company, including tiny firms. Complicated, uncertain and shifting 

regulations can make it impossible for firms to effectively comply with rules 

and can drive up costs significantly or make companies uncompetitive.

To best meet the needs of governments and companies, regulations can 

require “accountability” principles―the organization carrying out the 

movement of data across a border is responsible for ensuring actual data 

protection. In many different jurisdictions, organizations transferring data 

across borders are required to provide “comparable levels or standards of 

protection to when the data is protected inside country X.”  

Such an approach reinforces APEC’s Cross Border Privacy Rules (CBPR) 

as well as the APEC Privacy Recognition for Processors (PRP) System. All 

Northeast Asian economies are APEC members.

Giving Accountability to organizations transferring data across borders 

rather than directly to consumers or citizens also makes sense. It may sound 

appealing to allow consumers to always provide consent for the movement 

of their personal data, but practically speaking, this is likely to be harder and 

harder to do. Consider the rise of the IoT items. If the toaster on the 

countertop collects data, how would a consumer agree to potentially share 
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that data in diffuse geographic spaces?  If consumer consent is required all 

day long, for transactions ranging from the toaster to the lawyer, granting 

consent will likely become meaningless. How can a company ensure that 

data does not move in a world filled with mobile devices?  In short, the 

current moves towards requiring specific types of data to be housed, 

processed and analyzed in certain domestic locations or for consumers to 

provide specific consent each time data is moved across borders are unlikely 

to prove workable. 

Accountability principles for data flows, however, will also need a clearly 

accountable regulatory host―one agency or entity responsible for managing 

the regulatory environment. This will help ensure that clear, transparent 

procedures are in place and provide firms with the necessary point of 

contact. A clearly defined relevant agency or entity is needed to handle 

enforcement, to ensure that regulations are properly followed and that the 

privacy and security of citizens are protected.  

As with best practices in other areas of relevance to digital trade, new 

regulations should include opportunities for input from the business 

community. Particularly given the range of companies that will require the 

movement of data now and into the future, it is critically important that 

regulators open the process as widely as possible to avoid creating rules that 

cut off innovation and growth that could benefit consumers. 

B. China

China’s laws and regulations on data transfer are rapidly evolving. Certain 

types of information have been required to remain in‐country under existing 

rules (such as the MIIT regulations discussed above). For example, personal 

information collected by banks must be stored, handled and analyzed within 

China (Notice to Urge Banking Financial Institutions to Protect Personal Information, 

People’s Bank of China 2011). Credit information has similar rules 
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(Administrative Regulation on Credit Information Industry, State Council 2013, 

Administrative Measures for Credit Reference Agencies, People’s Bank of China, 

2013). Also, some personal health data must also remain onshore (Population 

Health Information Management, National Health and Family Planning 

Commission, 2014).124)  

China’s Law of the PRC on Guarding State Secrets (1989, revised 2010) can be 

deeply problematic for companies as no such information can be transferred 

overseas. But the definition of what constitutes a “secret” is not just national 

defense, but includes culture, meteorological forecasts and “all state affairs 

not yet decided upon” and “all other state affairs that must be kept secret.”125)  

In general, other personal data can be transferred overseas, provided firms 

have obtained prior consent for doing so (Information Security Technology‐
Guidelines for Personal Information Protection within Public and Commercial Services 

Information Systems (Standardization Administration of China and General 

Administration of Quality Supervision, Inspection and Quarantine, 2013).126)  

But the regulations have been unclear and authority has been divided 

between ministries, making compliance difficult for firms.

1) 2016 Online Publishing Regulation

In February 2016, new Regulations for Online Publishing Services (Online 

Publishing Regulations) were released by the State Administration of Press, 

Publication, Radio, Film and Television (SARFT) and the Ministry of 

124) For additional localization rules, see Timothy Stratford and Yan Lao, “3 Ways 

Cybersecurity Law in China is About to Change,” May 2, 2016, Law360, accessed at: 

https://www.cov.com/‐/media/files/corporate/publications/2016/05/3_ways_cybersecurity_  

law_in_china_is_about_to_change.pdf. 
125) Tom Groom, “International e‐Discovery: How To Handle Data Transfer Restrictions in 

China,” July 21, 2016, accessed at: http://d4discovery.com/discover‐more/2016/7/data‐ 
transfer‐restrictions‐china‐how‐to‐handle‐for‐litigation#sthash.XskeoWnn.dpbs.

126) Carolyn Bigg, “China:  Data Localization, A Growing Trend?” May 14, 2016, DLA Piper, 

accessed at: http://blogs.dlapiper.com/privacymatters/china‐data‐localisation‐a‐growing‐ 
trend/.
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Industry and Information Technology (MIIT). The regulations outlined 

stricter rules for foreign companies regarding online publishing in China. 

According to the rules, all content published online ― including text, maps, 

games, cartoons, and video and audio files ― must be now hosted on servers 

inside China.127) As with most regulations, key issues will be the 

implementation and enforcement of the provisions. These regulations do 

appear to be backed up with the new 2016 Cybersecurity Regulation 

(described below).

2) 2016 Cybersecurity Regulation

The November 2016 Cybersecurity Law is intended to strengthen national 

security, including improved protections from hacking. While the final law 

provisions on data localization were not as comprehensive as the second 

draft, the law contains significant new changes on where companies are 

required to host information in the future in China. Those engaged in 

“critical information infrastructure” must keep certain data onshore, assist 

authorities with security and undergo national security reviews.128) As 

implementation is rolled out, companies can expect greater clarity in the near 

term.

127) Article 37: Domain names that connect to the network from within the borders shall have 

services provided by domestic domain name registration service bodies, and domestic do-

main name registration management bodies shall carry out operational management. For 

domain names that connect to the network from within the borders, but which are not 

managed by domestic domain name registration service bodies, Internet access service 

providers may not provide network access services. Karen Ip, Damien Bailey and James 

Gong (2016, February 26). China Released New Online Publishing Regulations. 

Lexology. Retrieved from: http://www.lexology.com/library/detail.aspx?g=ae42b04f‐
2289‐44ac‐8b07‐1f3ec03bc1aa.

128) Charles Clover and Sherry Fei Ju, “China’s Cyber Security Law Sparks Foreign Fears,” 

Financial Times, November 7, 2016, accessed at: https://www.ft.com/content/c330a482‐
a4cb‐11e6‐8b69‐02899e8bd9d1. 
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C. Hong Kong

Hong Kong first passed laws on cross border data flows in 1995, as part of 

the broader Ordinance on Personal Data Privacy (discussed above). But 

Section 33 was not implemented.129)  

In late 2014, however, the Privacy Commissioner’s Office issued a long 

guidance note on the topic. It included such recommendations as 

prohibiting the transfer of data collected, held, processed or used in Hong 

Kong, or by a company with its principal place of business in Hong Kong, 

outside Hong Kong except in limited circumstances.130)  Exceptions include 

transfers of information to countries “whitelisted,” those that enjoy similar 

levels of protection to Hong Kong, and those that include contractually 

enforceable arrangements with data recipients.

Full implementation appears to be still pending. In April 2015, the 

Secretary for Constitutional and Mainland Affairs of Hong Kong explained 

the reason for this delay was the Government’s preparation for the 

implementation of this section involved multiple sectors.131) 

D. Japan

Japan has not had specific rules on cross‐border data transfers, nor does it 

require data to be hosted locally. 

129) Personal Data (Privacy) Ordinance of Hong Kong, Chapter 486, Section 33. Retrieved 

from:  http://www.legislation.gov.hk/blis_ind.nsf/CurEngOrd/6687F4BD7E0481EDC 

82564830033F63A?OpenDocument.  
130) Jeffrey Bliech and Grant Davis‐Denny, “The Latest Cross‐Border Privacy Rules in the 

Asia Pacific,” Law360, September 8, 2015, accessed at: http://www.law360.com/ar-

ticles/ 699125/the‐latest‐cross‐border‐privacy‐rules‐in‐asia‐pacific. 
131) Implementation of section 33 of the Personal Data (Privacy) Ordinance of Hong Kong. 

Retrieved from:  http://www.info.gov.hk/gia/general/201504/29/P201504280758.htm.
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The APPI (as noted above) covers consumer data protection. This set of 

regulations includes provisions on third‐party data transfers (whether in or 

out of the country).132) 

1) 2012 and 2015 APPI Amendments

When the APPI was amended in 2012, however, transfer of personal data 

to a third party in a foreign state was addressed. It was ruled permissible 

when: i) prior consent has been obtained, ii) the third party is located in a 

state where regulation on personal information protection is considered (by 

the PPC) to be equivalent to that of Japan, and iii) the third party has an 

internal personal information protection system consistent with standards 

set by the PPC. Further amendments in 2015 removed exemptions for 

organizations with fewer than 5,000 people.133) 

2) APEC Cross‐Border Privacy Rules 2016

Japan became a fully participating member of the APEC Cross Border 

Privacy Rules (CBPR) program in 2016.134) Under the CBPR, businesses can 

seek accreditation from an approved third party organization, known as the 

Accountability Agent. Accreditation needs to be recertified annually. 

132) Mangyo Kinoshita, Shino Asayama and Eric Konsinski, “Data Protection in Japan,” 

November 1, 2014, accessed at: http://us.practicallaw.com/5‐520‐1289. 
133) The last change helped support Japan’s participation in the APEC CBPR scheme. 

https://www.dlapiper.com/en/singapore/insights/publications/2015/09/new‐
amendments‐to‐japanese‐privacy‐law/. 

134) “United States and Japan Commit to Improve and Advance Cross Border Privacy and 

Data Flows,” Press Release, US ITA, October 19, 2016, accessed at: http://trade.gov/ 

press/press‐releases/2016/united‐states‐and‐japan‐commit‐to‐improve‐and‐advance‐
cross‐border‐privacy‐and‐data‐flows‐101916.asp. 
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E. Korea

Korea’s Personal Information Privacy Act (PIPA) contains several 

provisions of relevance to the cross‐border transfer of data. New requirements 

in 2016 under Act on the Promotion of Information Communication 

Network Utilization and Information Protection (PICNUIA) require the 

consent of users before moving data overseas.

1) PIPA Rules on Data Transfer

PIPA rules effectively split data into two categories: those that move data 

between third parties and those that outsource for personal information 

processing. The specific requirements for handling information are different 

in each case.135)

2) The Network Act Provisions

Under the Network Act, online service providers have certain 

requirements to follow depending on the context for international data 

transfers.136)

3) Act on the Promotion of Information Communication 

Network Utilization and Information Protection (“PICNUIA”), 

2016

The Korean Communications Commission (KCC) changed regulations to 

impose steep fines on companies that experience data breeches and imposed 

new fines when companies fail to obtain prior customer consent when 

135) Specific details can be found in Jin Huan Kim et al., “Data Protection in South Korea,” 

July 1, 2015, available at:  http://us.practicallaw.com/2‐579‐7926. 
136) Specific details can be found in Jin Huan Kim et al., “Data Protection in South Korea,” 

July 1, 2015, available at:  http://us.practicallaw.com/2‐579‐7926.
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transferring customer personal data internationally (for access, management 

or storage).137)

F. Taiwan

International transfers of personal data are permitted, though may be 

restricted by the government if data involves national interests or the 

receiving country does not have appropriate regulations to protect the 

subject data. There are no requirements to store personal information in 

specific locations.

1) PDPA 2010 Cross‐Border Data Rules

Under the Personal Data Protection Act (PDPA), competent authorities 

may restrict the international transfer of personal data by the data controller 

which is not a government agency in the following cases: i) it involves major 

national interests, ii) it is prohibited or restricted under an international treaty 

or agreement, iii) the country receiving personal information lacks adequate 

data protection laws, or iv) the purpose of transmitting information is to 

evade restrictions of PDPA.138) 

Apart from these cases, personal data transfer to companies located 

outsider Taiwan is permitted. However, transferring of personal data to 

mainland China is prohibited. 

137) These changes bring PICNUIA in line with the Personal Information Protection Act and 

the Protection of Credit Information Act. Cynthia O’Donoghue and Chantalle Taylor, 

“South Korea Sharpens Teeth of Privacy Law,” April 20, 2016, accessed at 

http://www.jdsupra.com/legalnews/south‐korea‐sharpens‐the‐teeth‐of‐its‐62747/.

138) Rizwi Wun and Vinod Bange, “Update on Taiwan’s Personal Data Protection,” May 2014, 

accessed at: https://united‐kingdom.taylorwessing.com/globaldatahub/article_taiwan_ 

personal_dp_act.html.
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5. Domain Names

The protection and movement of data is not all that matters to companies 

engaged in digital trade. Firms need a platform to operate and, for many, that 

requires an internet presence. Establishing that identity usually starts with 

the registration of a domain name, like asiantradecentre.org or google.com 

or google.co.hk. The domain name serves as the online brand identity. 

Companies can be registered in multiple markets with different level 

identifications.

Domain names are closely related to intellectual property, ownership 

rights and brand recognition. Thus, the regulation of domain names, control 

on infringement, and a uniform system of allocation and governance are 

required to ensure that domain name regulations help trade and do not 

merely create legal hassles. 

The global body responsible for domain names is called the Internet 

Corporation for Assigned Names and Numbers (ICANN). It runs on an 

unusual model that combines inputs from a wide variety of stakeholders to 

create suggested policies.

A. Best Practices for Domain Names

Domain names are critically important for companies to be able to build 

and sustain brand identities. Unclear regulations or rigid application of 

certain rules can make it difficult or impossible for brands to maintain 

ownership of their identity in different markets. 

While it makes intuitive sense to allow a “first‐come, first‐served” policy 

for the registration of domain names, this can be deeply problematic for 

firms especially if the policy is not accompanied by policies that allow the 

sale or transfer of domain names in the future. It encourages “cyber‐
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squatting” where individuals that do not have legitimate purposes for a 

domain name to register names and block future users from accessing their 

brand identities. Policies that allow the sale or transfer of domain names also 

need to be carefully reviewed to ensure that exorbitant rent is not extracted 

from the process.  

It is not clear why domain name registration needs to require a local 

address or local presence. No licenses should be required for registration nor 

should domain name registration become a “back door” approach to data 

localization rules.

Domestic policy should be aligned with international standards―the 

ICANN serves as the global body for domain names.139) 

B. China

1) Chinese Measures for the Administration of Domain 

Names (2004)

China’s Domain Name regulations140) are managed by the Ministry of 

Industry and Information Technology (MIIT) with an aim to promote the 

development of the Internet in China, safeguard the secure and reliable 

operations of China’s Internet Domain Names System, and regulate the 

administration of China Internet system. Under this regulation, domain 

name registration has followed a “first come, first served” basis, where 

anyone can register a domain name.

139) https://www.icann.org  For their Beginner’s Guide to Domain Names, see https://www. 

icann.org/en/system/files/files/domain‐names‐beginners‐guide‐06dec10‐en.pdf.
140) For the text of the 2004 provisions, visit WIPO at: http://www.wipo.int/wipolex/ 

en/text.jsp?file_id=182419. 
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2) March 2016 Revisions

In March 2016, MIIT issued new, draft regulations of Internet domain 

names in China. The draft rules would require all domain names in China to 

receive licenses through government service providers with established 

domestic presence in China and would include new rules on the provisions 

of domain name services. It would require real name verification on 

registrations. 

One consequence of a potential mandate that all domain name registrars, 

registries, root server operations and others, maintain zone files in China is 

that companies will have to split off a separate system for China operations.141)  

Thus, an apparently minor issue of domain name could lead to forced data 

localization―illustrating how in a digital world, apparently unrelated or less 

clearly connected issues can have significant impacts. 

Given relatively vague wording and uncertain implementation, businesses 

became immediately concerned that foreign traffic would be unable to 

operate. The draft regulations ban local service providers from providing 

connections to websites in China that have domain names registered abroad

―foreign sites must register in China or be denied access by China’s Internet 

Service Providers (ISPs).142) In response to strong reactions, the ministry 

said the regulations would not involve websites “with network access 

abroad” and would not affect the ability of users to access those websites. 

However, this clarification from the ministry is unclear on how “network 

access” is defined and concern still exists that this rule could affect foreign 

companies that have, or want to set up, a website or online service aimed at 

Chinese consumers.143) 

141) Daniel Sepulveda and Lawrence Strickling, “China’s Internet Domain Measures and the 

Digital Economy,” DipNote, May 16, 2016, accessed at: https://blogs.state.gov/stories/ 

2016/05/16/china‐s‐internet‐domain‐name‐measures‐and‐digital‐economy.
142) Deanna Wong et al., “Towards a Greater Chinese Firewall?” Hogan Lovells, April 20, 

2016, accessed at: https://www.hoganlovells.com/en/blogs/data‐protection‐blog/ 

towards‐a‐greater‐chinese‐firewall‐china‐issues‐new‐draft‐domain‐name‐rules.
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C. Hong Kong

In Hong Kong, domain name registrations have been managed since 2001 

by the Hong Kong Domain Name Registration Company Limited (“HK 

DNR”) which is under the Hong Kong Internet Registration Corporation 

Limited – the national registry and registrar for the registration and 

assignment of domain names in the country. Under HK DNR’s rules, 

anyone can register for a “hk” domain without any residence requirement.144) 

D. Japan

In Japan, a permanent postal address is needed for a top‐level .jp address. 

Foreign companies can be established in Japan or non‐Japanese companies 

that are registered as “Gaikoku Kaisha” are to be able to register a co.jp 

domain name.145) Japanese domain names are registered on a “first come, 

first served” basis. Registrations are restricted to one per company and .jp 

domain names cannot be sold or transferred. 

The Japan Network Information Centre (JPNIC) regulates the following 

work related to domain names:

• Developing JP domain name dispute resolution policy and related 

work,

• Providing information on domain names,

• Participating and collaborating in the creation of rules for global do-

143) Josh Chin (2016, March 30), China Says New Internet Regulations Won’t Increase 

Blocking of Foreign Websites. Wall Street Journal. Retrieved from: http://www.wsj.com/ 

articles/china‐says‐new‐internet‐regulations‐wont‐increase‐blocking‐of‐foreign‐websites‐
1459351655?mg=id‐wsj. 

144) “Internet Law:  How to Register a Domain Name in Hong Kong,” IBLS, https://www.ibls.com/ 

internet_law_news_portal_view.aspx?s=latestnews&id=2017.
145) https://jprs.co.jp/en/jpdomain.html.
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main name management,

• Research on domain names and domain name system,

• Work relating to the escrow of JP domain name registry data, and

• Work relating to ensuring that JP domain names are managed in a man-

ner that is in the public interest.

The registration and management of JP domain names has been under 

Japan Registry Services Co., Ltd since April 2002.146)

E. Korea

1) The Act on Interest Address Resources147) 

Under Korea’s regulations on domain names, the registrant of country‐
specific domain names must be a Korean resident. Domain names cannot be 

registered or used to block others with legitimate interests nor to gain 

profits. In Korea, domain names are regulated by the Internet Address 

Resource Act. The Act was amended in 2009 to cover generic top‐level 

domain names (gTLDs) besides country code top level domain names, to 

allow for domain name transfer and to encourage registrars to confirm 

registrants’ identity.

2) Unfair Competition Prevention and Trade Secret Protection 

Act (UCPA)

Domain names can also be protected by the Trade Mark Act or Unfair 

Competition Prevention and Trade Secret Protection Act (UCPA). Under 

these Acts, third parties cannot use a mark that is identical or similar to the 

146) Japan Network Information Center, Introduction to JPNIC’s Domain‐Name Related 

Businesses. Retrieved from: https://www.nic.ad.jp/en/dom/intro.html.  
147) The text of the regulations in English can be found at http://krnic.or.kr/jsp/eng/do-

main/policy.jsp.
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domain name which has been registered as a trade mark or known as a 

business identifier in Korea.148)  Domain names that are identical or similar 

to others widely known in Korea can be viewed as an unfairly competitive 

act.

3) KORUS provisions

The free trade agreement with the United States, KORUS, included an 

issue related to domain names. Korea agreed to a different system of settling 

disputes over trademarks used in Internet domain names, which the 

Americans said was important to prevent “cyber‐squatting” with respect to 

high‐value domain names.149)

F. Taiwan

Taiwan’s Domain Name Committee passed regulations in 2003 and has 

amended them regularly. Anyone can register “tw” domain names and the 

system works on a “first come, first served” basis.150)

6. IP Rights

Intellectual property (IP) laws refer to laws that protect creative property 

such as writing, inventions, designs, music, drawing, paintings, photography, 

and films. The protection is done through exclusive rights given to the 

148) Dong Shik Choi et al., Digital Business in South Korea, August 1, 2015, accessed at: 

http://us.practicallaw.com/6‐618‐1666.
149) “Intellectual Property Rights in the US‐Korea Free Trade Agreement,” USTR, accessed at 

https://ustr.gov/uskoreaFTA/IPR November 12, 2016.
150) Taiwan Network Information Centre. Guidelines for Administration of Domain Name 

Registration. Retrieved from: http://www.twnic.net.tw/english/dn/dn_02.htm.
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creator over the use of his/her creation for a certain period of time. These 

rights will enable creators to earn recognition or financial benefits for their 

invention or creation. The use of IP rights encourages innovation by 

providing incentives for further creation, but it is also necessary to maintain 

a careful balance between protection of rights and the transmission and 

spread of knowledge and information. 

Traditional IP gets murky, however, when digital products and services get 

added to the mix. This section considers how well the Northeast Asian 

governments have done at implementing various regulatory frameworks for 

existing types of IP protection. 

Intellectual property rights (IPR) can be divided into two main areas: 

copyright and rights related to copyright, and industrial property (trademark, 

patent, trade secret and industrial designs).151) The most common IP laws 

include patent, copyright, and trademark laws. This chapter focuses attention 

on just these three areas, although in the future issues like trade secrets may 

also have to include digital provisions as officials and regulators may need to 

grapple with the connections between handling trade secrets in the offline 

and online worlds.

There are international conventions and treaties that regulate IP 

regulations around the world. Many countries have joined these conventions 

and treaties and built up their IP regulations based on these foundations. 

Note that the special legal status of Taiwan has implications for its 

membership in global IP convention and treaties. For example, Taiwan is 

not (and cannot currently become) a member of WIPO nor can it legally be a 

signatory to WIPO conventions. Similarly, its signature on other key IP 

conventions is not allowed. The absence of signature, however, should not 

be taken as a sign that Taiwan does not honor IP rights or automatically 

provide lesser protections. Instead, Taiwan has upgraded domestic level 

treatment of IP even in the absence of global commitments.152)  

151) Unfair competition provisions are often added as part of the IP system.
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A. Best Practices for IP and Digital Trade

The basic idea behind intellectual property protection is that individuals 

do not have sufficient incentive to create new ideas if these inventions will 

be freely taken by others immediately upon creation. If there is no payback 

from new ideas, people will not create new things. But there is obviously a 

tension as well. If IP is protected too carefully and enforced too vigorously, 

ideas will not spread or will spread too slowly to benefit most people.

In the digital world, this tension is exacerbated. The internet makes it 

extremely easy to spread ideas and can make it harder than ever to enforce 

IP rights. As an illustration, consider copyright. In pre‐digital days, the work 

required to write this paper would have been substantial. The library needed 

to find all the sources used and referenced to this point would have been 

world‐class and extremely expensive. It would have taken months to track 

down all the journals and articles in the stacks and type up the final paper.

Now, the opposite problem exists―how to avoid plagiarism in writing 

such a paper?  How can individuals write a complicated paper without the 

temptation to copy and paste the works of others without full and complete 

attributions to the ideas that came from other sources?  In the internet 

world, checking for copyright infringement is easier than ever, although the 

increasing volume of material posted online makes it harder for software to 

check for plagiarism to keep up.

Clearly, more work will need to be done to figure out the right balance in 

regulations between existing copyright rules dating back decades and an 

increasingly online world. The same tension is coming for other areas of IP 

like patents. The internet of things (IoT) is likely to upend some patent rules 

dating back centuries.

152) Although this balancing act may be challenging if Taiwan becomes a member of the TPP, 

since the agreement requires membership in a variety of IP (and multilateral environ-

mental) conventions.
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Most of the hard work figuring out the right balance, the “best practices” 

for managing these tensions, has not yet happened. In Northeast Asia, full 

implementation of existing IP rules has been a long journey. Protection of 

intellectual property is one of the key elements of an enabling environment 

to promote digital trade and digital economy. Ironically, digitization has also 

increased the possibility of violation of intellectual property rights.153) Even 

so, it is important to strike a balance between rights of users and those to 

whom the intellectual property belongs ‐ at the same time reflecting 

evolutions in the international and domestic law and policy regimes;154) and 

balance the interests of rights holders with the interests of other internet 

stakeholders (such as service providers), to ensure that trade does not 

become costly,155) while also assisting more vulnerable targets such as small 

and medium enterprises (SMEs) with awareness and means of protection of 

IP.156)

Thinking through new balanced IP rules for areas like copyright may best 

be tackled first in international agreements to help harmonize future 

commitments. Changes to IP laws for copyright should include provisions 

like:  

• require flexible copyright exceptions to accommodate evolving tech-

nologies;

• not cover temporary reproductions as infringements of the re-

production right;

153) Blakeney, M. (2005), Guidebook On Enforcement Of Intellectual Property Rights. Available at 

http://trade.ec.europa.eu/doclib/docs/2005/april/tradoc_122641.pdf.
154) Curtis, J. (2012), Intellectual Property Rights and International Trade: An Overview. Available at 

https://www.cigionline.org/sites/default/files/no.3.pdf.
155) Meltzer, J. (2015), A New Digital Trade Agenda. Available at http://e15initiative.org/wp‐

content/uploads/2015/07/E15‐Digital‐Economy‐Meltzer‐Overview‐FINAL.pdf.
156) Small and Medium Enterprise Working Group, Asia‐Pacific Economic Cooperation. 

(2014). Available at http://www.apec.org/groups/som‐steering‐committee‐on‐economic‐ 
and‐technical‐cooperation/working‐groups/small‐and‐medium‐enterprises.aspx.
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• include the right to make quotations and snippets of works without re-

muneration obligations; 

• require safe harbors for providers of Internet services;  

• provide for international exhaustion; and 

• avoid requiring statutory damages by ensuring that damages are 

proportionate.157)

IP chapters in some international agreements have focused on 

harmonizing and increasing the rights of foreign copyright owners. Even 

though several FTAs have adopted the WIPO Internet treaties in addition to 

the TRIPS (for example, like the US‐Korea FTA or KORUS), they have 

been criticized for being outdated in comparison to the new requirements of 

the digital trade economy, like a better understanding of IPR in the digital 

context. This would require updating the treaties, as well as extant WTO 

rules on the subject.158) The use of market‐oriented technology standards 

could make protection of IPR more robust and effective – keeping in mind 

growing problems such as use of unlicensed software and trade secret thefts.159) 

However, many trade agreements have said less about the exceptions and 

limitations within copyright law that are crucial to balancing strong 

enforcement rules. So far, the difficult work of sorting out where the right 

balance should be struck has not happened in Asia.

For patent laws, one danger is the proliferation of patents and the use of 

patents to block future innovation. This has been a particular problem for 

157) These recommendations form part of the suite of suggestions the Asian Trade Centre has 

made to negotiators in the ongoing Regional Comprehensive Economic Partnership 

(RCEP) negotiations. For more details, see the Working Paper on IP at: https:// 

static1.squarespace.com/static/5393d501e4b0643446abd228/t/5752a6c2c2ea 

515ccf6d8f76/1465034436088/RCEP+IP+Working+Paper.pdf. 
158) Meltzer, J. (2015). A New Digital Trade Agenda. Available at http://e15initiative.org/wp‐

content/uploads/2015/07/E15‐Digital‐Economy‐Meltzer‐Overview‐FINAL.pdf.
159) Trade secrets are usually protected in regular contracts as opposed to under IP laws. See 

The Business Software Alliance. (2015). Available at http://digitaltrade.bsa.org/ pdfs/DTA_study_en.pdf.
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innovation in technology and digital applications where “patent trolls” have 

been known to brandish patents for the sole purpose of blocking future use. 

To help address these problems, it is important that patent offices provide 

patents only to worthy innovations by carefully examining patent 

applications. Low‐quality or unclear patents should be rejected.

B. Global IP Conventions and Treaties 

Intellectual property rights are protected through a series of important 

global treaties. Most domestic law is based on these commitments. Trade 

agreements often include similar pledges or expand on these foundation 

documents. The most important and relevant IP conventions and treaties for 

digital trade include:

1) The Paris Convention for the Protection of Industrial 

Property

The Paris Convention for the Protection of Industrial Property was one of 

the first intellectual property treaties. It was signed in Paris, France, on 20 

March 1883. The Paris Convention established a Union for the protection of 

industrial property. 

2) The Berne Convention

The Berne Convention for the Protection of Literary and Artistic Works 

(Berne Convention) is an international agreement that governs copyright, 

which was first accepted in Berne, Switzerland, in 1886.

3) The Universal Copyright Convention (UCC)

The Universal Copyright Convention (UCC) is one of the two principal 

international conventions protecting copyright (the other is the Berne 
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Convention). It was adopted in Geneva, Switzerland, in 1952.

4) The Patent Cooperation Treaty (PCT)

The Patent Cooperation Treaty (PCT) is an international patent law treaty, 

concluded in 1970. It provides a unified procedure for filing patent 

applications to protect inventions in each of its contracting states. 

5) The Phonograms Convention (or Geneva Phonograms 

Convention)

The Convention for the Protection of Producers of Phonograms against 

Unauthorized Duplication of Their Phonograms was signed in 1971 and 

protects copyright for sound recordings.

6) WTO’s Agreement Trade‐Related Aspects of Intellectual 

Property Rights (WTO TRIPS)

WTO TRIPS is the first time IP rules were introduced and included in the 

multilateral trading system in 1994. TRIPS covered several areas of IP 

including:

• Copyright and related rights;

• Trademarks, including service marks;

• Geographical indications;

• Industrial designs;

• Patents;

• Layout‐designs (topographies) of integrated circuits; and

• Undisclosed information, including trade secrets.

7) WIPO Copyright Treaty (WCT)

The WIPO Copyright Treaty (WIPO Copyright Treaty or WCT) is an 

international treaty on copyright law adopted by the member states of the 
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World Intellectual Property Organization (WIPO) in 1996. It provides 

additional protections for copyright as a result of information technology 

advances. 

8) WIPO Performances and Phonograms Treaty (WPPT)

The WIPO Performances and Phonograms Treaty (or WPPT) is an 

international treaty signed by the member states of the World Intellectual 

Property Organization. It was adopted in Geneva on 20 December 1996 and 

came into effect on 20 May 2002.

Figure 14. Date of Signature on Global IP Treaties

Hong 

Kong
China Japan Korea Taiwan

The Paris Convention 1997 1984 1899 1980 N/A

The Berne Convention 1997 1992 1899 1996 N/A

The UCC 1997 1992 1956 1987 N/A

The PCT 1997 1993 1978 1984 N/A

The Phonogram 

Convention
1997 1993 1978 1987 N/A

WCT 2007 2007 2000 2004 N/A

WPPT 2007 2007 2002 2008 N/A

Note: Instrument day (Note that Taiwan’s legal status prevents signature).

Except for Taiwan, other East Asian countries including Hong Kong, 

China, Japan, and Korea are members of the above conventions and 

treaties on IPR. This suggests that these countries have met these in-

ternational standards on IPR, but as the following sections indicate, do-

mestic law legislation within Northeast Asian countries for protection 

IP varies more than might be expected.
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C. China

In the early 1980s, China first introduced basic IP laws including the 

Trademark Act, the Patent Act, the Copyright Act, and the Unfair 

Competition Act.160) The country’s focus on copyright matters was also 

shown in a bilateral agreement with the United States in 1979 in which China 

committed itself to protect American works and to join the Universal 

Copyright Convention (UCC). However, it was not until the early 1990s that 

China joined the Berne Convention and the UCC. To take a further step to 

integrate into the world copyright community, China joined the WIPO 

treaties―the WCT and the WPPT―on March 9, 2007. 

1) The Patent Act

The Patent Act was first enacted in March 1984. This law follows a first‐to
‐file doctrine and protected innovations that were technical,161) novel, non‐
obvious, and industrially applicable. This first version of the Patent Act 

excluded a number of products such as pharmaceuticals, chemical products, 

foods, and beverages. These products were then protected after the 1992 

amendment of the Act. The Act was amended in 2000 and 2008.162) 

A fourth revision was proposed in 2016 to add in things like protection of 

partial designs and extension of design protection to 15 years; greater clarity 

around patent ownership for employees/employers; and enhanced 

enforcement.163) 

160) Peter Ganea and Jin Haijun (2009). China, p. 17. In Peter Ganea, Tanuja Garde, Ashley 

Isaacson Woolley, Intellectual Property in Asia (Springer: 2009). 
161) To achieve a physically perceivable effect. See more at: Peter Ganea and Jin Haijun (2009). 

China, p. 17. In Peter Ganea, Tanuja Garde, Ashley Isaacson Woolley (2009). Intellectual 

Property in Asia, Publisher: Springer.
162) http://www.wipo.int/edocs/lexdocs/laws/en/cn/cn028en.pdf.
163) Michael Lin, “China Releases New Proposed Amendments to Patent Laws,” December 

18, 2015, accessed at: http://www.ipwatchdog.com/2015/12/18/chinese‐patent‐law‐
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The later revisions have more relevance to digital trade. As an example, 

the draft fourth amendment includes an article (71) that would make internet 

service providers (ISPs) that “know or should know” that the ISP is being 

used for patent infringement to be jointly liable for such infringement unless 

they have taken steps to stop such infringement.164)  

2) The Copyright Law

The first comprehensive Copyright Law was enacted in September 1990. 

It was amended in 2001 and again in 2010. 165)

Copyright law in China protects literature, art, science (natural and social 

science works), engineering and technology works that are written; oral; 

musical, dramatic, choreographic or acrobatic; fine art and architecture; 

photographic or graphic (like drawings, maps or models); computer 

software; and other works as provided for in specific laws and regulations. 

The protection term is life of the author plus 50 years, with procedures in 

place for licensing and transfer contracts.166) Note that copyright 

enforcement is easier with a certificate of copyright registration obtained 

through the Copyright Protection Centre of China (CPCC).167)

In March 2016, the State Administration of Press, Publication, Radio, 

Film and Television and the Ministry of Industry and Information 

Technology, passed new regulations (Administrative Regulations for Online 

Publishing Services  or “Online Publishing Regulations”) that restricted  foreign 

amendments‐proposed/id=63981/. 
164) Michael Lin, “China Patent Law and Anti‐Competition Regulation Update,” May 18, 

2015, accessed at: http://www.lexology.com/library/detail.aspx?g=4cfa7382‐2b58‐47cb

‐b844‐f5803cfa62cf.
165) For the latest text, see: http://www.wipo.int/wipolex/en/text.jsp?file_id=186569.
166) Chiara, “What You Need to Know about Copyright Law in China,” D’Andrea and 

Partners, December 16, 2015, accessed at: http://www.dandreapartners.com/what‐you‐
need‐to‐know‐about‐copyright‐law‐in‐china/.

167) Strictly speaking, registration is not necessary, but companies report improved experi-

ences in the wake of registration.
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companies or foreign joint ventures from disseminating a wide range of 

content online, including text, maps, games, animation, audio and video. The 

rules also apply to digitized books, art, literature and science. The new 

regulations allow foreign‐owned companies to cooperate with a Chinese 

partner to publish content on the Web in China, but government approval is 

needed first.168)

3) The Trademark Law

The Trademark Law was enacted in August 1982, revised in 1993, 2001 

and 2013 by the NPC Standing Committee.169)  Revisions of the Trademark 

Law were intended to make registration procedures less complex, ensure 

ease of use, and improve enforcement.170)   

Note that Chinese law allows registration of similar marks for different 

product categories. The 2013 amendment included a variety of timelines for 

various procedures, including a three‐year timeline for invalidating 

trademarks for non‐use.171)

168) David Barboza and Paul Mozur, “New Chinese Rules on Foreign Firms Online Content,” 

New York Times, February 19, 2016, accessed at: http://www.nytimes.com/2016/02/20/ 

business/media/new‐chinese‐rules‐on‐foreign‐firms‐online‐content.html?_r=0.
169) For the latest version of the texts, see: http://www.wipo.int/wipolex/en/de-

tails.jsp?id=13198.
170) See the Chinese release at the time of the last amendment to trademark law by Mao Zhang, 

“China’s New Trademark Law,” WIPO Magazine, September 2014, accessed at: 

http://www.wipo.int/wipo_magazine/en/2014/05/article_0009.html.
171) Joseph Yang, “China:  The New Trademark Law in More Detail,” October 5, 2013, INTA 

Bulletin, Accessed at: http://www.inta.org/INTABulletin/Pages/CHINATheNew 

TrademarkLawinDetail.aspx.
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D. Hong Kong172)

1) The Patent Ordinance

The Patent Ordinance in Hong Kong was enacted in 1997 and amended 

in 2008. Hong Kong does not provide direct patent protection but instead 

allows the re‐registration of existing patents from other jurisdictions. There 

is no substantive examination performed by the patent office in Hong 

Kong.173)  

There are two types of patents in Hong Kong: standard patents and short‐
term patents.174) Both are used for protecting new inventions, utilities, 

functional features, structures, processes and improvements, and so forth. 

The maximum protection period for standard patent is 20 years while short‐
term patent has eight years of maximum protection. Unlike short‐term 

patent applications, a standard patent application cannot be directly filed in 

Hong Kong but has to be filed in, or extended to, China, Europe or the UK. 

2) The Copyright Ordinance175)

The Hong Kong Copyright Ordinance came into effect on 27 June 1997, 

and is based on copyright sections of the UK Copyright, Designs and 

Patents Act 1988. The Ordinance provides comprehensive protection for 

172) For additional details, see the Hong Kong Intellectual Property Department at 

http://www.ipd.gov.hk/eng/intellectual_property/ip_laws.htm.
173) Adelaide Yu, “A Brief Guide to Intellectual Property in Hong Kong,” American Bar 

Association, June 2013, accessed at: http://www.americanbar.org/publications/blt/ 

2013/06/05_yu.html  However, do note that this system is being reformed with a goal of 

introducing direct examinations by 2017. See Douglas Clark, “Coming Changes in Hong 

Kong Patent Law,” April 13, 2015, accessed at: https://www.expertguides.com/ar-

ticles/coming‐changes‐in‐hong‐kong‐patent‐law/AREUAGSE.
174) See http://www.hktmd.com.
175) The complete list of regulations and legal provisions for copyright can be found at 

http://www.ipd.gov.hk/eng/copyright.htm.
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literary, dramatic, musical and artistic works, films, television broadcasts, 

cable programs, and works made available to the public online. 

Hong Kong tried to amend copyright rules in 2014. The amendments 

were very controversial and nearly all of the targeted provisions were 

intended to address new challenges of digital trade. For example, Section 

28A(5) said “a person does not communicate a work to the public if the 

person does not determine the content of the communication.”  Sharing a 

post would not constitute infringement, but downloading and then 

uploading content for sharing might.  The amendment also tried to address a 

wide range of issues related to “parody,” “satire,” “pastiche,” “caricature,” 

“quotation,” or “reporting or commenting on current events,” where users 

might adapt existing pictures, songs or lyrics and fall afoul of copyright 

laws.176) It also included important provisions granting ISPs safe harbor 

from infringing content rules posted by users on platforms.177) But following 

widespread concern over the scale and scope of the changes, the Hong Kong 

government pulled the bill from consideration in March 2016.178)

3) The Trademark Ordinance and Trademark Rules

Hong Kong’s trademark system has existed for over a hundred years. 

Trademark regulations in Hong Kong include the Trademark Ordinance and 

the Trademark Rules. The current Trademark Ordinance came into force in 

2003 and is closely based on the UK Trademark Act 1994. Marks must be 

176) “Explainer: What is Legal and What is Not Under Copyright Amendment Bill 2014?” 

January 15, 2016, accessed at: https://www.hongkongfp.com/2015/12/12/explainer‐
what‐is‐legal‐and‐what‐is‐not‐under‐copyright‐amendment‐bill‐2014/.

177) Luke Hawthorne, “The Fragrant but (un)Safe Harbor,” March 23, 2016, accessed at: 

http://www.lexology.com/library/detail.aspx?g=69507875‐1fed‐46e1‐b1a4‐
752664558ee2.

178) “Five Reasons Why the Copyright Bill Failed,” South China Morning Post, March 4, 2016, 

accessed at: http://www.scmp.com/news/hong‐kong/politics/article/1920569/five‐
reasons‐hong‐kong‐copyright‐bill‐failed.
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registered in Hong Kong and are valid for ten years. They can be renewed 

for successive ten years.179) Marks can include words, designs, letters, 

numerals, colors, sounds, smells and shapes.180)

E. Japan

1) The Patent Act 

Patent rules with nineteen provisions were first enacted in 1871 in Japan 

but remained unapplied. In 1885, the Exclusive Selling Patent Ordinance 

became the first workable patent provision in Japan. In 1888, a new Patent 

Ordinance replaced the 1885 provisions that appeared to be strongly 

influenced by U.S. principles such as the “first‐to‐invent” principle.181) In 

1899, Japan became a member of the Paris Convention and the Berne 

Convention. This was then followed by a new Patent Act that created a 

priority period of seven months for foreign applications. 

Japan’s last major patent law revision was in 2003. In 2013, the Cabinet 

approved a wide‐ranging review and upgrading of IP laws and regulations. 

For patents, the overhaul included changes to shorten and ease the process 

of registering patents and a new system for reviewing patent applications.182)  

179) See the laws and regulations at http://www.ipd.gov.hk/eng/intellectual_property/ 

ip_laws/trademarks.htm. 
180) See DlaPiper for more details on trademark rules at: https://www.dlapiper.com/~/me-

dia/Files/Other/2016/Hong_Kong_trademark_guide.pdf.
181) Peter Ganea and Sadao Nagaoka (2009). Japan, p129. In Peter Ganea, Tanuja Garde, 

Ashley Isaacson Woolley (Springer, 2009). Intellectual Property in Asia.
182) See the Cabinet Decision on the Bill for the Act of the Partial Revision of the Patent Act 

etc. at: http://www.meti.go.jp/english/press/2014/0311_01.html. For details of the 

changes as implemented, see Siewa Patent IP Law at http://www.seiwa-

pat.jp/en/IP/pdf/en00024_Revisions%20to%20JP%20Patent%20Law%20relat-

ing%20to%20PLT.pdf Also note that patent licensing is very common in Japan and ad-

ministered slightly differently than in other jurisdictions. Find out more at Masao Miki, 

“Licensing Regulations in Japan in Accordance with Japanese Patent Law,” September 18, 
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2) The Copyright Act

After a number of amendments to adapt to various international demands, 

a new Copyright Act was enacted in 1970.183) The Act protected the moral 

rights of authors and the neighboring rights of performers, phonogram 

producers, and broadcasters. The Act also vested all rights in occupational 

works in the employers.

As with patent law, the TPP has forced a rethink of domestic laws for 

copyright. This will include changing the terms of coverage from life of the 

author plus 50 years to life plus 70 years and changes to the system for 

enforcement of copyright infringement.

Copyright enforcement had already been changing in Japan. In 2012, the 

Diet (Parliament) approved a measure to make illegally downloaded material 

a criminal offense, with punishment to include both fines and prison.184)

3) The Trademark Ordinance

The first Trademark Ordinance was introduced to the public in 1884, but 

was then modified and updated in 1888 to become a more thorough 

Ordinance. Under the Act, trademarks could only be transferred together 

with the whole business and the cancellation period for non‐use was six 

months. After 1899 – when Japan became a member to the Paris Convention 

and the Berne Convention – the Trademark Act contained new rules on 

applications by foreigners including a priority period185) of four months for 

2013, at http://www.lexology.com/library/detail.aspx?g=fa74d050‐e646‐4786‐a666‐
edf08deb4e6c.

183) For more information about Japan’s copyright system and laws, see the Copyright 

Research and Information Center at http://www.cric.or.jp/english/clj/ocl.html.
184) Andrew Webster, “Amended Japanese Copyright Law to Make Illegal Downloads a 

Criminal Offense,” The Verge, June 21, 2012, accessed at: http://www.theverge.com/ 

2012/6/21/3105758/japan‐illegal‐downloads‐criminal‐offense. 
185) The priority right allows the claimant to file a subsequent application in another country 

for the same invention, design, or trademark effective as of the date of filing the first 
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foreign trademarks. 

Japan’s Trademark Act was substantially rewritten in 1959 and amended 

last in 2009.186) Japan’s participation in the TPP had an impact on IP rules in 

Japan.187)  For example, while sound and smell were not registrable in Japan, 

such marks are to be protected in the TPP. In the 2014 upgrading of IP rules, 

colors and sound were added to the list of protected categories.188)

F. South Korea

1) The Patent Act and Utility Models Act

The Patent Act was passed in 1946 after the establishment of Patent 

Bureau under the Ministry of Trade and Industry in Korea. The Act 

provided protection to inventions, utility models and designs. In 1961 a new 

Patent Act came into force and has undergone several revisions since then. 

The major amendments include the recognition of priority right pursuant to 

the Paris Convention, the adoption of laid‐open189) publication systems in 

1980, the introduction of product patents in 1986 and the expansion of the 

scope of plan inventions in 1990.190)

Korea’s Intellectual Property Rights Office (KIPO) administers patents 

application.
186) See the legal texts at; http://www.wipo.int/wipolex/en/text.jsp?file_id=188401  Japan’s 

Patent Office has details on applying for trademarks at: https://www.jpo.go.jp/in-

dex_e/trademarks.html.
187) Even if the TPP does not enter into force for all 12 members, Japan may opt to selectively 

implement provisions at the domestic level. If so, IP rules are one area where Japan might 

upgrade existing regulations in the wake of Diet approval of the TPP in November 2016.
188) James Hughes, “Trade Mark Amendments Allow for Colors and Sound Marks,” July 15, 

2014, accessed at http://www.inta.org/INTABulletin/Pages/JAPANTrademarkLaw 

AmendmentsAllowforColorandSoundMarks.aspx.
189) Publish a patent for initial public review prior to formal application.
190) The Act, plus amendments through 2001, can be seen at http://www.wipo.int/wipo-

lex/en/text.jsp?file_id=128468. 
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and trademarks for South Korea.191)  South Korea divides patents into two 

categories: “invention patents” and utility models or minor patents. The 

latter are “creations of technical ideas using the rules of nature” and are 

given 10 years of protection. Invention patents are more advanced and can 

be granted 20 years. Both are “first to file” systems.

South Korea changed several important IP provisions in 2012 at the time 

of the entry into force of the US‐Korea Free Trade Agreement (KORUS). 

For patents, new regulations included patent and test data protection 

provisions with specific timelines, patent term adjustment, patent‐
pharmaceutical product approval linkage, and patent protection for 

inventions to include plants and animals.192) Changes in a free trade 

agreement (FTA) to IP provisions generally cannot be granted to just FTA 

party members, but automatically flow through to non‐members.

KIPO announced further amendments in 2016 in two areas for patents, 

including a cancellation system for registered patents and changes in filing 

deadlines.193)

2) The Copyright Act

The Copyright Act was enacted in Korea in 1957. The Act was redrafted 

in 1986 after which it extended the protection of copyright from thirty years 

to fifty years past the death of the author, acknowledged the notion of “work

‐for‐hire,”194) and recognized foreign copyrights. Since then the Act has 

undergone some major revisions in 1997, 2000 and 2003 to provide 

191) http://www.kipo.go.kr/kpo/eng/.
192) Alice Choi, “Korean Patent Laws Amended in Order to Implement US‐Korea FTA,” 

April 9, 2012, http://www.lexology.com/library/detail.aspx?g=1c3ccbd9‐a458‐4c8a‐
a472‐636e9d7dcf8c.

193) “Newly Amended South Korean Patent Act Available Online,” August 12, 2016, accessed 

at: https://www.epo.org/searching‐for‐patents/helpful‐resources/asian/asia‐updates/ 

2016/20160812a.html. 
194) A work made for hire is a work created by an employee as part of their job.
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protection of an author’s moral rights and to increase the penal provision for 

copyright infringement. The amendments in 2003 aimed at improving the 

effectiveness of technological protection measures195) (TPMs) through 

prohibiting production and trafficking of devices targeting at circumventing 

TPMs and introducing the framework for a “notice and takedown” under 

which an Internet service provider would be given a legal incentive to 

respond promptly to take‐down requests for pirated sites. In 2005, the 

Korean government revised its Copyright Act by introducing certain 

exclusive transmission rights for sound recording producers and performers.  

The Korean Copyright Commission administers the copyright system in 

Korea.196)

The passage of the bilateral trade agreement with the United States in 

2012 brought into effect several new copyright provisions of particular 

relevance to digital trade. The KORUS agreement, in fact, has the most 

advanced commitments in the areas of digital trade and IP.197)

KORUS obligated both South Korea and the United States to provide 

new IP protection to digital copyrighted works including: anti‐circumvention 

provisions to prohibit tampering with technologies designed to prevent 

piracy and unauthorized distribution over the Internet; a framework for the 

limitation of liability of Internet Service Providers (ISPs) for copyright 

infringement; and enhancing the rights of copyright owners over digital 

copies of their works.  Other digital/IP rules in KORUS included extensions 

of copyright terms to include phonograms, and rules for satellite signals.198)  

195) The use of technological tools in order to restrict the use or access to a work.
196) http://www.copyright.or.kr/eng/.
197) It therefore formed the basis for much of the TPP texts in the same areas, although since 

TPP members were not all at similar levels of economic development nor had the same 

existing copyright and IP protections in place, final TPP rules are less comprehensive than 

KORUS in some areas.
198) See the texts of the KORUS agreement, in English at https://ustr.gov/trade‐agree-

ments/free‐trade‐agreements/korus‐fta/final‐text. 
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These new rules were accompanied by extensive changes in South Korean 

implementation for enforcement to prevent piracy and counterfeiting, 

including internet and software piracy. Additional provisions stopped 

camcorder recording in movie theaters.

It should be noted that some of these changes caused controversy within 

Korea, particularly the implementation of “fair use” and the validity of a 

three‐step test to determine whether the appropriate balance was, in fact, 

being struck. The three step test asks regulators to decide if copyright 

exceptions are limited to special cases only; do not conflict with the normal 

exploitation of the work; and do not unreasonably prejudice the legitimate 

interests of the rights holder (which can be broader than just the author).199)  

Another trade agreement, this time with Australia in 2014, also adjusted 

Korea’s domestic copyright laws by extending term protections to life plus 

70 years.200)  Trade agreements often create new obligations for member 

governments. In areas like IP protection, these commitments cannot be 

limited to just FTA parties―it is not possible to extend copyright protection 

to just Australian works and leave other protected works at life of the author 

plus 50 years. Instead, these provisions flow through to non‐members. 

3) The Trademark Act

The Trademark Act was first enacted in 1949 in Korea, but completely 

reworked in 1990 and amended repeatedly since then.201) Marks are 

199) See, for example, Maira Sutton, “The Murky Waters of International Copyright Law,” 

Electronic Frontier Foundation, February 25, 2016, accessed at: https://www. 

eff.org/deeplinks/2016/02/murky‐waters‐international‐copyright‐law.
200) Chris Duckett, “South Korea Extends Copyright As Part of the Australian Free Trade 

Deal,” ZD Net, February 17, 2014, accessed at: http://www.zdnet.com/article/south‐
korea‐extends‐copyright‐as‐part‐of‐australian‐free‐trade‐deal/.

201) For a copy of the act and amendments through 2011, see http://www.kipo.go.kr/up-

load/en/download/TrademarkAct.pdf. The latest amendments took effect in September 

2016 (English versions not yet released). 
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registered with the Korean Intellectual Property Office (KIPO). The 

Trademark Act protects well‐known or famous marks (but not unregistered 

marks), by restricting registration of identical or similar marks.202)  Korea 

follows a “first to file” rule, has substantive examinations, and allows a two‐
month period for opposition claims. 

Trademarks are protected for 10 years, with renewal for 10 years. 

Enforcement can be either through civil courts or criminal courts and not 

patent courts.

The passage of KORUS with the Americans also made some adjustments 

to trademark laws, including the extension of marks to include sound and 

scent marks. USTR also claimed that Korean regulations were adjusted to 

include the “principles of priority, exclusivity, and territoriality are required 

to be applied to trademarks and geographical indications, so that the first 

person who acquires a right to a trademark or geographical indication is the 

person who has the right to use it exclusively.”203)

A 2016 amendment to the Trademark Act included one specific digital 

trade provision to include the electronic use of trademarks.204)

G. Taiwan

As noted earlier, Taiwan is not a member of WIPO, nor is it a signatory to 

global IP agreements. This means that IP protection is not automatically 

202) Marks that are not registered, but are still well‐known or famous can potentially use the 

Unfair Competition Prevention Act for infringement actions. KIPO can be found at: 

http://www.kipo.go.kr/kpo/user.tdf?a=user.english.html.HtmlApp&c=30103&catme-

nu=ek30103.
203) “Intellectual Property Rights in the US‐Korea Free Trade Agreement,” USTR, accessed at 

https://ustr.gov/uskoreaFTA/IPR November 12, 2016.
204) Sung‐Nam Kim and Nayoung Kim, “Comprehensive New Amendments to the Korean 

Trademark Act,” IP Newsletter, Spring 2016, accessed at: http://www.kimchang. 

com/newsletter/201604/en/newsletter_ip_en_spring2016_article05.html.
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granted in Taiwan like in other markets. Taiwan’s Intellectual Property 

Office (TIPO) in the Ministry of Economic Affairs oversees IP issues.205)

1) The Patent Act

Taiwan grants invention patents (20 years of protection), utility patents 

(10 years of protection), and design patents. Invention patents are examined 

in Taipei. The following items cannot be patented under Article 24: animals, 

plants and biological processes; diagnostic, therapeutic and surgical methods 

for the treatment of humans or animals; and inventions that are contrary to 

public order or morality.

The Act was updated and expanded significantly in 2013.206) Changes 

involved procedural issues and enforcement provisions. 

2) The Copyright Act

Copyright law in Taiwan is also slightly different from other countries. 

Because Taiwan is not a member of the Berne Convention, copyright is not 

automatically granted. Taiwan nationals receive ownership of copyright 

upon completion of work. US nationals were granted copyright based on the 

1946 Friendship, Commerce and Navigation Treaty. Nationals of the UK, 

Hong Kong and Spain had similar treaty protections. 

Once Taiwan joined the WTO on January 1, 2002, works created by WTO 

nationals were granted protection.207)  The term of protection is life plus 50 

years. The Copyright Act was last amended in 2014.208)

TIPO reports that copyright protection covers: “oral and literary works 

205) https://www.tipo.gov.tw/mp.asp?mp=2.
206) Daisy Wang, “New Taiwan Patent Act Took Effect on 1 January 2013,” Mondaq, April 18, 

2013, accessed at: http://www.mondaq.com/x/232942/Patent/New+Taiwan+Patent+ 

Act+Took+Effect+on+1+January+2013.
207) Non‐WTO members are given protection only if reciprocal arrangements are in place.
208) Text available for download at https://www.tipo.gov.tw/ct.asp?xItem=508148 

&ctNode=6825&mp=2.
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(such as poems, verses, prose, fictions, plays or scenarios, and lectures), 

musical works (such as scores and lyrics), dramatic and choreographic works 

(such as pantomimes, musicals, dances), artistic works (such as paintings, 

comic strips (cartoons), sculptures, craftworks), photographic works (such as 

photographs and slides), pictorial and graphic works (such as maps, charts, 

scientific or engineering design drawings), audiovisual works (such as motion 

pictures, videocassettes, videodisks), sound recordings, architectural works 

(such as architectural design drawings, architectural models, buildings or 

constructions), computer programs, and performances. Copyright protects 

only the expression of a work, not the ideas, processes, operational methods, 

or concepts behind a work.”209)

A May 2009 amendment to the Copyright Act included Internet Service 

Provider (ISP) liability limitations. The addition of “safe harbor” provisions 

were intended to help clarify some digital provisions for copyright.210)  The 

provisions include “notice and takedown” rules for infringing content with a 

“three strikes” rule before users can have service terminated by ISP 

providers.

3) The Trademark Act

Trademarks regulations in Taiwan have been amended to strengthen 

enforcement measures against trademark‐infringing objects, to include 

additional protection for color combinations, to abolish the service 

certification mark, to extend protection to a wider range of marks. Official 

registration at Taiwan Intellectual Property Office (TIPO) is required to 

209) The full quote is important, since Taiwan is not subject to the same requirements as other 

countries and must therefore define what it means by copyright protection. See 

https://www.tipo.gov.tw/ct.asp?xItem=183440&ctNode=6826&mp=2 Accessed 

November 13, 2016.
210) For details on the amendments, see Mark Brown and Erik Chen, “Taiwan Enacts ISP 

‘Safe Harbor’ Amendments to Copyright Act,” June 9, 2009, accessed at: 

http://www.winklerpartners.com/?p=1037.
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obtain trademark rights.211) The term of trademark is ten years after the 

publication of the trademark grant, with a ten‐year extension.

Taiwan uses a “first to register” system. Unregistered marks can receive 

some protection from the Fair Trade Act. Foreign WTO applicants may 

register a mark in Taiwan or can be protected if the foreigner comes from a 

jurisdiction that protects trademarks on a reciprocal basis with Taiwan. 

Those not domiciled or established in Taiwan must appoint a trademark 

agent in Taiwan to register a mark.212)

4) Cross‐Straits Relations on IP 

Taiwan and China have a complicated relationship that extends to 

multiple settings. Even IP protections are not immune. The two signed a 

separate bilateral agreement in June 2010, with specific IP commitments.213)  

One area of coverage is the extension of copyright to Taiwanese audio‐visual 

products (and the reverse) in the mainland market. Taiwan has also used the 

agreement as a mechanism for notifying Chinese authorities of infringing 

websites targeting Taiwanese consumers.214)  

5) Taiwan’s TPP IP Amendments in 2016

As part of Taiwan’s push for TPP entry, after the final TPP texts were 

released in January 2016, the TIPO started drafting amendments to the 

Patent Act, Trademark Act and Copyright Act to bring these domestic laws 

into compliance with TPP provisions.215) The draft amendment to the 

211) https://www.tipo.gov.tw/np.asp?ctNode=6689&mp=2.
212) Peter Dernbach and Mark Brown, “Frequently Asked Trademark Questions,” April 1, 

2011, accessed at: http://www.winklerpartners.com/?p=1067.
213) https://www.tipo.gov.tw/public/Attachment/37259595574.pdf.
214) Hugh Stephens, “Copyright in Taiwan:  The China Factor,” July 26, 2016, 

https://hughstephensblog.net/2016/07/26/copyright‐in‐taiwan‐the‐china‐factor/.
215) Crystal Chen, “TIPO Proposed to Amend IP Laws Echoing Trans‐Pacific Partnership 

Agreement,” August 5, 2016, http://www.lexology.com/library/detail.aspx?g=9a7b1ae4
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Copyright Act passed the first reading of the Legislative Yuan in October 

2016. Draft amendments to the other Acts were submitted to the legislature 

in August and are pending.

7. Consumer Protection

With an increase in e‐commerce transactions and the spread of digital 

trade, it is also important to consider how consumer rights and protection 

may need to change in the future. Existing legal frameworks may have to be 

tweaked to accommodate the changing nature of online trade or completely 

new laws may be required to address new problems. Consumer protection 

issues could range from licensing and registration of online trading 

companies, to issues of contract terms to grievance redressal mechanisms 

and risks in payment systems. Governments across the region are just 

starting to consider the regulatory intersection between consumer protection 

and online issues. Data privacy, as discussed earlier in this chapter, is one 

important element of consumer protection.

A. Best Practices for Consumer Protection

The advantages of e‐commerce and online trading for consumers are also 

accompanied by potential challenges. The key is that the interests of 

businesses must be balanced with the rights of consumers. To effectively 

manage this task, it is important to have one central agency, ministry or 

organization in government with the explicit mandate to monitor consumer 

protection. Otherwise, consumer protection is too broad and parts of the 

task will fall to too many different groups. The shift from off‐line to on‐line 

‐2b62‐42ab‐8382‐23a01f24e6f9.
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consumer protection makes it more critical than ever to have one central 

regulatory inquiry point.

The International Telecommunication Union (ITU) members have 

formulated guidelines to achieve exactly this objective.216) Their main 

arguments revolve around the adequacy of the regulatory environment – the 

proactive role played by the government to protect the rights of consumers 

through updated legislation and other policy measures ‐ to define rights as 

well as enforce them. This is a key concern given that technology develops at 

a faster pace than the law. This also includes appropriate, even specialized, 

avenues of redress in case of grievance – including cross border redress, if 

required.217) 

The Council on Consumer Protection of the OECD also came up with 

recommendations, classified into the following three groups:218)

1. General Principles: 

• Regulators: including (but not limited to) creating policies that would 

take into account the nuances associated with e‐commerce consum-

ers as well as ensure that the level of protection offered is no less than 

any other form of trade and commerce; as well as protection in e‐pay-

ments and consumer education.

• Businesses: including (but not limited to) fair business practices such 

as information dissemination, advertising rules, online disclosures 

216) I4th Global Regulators Symposium, International Telecommunication Union. (2014). 

Best Practice Guidelines on Consumer Protection In A Digital World. Available at 

http://www.itu.int/en/ITU‐D/Conferences/GSR/Documents/GSR14_BPG_fi-

nal_en.pdf.
217) International Telecommunication Union. (2013). Regulation And Consumer Protection

In A Converging Environment. Available at https://www.itu.int/en/ITU‐D/Regulatory

‐Market/Documents/Regulation%20and%20consumer%20protection.pdf.
218) Council on Consumer Protection, Organisation for Economic Cooperation and 

Development. (2016). Recommendation of the Council on Consumer Protection in E‐
commerce. Available at https://www.oecd.org/sti/consumer/ECommerce‐
Recommendation‐ 2016.pdf.
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and respect for consumer privacy and ensuring security. 

• Grievances: including (but not limited to) redress mechanisms and 

use of alternative dispute resolution and maintaining complaints 

processes.

2. Implementation Principles: including (but not limited to) enabling 

consumer protection enforcement authorities to prevent online fraud 

and misrepresentation by businesses, use of technology to protect 

consumers and use of evidence‐based approach to policymaking.

3. Global Cooperation Principles: including (but not limited to) entering 

into bilateral or multilateral treaties to better foster cooperation among 

governments as well as stakeholders.

B. China

China has had consumer protection laws in place since 1993, including the 

overarching Consumer Code.219)  World Consumer Rights Day on March 15 

(san yao wu  or Three‐One‐Five) merits a special television program on 

CCTV.220)  

1) 2010 Interim Measures for Internet‐Commerce

Starting in 2010, e‐commerce matters and online trading were formally 

brought under the jurisdiction of the State Administration for Industry and 

Commerce (SAIC). Providers of e‐commerce were required to comply with 

the Consumer Protection Law and the Food Staff Safety Law. The Measures also 

219) http://www.wipo.int/edocs/lexdocs/laws/en/cn/cn174en.pdf.
220) Foreign and domestic companies are made to highlight illegal business practices on the 

show. “China Introduces New Consumer Protection Law,” April 8, 2014, accessed at: 

http://www.china‐briefing.com/news/2014/04/08/china‐introduces‐new‐consumer‐
protection‐law.html.
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obligate platform providers to check business operators’ information and 

cooperate with government investigations of business activities on the 

platform. All e‐commerce providers were required to disclose new 

information to consumers, including: business address, contacts, the quantity 

and quality of the commodities or service, the price or cost, risks, post‐sale 

services, and applicable civil liabilities.221) 

2) Law of the People’s Republic of China on the Protection of 

Consumer Rights and Interests 2014

The most comprehensive overhaul of consumer protection laws took 

place in 2014. Chinese consumers are entitled to return goods purchased 

online within seven days of receipt without having to give a reason 

(exceptions include certain made‐to‐order products, personal care/intimate 

products, periodicals, and weekly publications). Consumers can request 

repair or replacement of products with quality problems.222)  ISP providers 

can be held jointly accountable for infringing goods if they do not have valid 

information on the businesses on their sites and have not taken action to 

block known infringing activities.223)

221) Bing Jha, “Global Legal Monitor,” US Library of Congress, January 29, 2014, accessed at: 

http://www.loc.gov/law/foreign‐news/article/china‐consumer‐protection‐law‐re-

vamped‐for‐first‐time‐in‐20‐years/.
222) See Alice Tsang, “Mainland Cross‐Border E‐Commerce Opportunities for Hong Kong 

Businesses,” HKTDC Research, September 10, 2015, accessed at: http://economists‐
pick‐research.hktdc.com/business‐news/article/Research‐Articles/Mainland‐Cross‐
border‐E‐Commerce‐Opportunities‐for‐Hong‐Kong‐Businesses/rp/en/1/1X32 

LK39/1X0A3HYN.htm. 
223) Bing Jha, “Global Legal Monitor,” US Library of Congress, January 29, 2014, accessed at: 

http://www.loc.gov/law/foreign‐news/article/china‐consumer‐protection‐law‐re-

vamped‐for‐first‐time‐in‐20‐years/.
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3) Penalty Measures for Infringement on the Rights and 

Interests of Consumers (the “Measures”) 2015

In March 2015, the Chinese State Administration for Industry and 

Commerce (SAIC) began implementing new rules on merchant misconduct 

related to: (i) intentional delays or unreasonable refusals of a consumer’s 

return request; (ii) consumer fraud; (iii) misleading and fraudulent publicity; 

(iv) prepayment arrangements; (v) consumer personal information 

protection; and (vi) unfair form contracts.224)

4) Advertising Law 2015

China passed a new law on advertising in 2015.225)  The law represented 

the first update of China’s advertising regime since 1995 and has implications 

for digital trade. The law included bans on misleading advertising, steps up 

enforcement, includes restrictions on advertising for certain types of 

products (including healthcare food and breast milk substitutes), prohibits 

unsolicited advertising, requires that advertising not interfere with normal 

use of the internet, and states that ads cannot target minors under the age of 

10.226) 

5) 2015 Food Safety Law

China has been plagued with a wide variety of scandals related to unsafe 

and tainted food products. To address these problems, in 2015, China 

224) For details, see Ron Cai, Alan Huang, and Lin Zhu, “New Measures Clarify Consumer 

Protection Rights in China, Stipulate Penalties for Misconduct,” March 2, 2015, accessed 

at: http://www.dwt.com/New‐Measures‐Clarify‐Consumer‐Protection‐Rights‐in‐China‐
Stipulate‐Penalties‐for‐Misconduct‐03‐02‐2015/.

225) http://www.wipo.int/wipolex/en/details.jsp?id=15654.
226) Eugene Low, “China Slaps Record Fine on False Advertising,” March 26, 2015, accessed 

at: http://www.limegreenipnews.com/2015/03/china‐slaps‐record‐fine‐on‐false‐adver-

tising‐draft‐advertising‐law‐stimulus‐for‐tougher‐stance/.
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announced significant changes the laws regarding food and food safety. 

Some have direct implications for e‐commerce sales of food products. 

Article 62, in particular, says that online sellers are required to abide by the 

law.227) The true extent of changes for companies will depend on 

implementation, which in turn, depends on regulations still pending in 2016 

and 2017. 

6) 2016 Draft Regulations

In August 2016, the State Administration of Industry and Commerce 

(SAIC) issued a number of new, proposed regulatory changes to existing 

consumer protection laws. Most are related to the collection and retention of 

data and data privacy provisions.228) Note the connections between 

consumer protection, data privacy and China’s cybersecurity regulatory 

changes (discussed earlier in this chapter).

C. Hong Kong

Hong Kong does not have one main piece of legislation dealing with 

consumer protection generally. Instead, there are several pieces of legislation 

addressing various aspects of consumer rights, including, but not limited to, 

the following:

Ⅰ. the Consumer Council Ordinance (which mandates the Council with 

the protection of rights of consumers of good and services);229) 

227) Andrew Sim, “China:  An Overview of the New Food Safety Law,” April 19, 2016, Food 

Safety Magazine, accessed at http://www.foodsafetymagazine.com/enewsletter/china‐an‐
overview‐of‐the‐new‐food‐safety‐law/.

228) Ashwin Kaja and Eric Carlson, “China Releases Draft Implementing Regulations for 

Consumer Rights Protections Law,” National Law Review, August 12, 2016, accessed at: 

http://www.natlawreview.com/article/china‐releases‐draft‐implementing‐regulations‐
consumer‐rights‐protection‐law.
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Ⅱ.  the Sale of Goods Ordinance; 230)  and

Ⅲ. the Supply of Services Ordinance; 231) 

Ⅳ. several other provisions related to consumer safety, consumer credit, 

consumer health, and trade practices. 

D. Japan

Japan has extensive regulations in place for consumer protection. A 

Minister of State for Consumer Affairs and Food Safety has been in charge 

of the Consumer Affairs Agency since 2009.232)  As noted above, data 

privacy is not handled by any specific agency, but is regulated through the 

APPI laws.

Depending on the product, e‐commerce sellers have to ensure that items 

comply with a range of specific provisions, such as the Electrical Appliance 

and Material Safety Law; Technical Regulations and Conformity 

Certification for Radio Equipment; Consumer Products Safety Act; 

Household Goods Quality Labeling Law; Food Sanitation Act and Food 

Labeling Law; and the Pharmaceutical Affairs Act. 

1) Consumer Contract Act, 2000

This law, simply put, prescribes civil rules to regulate the nature of the 

relationship between consumers and businesses.

229) http://www.legislation.gov.hk/blis_ind.nsf/WebView?OpenAgent&cap=CurAllEng 

Doc *216.
230) http://www.hklii.hk/eng/hk/legis/ord/26/.
231) http://www.hklii.hk/eng/hk/legis/ord/457/.
232) http://www.caa.go.jp/en/.
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2) Act on Special Provisions to the Civil Code on Electronic 

Consumer Contracts and Electronic Acceptance Notice, 

2001 

This act provides special provisions to the Civil Code for mistakes in an 

electronic consumer contract.

3) Consumer Product Safety Act, 2011

This Act was first created in 1973 and last amended in 2011.233)  It covers 

a wide range of issues related to product safety, including regulations on 

labeling, reporting requirements, conformity assessment procedures, and 

enforcement actions. 

4) Act on Specified Commercial Transactions

The Act was amended in 2016 to include new provisions for 

telemarketing, mail order sales, and multi‐level marketing.234)  

E. South Korea

South Korea manages consumer protection through the Korea Fair Trade 

Commission (KFTC). It was established in 1981 and in 1996, the head was 

upgraded to cabinet level. 

1) Framework Act on Consumers, 2010

The main legislation dealing with consumer affairs in Korea is the 

Framework Act on Consumers. It was wholly revised in 2006 and last 

233) http://www.wipo.int/wipolex/en/text.jsp?file_id=338218.
234) Sayuri Umeda, “Act on Specified Transactions Amended,” August 29, 2016, US Library of 

Congress, accessed at http://www.loc.gov/law/foreign‐news/article/japan‐act‐on‐speci-

fied‐commercial‐transactions‐amended/.
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amended in 2010.235) The Act prescribes consumers’ rights and duties, duties 

of governments and business, the roles of consumer organizations and 

relationship between consumers and companies to protect consumers’ rights 

and interests, and also to prescribe basic matters necessary for comprehensively 

facilitating consumer policies.

2) The Act on the Consumer Protection in the Electronic 

Commerce Transactions (the E‐commerce Act), 2010

The Act on the Consumer Protection in the Electronic Commerce 

Transactions aims to protect consumers and to enhance market 

confidence.236) The Act, last amended in 2012, regulates matters relating to 

all trade of goods or services between business operators and consumers 

(B2C) that involves electronic commerce transactions or mail orders. 

However, not all goods and business operators are under the application of 

this Act. Typical business operators subject to the application of the Act are 

electronic commerce business operators, mail order distributors, and mail 

order brokers.

In August 2015, the Korea Fair Trade Commission (KFTC) published 

Guidelines for Consumer Protection in E‐Commerce that provides explanations and 

examples for further understanding of the E‐Commerce Act, and 

recommendations for new types of websites, such as social commerce and 

price comparison services.237)

235) https://luatcanhtranhvabaovenguoitieudung.wordpress.com/2011/06/01/south‐kore-

an‐framework‐act‐on‐consumers/.
236) http://law.go.kr/engLsSc.do?menuId=0&subMenu=5&query=전자상거래

#liBgcolor0.
237) Korea Fair Trade Commission, August 20, 2015, “Guidelines for Consumer Protection in 

Electronic Commerce,” Retrieved from: http://eng.ftc.go.kr/bbs.do.
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3) Cloud Computing Development and User Protection Act 

(CCDUPA) 2015

The CCDUPA was introduced in September 2015 to provide a framework 

for introducing cloud computing infrastructures and services. Under the 

CCDUPA, the Korean Government will provide tax benefits and other 

support to private sector companies in order to encourage cloud computing.238)

4) Act on the Promotion of Information Communication Network 

Utilization and Information Protection (“PICNUIA”), 2016

The Korean Communications Commission (KCC) changed regulations to 

impose steep fines on companies that experience data breaches and imposed 

new fines when companies fail to obtain prior customer consent when 

transferring customer personal data internationally (for access, management 

or storage). KCC can also impose corporate sanctions against top 

management in data breach cases, and order companies to delete any 

personal data exposed in such breaches. Starting in March 2017, all 

smartphone application providers will require the consent of each app user 

to access the personal data stored on smartphones.239)

F. Taiwan

Taiwan manages consumer protection through the Consumer Protection 

Committee of the Executive Yuan.240)  

238) Hwang Mak Park, “Doing Business in South Korea,” February 1, 2016, accessed at: 

http://us.practicallaw.com/5‐501‐0628.
239) These changes bring PICNUIA in line with the Personal Information Protection Act and 

the Protection of Credit Information Act. Cynthia O’Donoghue and Chantalle Taylor, 

“South Korea Sharpens Teeth of Privacy Law,” April 20, 2016, accessed at 

http://www.jdsupra.com/legalnews/south‐korea‐sharpens‐the‐teeth‐of‐its‐62747/.
240) http://www.cpc.ey.gov.tw/cpc_en/Default.aspx.
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1) The Consumer Protection Act 2015

The Consumer Protection Act, last amended in 2015, is the main law 

protecting the interests of its consumers. The latest amendments included 

several provisions specific to e‐commerce and digital trade, including new 

rules about the clarity of products on offer, a seven‐day trial period for 

products (in most cases), refund procedures, and new procedures for 

disputes.241)

8. Over‐the‐Top (OTT) Internet Services 

Over‐The‐Top (OTT) services can be defined as the delivery of media 

(audio, video, etc.) by means of the internet without the involvement of 

traditional systems operators in the distribution of the content. OTT is an 

interesting area for study, since it represents an area undergoing disruption 

where existing regulatory frameworks created for an “off line” world may be 

ill‐suited for an “online” environment.

OTT services illustrate the rapid evolution of new sectors and disruption 

of old service industries with the spread of new technologies. Examples of 

OTT242) include: 

• VoIP (also known as Voice‐over Internet Protocol) or Voice‐Over‐
Broadband (VOB) or internet telephony takes a number of different 

forms. Across different platforms, VoIP services can be phone‐to‐
phone, PC‐to‐PC (‘on‐net’), PC‐to‐phone (‘inbound’), phone‐to‐PC 

241) Wen‐Ping Lai and Wei‐Hsuan Chen, “Amendments to Consumer Protection Act,” June 

26, 2015, accessed at http://www.lexology.com/library/detail.aspx?g=0bcdcee9‐4059‐
48eb‐b48c‐4947623c70db.

242) This list is drawn from the ICT Regulation Toolkit, developed by the ITU, accessed at: 

http://www.ictregulationtoolkit.org/2.5.
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(‘outbound’) and phone‐to‐phone (‘bi‐directional’ between different 

networks). The different forms are reflected in licensing conditions. 

Common examples include Skype, WhatsApp, KaKao Talk, and 

WeChat. 

• SMS – the short message service (texting) has been a very lucrative 

business for fixed and mobile operators. While network quality is a 

major constraint to some OTT voice applications, SMS applications 

are growing.

• Applications (Apps) – This term is now associated with smartphones. 

Early examples include Skype (first on fixed networks but now also 

mobiles) and there are now thousands provided by mobile operators 

and third parties. Their important characteristic is that they are car-

ried over the data part of mobile service.

• Cloud Services ‐ The general idea of the ‘cloud’ is to store your media 

on the internet so you can access it from any device anywhere, as op-

posed to leaving it on a hard drive. Apple, Google, Amazon, 

Microsoft and Dropbox all offer cloud services.

• Internet Television – With Internet (‘best‐efforts’) TV (e.g. Apple 

TV, Google TV, Netflix) the consumer pays for the content package 

separately, and in addition to, the broadband access package. The 

content provider may use a VPN (Virtual Private Network) to try and 

secure the content from copying or may be encrypted and decrypted. 

But it is delivered over the top of the Internet Service (ISP) pro-

vider’s network.

• IPTV ‐ IPTV is not ‘over‐the‐top’ because it is provided directly by 

carriers and ISPs. The consumer pays the ISP for both the content 

package and the broadband delivery package (e.g. ‘Triple Play’ bun-

dles telephony, broadband and television). This allows the ISP to 

‘guarantee’ some quality of service with its Content Delivery 

Network (CDN) to ensure that the video content is coming from the 
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nearest possible server to the consumer’s premise and over its own 

network.

One of the main problems faced by the OTT industry is online piracy. 

Though regulatory norms differ from jurisdiction to jurisdiction, theft of 

content is what plagues the industry the most – this is especially problematic 

given the lack of precise regulations covering these services. Further, 

difference in treatment of content, advertising and other such issues, makes 

these services difficult to provide.

In terms of combatting online piracy, South Korea is one of the few 

countries in the Asia Pacific region to have used its site blocking powers to 

ensure that offshore websites do not commit copyright violations. 

A. Best Practices for OTT

Across the world, governments have agreed that OTT services should be 

regulated, but there is still no consensus on which is the best way forward.243) 

Discussion has centered around topics like net neutrality, zero ratings, 

consumer protection, and anti‐trust concerns.

The International Telecommunications Union (ITU), the global body 

perhaps best positioned to address some of the issues of OTT, has suggested 

reforms including, but not limited to:

• an alignment in regulations covering the financial services, data and 

privacy and information in both broadcasting and communications 

243) For example, even within the EU, the approach adopted by Germany defers from the one 

taken by the EU as a body. See Wimmer, N. Dr. (2016). New Players – Old Rules? The Current 

Debate on the Regulation of OTT Services in the EU and Germany. Available at 

http://www.whitecase.com/publications/article/new‐players‐old‐rules‐current‐debate‐
regulation‐ott‐services‐eu‐and‐germany.
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domains; 

• formulating guidelines for protection of consumers of OTT services ‐ 
including the protection of privacy and personal data;244) 

• developing policy that balances political and commercial viability and 

takes into account market trends; 

• pricing regulations; and

• clarifying licensing requirements with respect to OTT service pro-

viders – which is lacking in most markets.245) 

In essence, a regulatory framework – as an enhancement of existing norms 

or through creation of new ones – should maximize the benefits offered by 

OTT services while minimizing associated risks.246)

The OTT space should be regulated with a holistic perspective however, 

and not left to just telecommunications ministries, as an example. As digital 

trade expands, the relevance of OTT to broader communications and trade 

spaces becomes more important. New regulatory changes can have greater 

impact and need careful oversight to avoid regulatory fragmentation. In this 

fast‐evolving space, businesses should be given an opportunity to comment 

on proposed changes and sufficient time to adjust to new rules. Finally, as 

with many areas of digital regulations, proposed new regulations should be 

technology agnostic as much as possible. 

244) I4th Global Regulators Symposium, International Telecommunication Union. (2014). Best 

Practice Guidelines on Consumer Protection In A Digital World. Available at http://www.it-

u.int/en/ITU‐D/Conferences/GSR/Documents/GSR14_BPG_final_en.pdf.
245) Mnakri, M. (2015). Regulating ‘Over‐the‐Top’ Services: Need and Efficiency. Available a 

https://www.itu.int/en/ITU‐D/RegulatoryMarket/Documents/Regulation%20and% 

20consumer%20protection.pdf.
246) Asia Pacific Economic Cooperation Symposium ‘Good Policy and Regulatory Practices 

for Facilitating Trade and Investment in Telecommunications and ICT Services’. (2014). 

Good Practices Report. Available at https://www.rmit.edu.au/content/dam/rmit/ 

documents/college‐of‐business/industry/apec/Telecommunications‐and‐ICT‐
Symposium‐Report‐‐‐endorsed‐GOS‐31‐1‐15.pdf.
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Evolving technologies mean that regulations must try to be forward 

looking, allow future growth in new areas, and not try to protect non‐
performing operators. New principles must include non‐discrimination and 

net neutrality. 

B. China

China has the most stringent and specialized rules governing OTT 

services in Northeast Asia, even banning foreign investment in this sector. 

At the outset, there is a distinction drawn between ‘audio‐visual 

programming delivered via the Internet (Internet TV) and via other devices 

such as mobile phones, websites, etc. (OTT TV).’

OTT services are governed under overlapping authorities of several 

government regulatory agencies.247)  Of these, the SAPPRFT oversees 

licensing matters (in conjuction with the Ministry of Industry and 

Information Technology), licensing of foreign channels and censorship of 

content. In the absence of direction to the contrary, specific advertising 

restrictions which are otherwise meant for merely televison broadcasts, do 

not apply to Internet TV and OTT TV.248) That said, it has been a norm to 

consult with regulatory bodies before any advertisement is released. When it 

comes to regulating content, the same standards are applied in the case of 

Internet TV and OTT TV as in the case of television channels and internet 

content. Content could be censored on the basis of violating basic 

constitutional tenets and in any way threatening the unity, sovereignty and 

247) Including Ministry of Industry and Information Technology (MIIT, governing value‐
added telecoms services such as internet content providers or information service pro-

viders), the State Administration of Press, Publication, Radio, Film and Television or 

SAPPRFT (internet news and monitoring of online content) and Ministry of Culture 

(online transmission of “Internet culture products” including music and gaming).
248) Internet TV and OTT TV are currently outside the scope of traditional forms of radio and 

television without an inclusionary clarification made to that effect.
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social morality of China.

Prior to 2014, there was little regulation of OTT streaming in China. But 

after SARFT regulations took effect, only seven companies received licenses 

for streaming. The majority of broadcasted content is controlled by China 

Central Television (CCTV), which owns the internet‐based China Network 

Television (CNTV) and its subsidiary Future TV. The additional OTT 

players include CIBN (established by China Radio International), Best TV (a 

subsidiary of Shanghai Media Group), Wasu Digital TV Media 

Group (Alibaba partners), Southern TV, CETV  and Twitch‐like live 

streaming platform Panda TV.  Tencent (the country’s biggest online 

gaming and social media company) distributes OTT content under a CCTV 

license.249)  Regulations require that no more than 30% of programming 

content can be foreign.

In China, OTT currently relies on set top boxes, such as Xiaomi Millet 

Box and LeTV box. This means that rules around set‐top boxes are critically 

important. In late 2015, SAPPRFT ordered that domestic producers of set‐
top boxes uninstall illegal third‐party applications. It issued a list of 81 such 

illegal applications, so domestic brands such as Tmall, Xiaomi and Huawei 

had to upgrade their operating systems, leaving users with fewer options in 

terms of what they could watch.250)  

The 2016 Administrative Regulations for Online Publishing Services (“Online 

Publishing Regulations”) also has implications for OTT.251)  The rules were 

clarified in a later press release.252)

249) See Yoel Zanger, “Lost in Translation: Streaming in China,” September 6, 2016, 

https://techcrunch.com/2016/09/06/lost‐in‐translation‐streaming‐in‐china/.
250) Colin Mann, “China Outlaws OTT STB Apps,” November 30, 2015, http://advanced‐

television.com/2015/11/30/china‐outlaws‐ott‐stb‐apps/.
251) For a translation of the rules, see https://chinacopyrightandmedia.wordpress.com/ 

2016/02/04/online‐publishing‐service‐management‐rules/.
252) See Karen Ip, “SARPPFT Clarifies New Online Publishing Regulations,” April 5, 2016, 

http://www.lexology.com/library/detail.aspx?g=a3572276‐5cdd‐46bc‐8421‐
c9b0edb2a474.
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C. Hong Kong

As is the case with South Korea and Taiwan, it is arguable (at least in 

theory) that extant provisions on broadcast regulation shall apply to OTT services 

in Hong Kong as most government policies regulating the telecommunications 

and broadcasting sector are technology neutral. Legally, the government has 

no authority to regulate OTT services, including licensing and most 

advertising content. Hong Kong censors content distributed by a website 

within its territory if the content is found to be obscene. 

D. Japan

OTT TV services are not defined, leading to almost no regulation, except 

in a few cases. Even so, OTT enjoys certain protections enjoyed by other 

similar services. For example, the Copyright Laws in Japan offer the same 

level of protection and stringent punishment for violation of rights in the 

case of pay‐TV as well as OTT services. The regime in Japan is quite liberal 

and after an initial licensing requirement does not have any impositions on 

the participation of foreign channels. Largely, the OTT market in Japan 

suffers from the vice of lack of regulation. Though this makes the industry 

liberal, it could also lead to problems in the future. 

Japan’s market is currently served by three multi‐service operators offering 

fixed‐line telephony, fixed broadband Internet access, mobile voice 

telephony, mobile broadband Internet access and pay TV services. One 

report notes that although Japan has the necessary physical infrastructure to 

support OTT video on demand, pure OTT players have not found much 

success as Japanese broadcasters, since the largest Japanese content 

producers appear reluctant to release content to the OTT players since they 

believe it will cannibalize advertising revenue.253)
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E. South Korea

Despite being an incredibly wired economy with advanced IoT, strong 

broadband and mobile penetration, OTT services are less widespread. Even 

though specialised regulation is absent, it can be argued that, in theory, the 

Internet Multimedia Broadcasting Business Act (IMBBA) would apply to for

‐profit OTT services (in matters of licensing, advertising norms, content 

regulation, foreign investment and consumer protection). In addition, the 

Korea Communications Commission (KCC) is the body responsible for 

regulation of OTT services in Korea, except for those which are not 

operated for profit. 

In July 2012, KCC allowed telecommunications companies to block 

mobile carriers VoIP calls if necessary.254)  This regulatory shift came shortly 

after KakaoTalk launched VoIP service that saw Korean customers making 

20 million phone calls in just 3 days.255)

The Telecommunication Business Act had given the telecommunications 

ministry the authority to regulate telecoms practices undermining unfair 

competition and users interests. Therefore, although there was no clear 

statement of network neutrality, the Act had some provisions that could be 

used for net neutrality regulation. After the KCC ruled in mid‐2012, an 

uproar ensued. The KCC was replaced by a new regulator, the Ministry of 

Science, ICT and Future Planning (MSIP) as the telecommunications 

regulatory authority. In June 2014, MSIP announced a new plan to handle 

253) See Paul Harpur, Japan ‐ Telecoms, Mobile, Broadband and Digital Media ‐ Statistics and Analyses, 

April 2016, accessed at: https://www.budde.com.au/Research/Japan‐Telecoms‐Mobile‐
Broadband‐and‐Digital‐Media‐Statistics‐and‐Analyses.

254) Cho Mu‐Hun, “KCC Allows Carriers to Limit Access for Internet Calls,” Korea Times, 

July 13, 2012, accessed at: http://www.koreatimes.co.kr/www/news/tech/2012/07/ 

129_115063.html.
255) Ryan Kim, “KakaoTalk Fights Net Neutrality Fight in Korea,” July 6, 2012, 

https://gigaom.com/2012/07/06/kakaotalk‐fights‐the‐net‐neutrality‐fight‐in‐korea/.
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regulations on mVoIP. The disputes over these regulations and the broader 

issues related to net neutrality have continued.

F. Taiwan

Since OTT services are yet to be formally regulated, existing provisions, 

especially in case of copyright protection, are used. With an increase in the 

consumption of these services, there has been a suggestion to draft new laws 

to create a regulatory environment particularly for OTT and related services. 

After considerable debate, the National Communications Commission 

(NCC) has not yet reached a decision about how to regulate the OTT space, 

despite rolling out five new acts that might apply.256)  The NCC then said 

that the Legislative Yuan has to decide what to do about this situation.257)

9. Concluding Remarks

The five countries of Northeast Asia show a range of different regulatory 

policies as applied to digital trade and e‐commerce. In some areas, existing 

legislation and regulations are relatively well established with clearly 

developed legal language in place. In others, no legislation exists at all. 

For some problems, like the rise of OTT services, officials in some 

countries seem to be adapting existing regulatory frameworks to fit new 

issues. These solutions make some sense. After all, one of the hallmarks of 

the digital economy is the rapid evolution of technology. Ideas that would 

have been unthinkable even a few years ago are suddenly in use everywhere. 

256) Shelley Shan, “NCC Undecided on OTT Regulations,” December 5, 2015, Taipei Times, 

http://www.taipeitimes.com/News/taiwan/archives/2015/12/02/2003633840.
257) Shelley Shan, “OTT Rules Up to Lawmakers:  NCC Chair,” Taipei Times, March 15, 2016, 

http://www.taipeitimes.com/News/taiwan/archives/2016/03/15/2003641636. 
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The example of KakaoTalk in South Korea is instructive―generating 20 

million user calls in the first three days after its launch. Since legislation 

changes much more slowly, it would not be sensible to try to respond 

immediately to every new product or service introduced in a rapidly evolving 

digital landscape. 

But clearly many of the trends highlighted in Chapter 2 have been barely 

addressed in many of the Northeast Asian markets. Tiny firms are 

increasingly able to become global competitors. New ways of creating 

products can disrupt entire marketplaces, rapidly reconfiguring supply chains 

and altering traditional approaches to business across the region. Digital 

technologies can upend even backbone industries like banking and create 

opportunities for new players in the marketplace.  

In the face of such rapid change, governments have struggled to respond. 

This chapter highlights the growing fragmentation of the regulatory 

environment across even a handful of countries. On just eight aspects of 

relevance to e‐commerce and digital companies, regulations vary from highly 

impinging to non‐existent. As governments increasingly respond to the 

demands for greater control over the sector, the risks are increasing that 

future mapping exercises will uncover more and more legislation and 

regulations that are uncoordinated and incompatible. 

This is problematic and not just for the companies trying to deliver new 

digital goods and services or for consumers trying to access the benefits of a 

brave new digitally enabled world. It is also an issue for governments trying 

to ensure that they are offering their own citizens the best possible regulatory 

frameworks. In the digital space, efforts of officials in one country can be 

much more easily undermined by decisions made next door.

This situation seems to be crying out for global or regional solutions. The 

next chapter examines the prospects for sorting out how to best regulate 

digital trade and e‐commerce in broader environments.
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One of the primary reasons why individual governments are struggling 

with adapting domestic level regulations to fit a digital world is that 

international regimes have not yet caught up with unfolding developments in 

the digital space either. In fact, it may arguably be easier to create domestic 

level legislation for issues like e‐commerce, even when issues fall in between 

multiple ministries and bureaucratic agencies, than to try to address e‐
commerce in a global setting. 

There are three global institutions that might be expected to address at 

least some aspects of digital trade and e‐commerce―the World Trade 

Organization (WTO), the World Customs Organization (WCO), and the 

World Intellectual Property Rights Organization (WIPO). 

Other promising candidates for handling digital trade and e‐commerce 

issues might be regional trade bodies, such as Asia Pacific Economic 

Cooperation (APEC), with 21 members or the Association of Southeast 

Asian Nations (ASEAN), with 10 members.

Finally, if formal trade bodies have been unable to address the growing 

demands of e‐commerce by creating coordinated rules for companies, 

informal groupings of governments might create new regulatory frameworks 

in free trade agreements (FTAs). Most bilateral and even regional FTAs 

have, at best, made only modest attempts to include e‐commerce or digital 

rules so far. In this context, the Trans‐Pacific Partnership (TPP) really breaks 

new ground in creating digital rules and setting out a possible regulatory 

platform in the region.

This chapter considers the contributions of each of these sets of potential 

actors in creating digitally‐responsive regulations in turn.

1. The World Trade Organization (WTO) 

The World Trade Organization (WTO) does not yet have a set of explicit 
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rules in place for e‐commerce or digital trade.258)  But it does have several 

provisions or partial agreements that are relevant. The most important are 

the Information Technology Agreement (ITA) the General Agreement on 

Trade in Services (GATS) commitments and the Trade‐Related Intellectual 

Property Rights (TRIPs) Agreement. The Bali agreement on Trade 

Facilitation is nearly ready for implementation in early 2017.

In general, WTO commitments are designed to apply to all 160+ 

members and are created as part of large “packages” of promises negotiated 

in rounds. The last time the WTO completed a substantial agreement was 

1995 with the conclusion of the Uruguay Round commitments. Since then, 

the organization has struggled to make headway with an acceptable set of 

benefits and obligations for all members. 

One explicit digital provision, agreed upon by all members at ministerial 

meetings in 1998, 2005 and again in 2015, is a moratorium on customs duties 

for electronic goods and services. 

In a 1998 ministerial meeting, members agreed to open a work program 

on electronic commerce. Four subgroups met and drafted various papers for 

submission to the General Council in 1999. With serious disagreement about 

such matters as how to classify e‐commerce and which group should oversee 

the work group’s efforts, the effort foundered. Nevertheless, since 2005, 

various ministerial meetings have continued to endorse the idea of having 

the work program on e‐commerce continue in Geneva. 

A. Information Technology Agreement (ITA)

While members discuss whether or not to broaden digital commitments 

beyond the digital products duty moratorium, a subset of members actively 

258) The September 2016 WTO Public Forum featured a strong program focused on e‐com-

merce and digital trade, however, with many country delegates suggesting the sector may 

be a promising area for future work plans or programs of some sort.
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involved in trade in information technology hardware products managed to 

create an agreement among themselves to substantially lower tariffs on a set 

list of products. This type of arrangement, called a “plurilateral” agreement, 

does not apply to all WTO members. The ITA was triggered when enough 

members controlling the bulk of global trade in these products agreed to 

participate in negotiations over tariff reductions. The remaining WTO 

members received the benefits of the agreement without reciprocal 

obligations to reduce their own tariffs on IT products. 

The ITA is therefore a unique agreement in the WTO―negotiated by a 

subset of members but with non‐reciprocal benefits applied to all. Given the 

importance of IT and ICT products to Northeast Asian economies, the ITA 

agreement was extremely helpful in changing up the nature of supply chains 

across the region. Duty‐free treatment meant that firms could geographically 

disperse production into locations best suited to production across the 

region, without tariff barriers distorting costs. Taiwanese firms, for example, 

rapidly expanded manufacturing into China.

However, the ITA agreement had an important built‐in flaw. The tariff 

reductions applied to a set list of products only. In a rapidly changing and 

evolving industry, new products were being created continuously. These 

innovative items were often not given duty‐free treatment. Hence, over time, 

the ITA became less relevant and the urgency of updating the list of items 

grew.

ITA negotiations were concluded at the Singapore ministerial conference 

in 1996 with 29 participating countries, accounting for roughly 90 percent of 

global trade in IT products. Over time, membership in ITA grew to 82 

members, representing 97 percent of world trade in covered products. At the 

Nairobi ministerial conference in 2015, 50 members agreed on an expansion, 

informally called ITA2, to eliminate tariffs on an additional 201 IT products, 

including:
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• a new generation of semi‐conductors

• GPS navigation systems

• tools for manufacturing printed circuits

• telecommunications satellites

• touch screens, and

• some state‐of‐the‐art medical products.

ITA2 will eliminate tariffs on approximately 10% of global trade. China, 

Hong Kong, Japan, Korea and Taiwan are all signatories.

The first set of ITA2 tariff cuts were to be implemented on 1 July 2016 

and the second set no later than 1 July 2017, with successive reductions 

taking place on 1 July 2018 and effective elimination no later than 1 July 

2019.

Figure 15. ITA2 Expansion

Annex 2
ITA Expansion

Estimated share of tariff lines and imports in duty-free conditions
all 24 Participants, by implementation year
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Source: WTO Secretariat based on WTO-IDB data(imports) and Participants’ draft schedules (tariff 
lines), as of 16 December 2015.
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Around 65% of tariff lines will be eliminated in 2016 (accounting for 

around 88% of imports). By 2019 this will increase to 89% of the tariff lines 

(and 95% of imports). This will reach 100% over 7 years.259)

The ITA agreement is important for several reasons. First, most WTO 

members point to the ITA as a “high water mark” in addressing digital trade 

issues. It is, perhaps, debatable whether or not the ITA itself fits the 

traditional definition of digital trade as many of the products covered have 

little to do with digital trade including cash registers, flow meters, and some 

grinding machines. But clearly the coming of the e‐commerce revolution 

would have been harder had the agreement not dropped tariffs on 

computers, semiconductors, software, and data devices. 

Second, the ITA is also important for the method of opening markets. 

The use of a plurilateral has set the stage for a possible approach to other e‐
commerce issues in the future. The ITA did not follow existing templates for 

plurilaterals and showed how an agreement could be triggered by a subset of 

members encompassing a threshold of market share, with benefits extended 

to all. Something similar might be possible for e‐commerce or for digital 

trade provisions in the future.

B. WTO GATS 

The early days of the WTO (back when the organization was called the 

General Agreement on Tariffs and Trade or GATT) was largely focused on 

tariff reductions for goods. By the late 1980s, it was increasingly clear that 

the institution needed to broaden its focus. Two important elements were 

added to the mandate of the organization―new rules and commitments on 

services (GATS) and intellectual property rights (TRIPs). 

259) The schedules of these members can be found here: https://docs.wto.org/dol2fe/ 

Pages/FE_Search/FE_S_S006.aspx?Query=(%20@Symbol=%20g/ma/w/117*%20)

&Language=ENGLISH&Context=FomerScriptedSearch&languageUIChanged=true#.
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However, while the members were in agreement that services should be 

added to the agenda of the WTO, there was less consensus on what, exactly, 

should be done to open up cross‐border trade in services. Clearly, 

regulations could be used as a barrier to trade. But beyond this broad 

agreement, officials ran into a host of practical problems trying to sort out 

issues around trade in services.

At the time, members were not sure how services might realistically be 

traded across borders. Officials divided up services trade into four “modes” 

of delivery―basically splitting services into “who” or “what” was moving 

across a border. 

Under Mode 1 services, no one and no service “moves.”  Under Mode 2, 

the consumer moves to consume a service (a person travels to another 

country to use a service, like going to a foreign hospital for surgery). Under 

Mode 3, the service moves (the hospital sets up locally to provide surgery). 

Under Mode 4, the person moves to deliver the service (the doctor moves to 

perform the surgery). 

Of importance for this paper are Mode 1 services. At the time of Uruguay 

Round negotiations, officials had trouble imagining many services “moving” 

without anyone or any thing crossing a border. A service would largely have 

to go by post or by telephone. Fax machines were quite new. So, to continue 

the example above, how could surgery or hospital services “move” by mode 

1?  At the time of GATS negotiations, hospital services were unlikely to 

move by fax or telephone. The very idea would have seemed laughable.

Now, of course, it is actually possible for a surgeon in one country to 

literally direct another surgeon or even use a robot to operate on a patient in 

a different country via the internet. So it is certainly possible for Mode 1 

services to take place on a scale and scope that were just unimaginable in the 

late 1980s and early 1990s when countries were designing their Mode 1 

schedules and commitments in the WTO.

Hence, for some WTO members, their existing Mode 1 services schedules 
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that now apply in a digital era are extremely liberal. This means that digital 

services can be delivered with no restrictions, because nearly every country 

that opened Mode 1 services did so without any restrictions at all. 

Alternatively, because some officials were just generally cautious about 

opening services in the 1990s, no Mode 1 services may be opened at all. No 

digital services may be supplied under WTO commitments for many 

countries in whole sectors like health or construction or business services. In 

general, countries either opened or did not open Mode 1 services as a binary 

option.260)

Just because a country failed to open a sector in the WTO under Mode 1, 

does not mean, of course, that services cannot be delivered digitally now. 

Mode 1 commitments simply provide an additional avenue for business 

assurance that markets will not be closed if they were pledged to remain 

open. 

Note, however, that Mode 1 pledges do not solve all problems for firms. 

For instance, having a Mode 1 sector listed as “open” does not mean that 

countries have not created licensing requirements or have other regulatory 

rules that make it more difficult than it may first appear to deliver a service 

across borders. Many countries, for instance, may require a local presence or 

a local license to provide health services in a local market, making it 

impossible for some surgeons to perform surgery under any circumstances 

unless they have already gotten these certificates (or, alternatively, if the 

practice of performing cross‐border surgery increases, some countries could 

look into creating such a requirement in the future to protect local surgeons).

The format of WTO GATS scheduling is deeply problematic for digital 

trade (and services trade in general). The division of services in the modes of 

260) This is different from all other Modes of services schedules where officials often opened 

sectors, but did so with various restrictions attached. In services, unlike goods, it is possi-

ble to discriminate between foreign and local providers (as long as these differences were 

recorded in member country schedules).
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supply may have made sense to officials grappling with practical decisions on 

how to schedule services in the 1980s, but it has little relevance to the 

business world of today. For most companies, services include all modes of 

supply simultaneously. Just as problematic, most firms view services and 

goods trade as equally intertwined.261)  Particularly in the e‐commerce and 

digital trade space, it can be hard to separate out what is a “good” and what is 

a “service.”  

Finally, the method of scheduling services in the WTO is the use of the 

“positive list.”  Member governments listed only those sectors where they 

wanted to allow market liberalization to take place. All other service sectors 

remained closed. In the digital realm, however, this means that new service 

sectors are automatically closed unless and until member governments get 

together and explicitly decide to add new service sectors to their schedules. 

Many of the most creative and innovative digital firms in the marketplace 

today make a living precisely by “disrupting” or by finding new market 

opportunities in unexploited and unimagined spaces. By definition, these 

unimagined spaces do not come with ready‐made CPC codes.262)  They are 

not on the WTO service sector lists and they will not come with Mode 1 

commitments already in place. The newest service industries in the digital 

space will never find market opening opportunities in the WTO schedules, 

unless they creatively twist existing commitments made from more than 20 

years ago to their favor. 

In some other aspects beyond market liberalization, GATS rules may have 

applications to digital services. Trade in services, after all, is really about 

domestic regulations that apply to services. For example, WTO rules on 

services that require non‐discrimination between foreign and domestic 

261) See, for example, Patrick Low and Gloria Pasadilla (eds), Services in Global Value Chains, 

APEC, World Scientific, 2016.
262) The CPC codes are the classification system used to divide services into roughly 160 sec-

tors and subsectors for scheduling.
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suppliers of services (when the covered sectors are scheduled) should apply 

equally in the offline and online world. 

The WTO has an Annex on Telecommunications that some have 

interpreted to apply to the digital world as well.263)  The Annex does have 

provisions that provide the right to use telecommunications networks and 

services to supply services that are themselves subject to GATS 

commitments. The rules allow for the movement of information “within and 

across borders” and allow access to databases. But since the Annex was 

written with a view towards traditional telephone transmissions and not full‐
blown internet and digital trade, it does appear to be a stretch to suggest that 

this Annex alone is sufficient to cover digital trade. 

The WTO allows many domestic‐level digital services restrictions, such as 

those involving broadcast, entertainment, advertising, or IP‐affected Internet 

content, by applying the exemptions in Article XIV of GATS. This gives 

governments the right to pursue certain public policy goals over trade 

liberalization if they choose to do so. 

There have been a few dispute settlement cases that have helped clarify 

some issues surrounding the applicability of GATS rules in the digital space. 

In particular, dispute panels have ruled that GATS service commitments do 

apply to services delivered electronically, unless a member has specifically 

claimed an exception. Dispute panel members have cited the principle of 

technological neutrality and this point seems to be recognized by WTO 

members more broadly.  Future dispute cases are likely to continue in the 

area of digital trade as countries continue to stretch existing rules and 

commitments to apply to new areas of e‐commerce.

263) See, for example, the e‐15 Expert Group on the Digital Economy, ICTSD, http:// 

e15initiative.org/wp‐content/uploads/2015/09/E15‐Digital‐Economy‐Porges‐and‐
Enders‐Final.pdf.
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C. Trade in Services (TiSA)

Another ongoing plurilateral negotiation that applies to a subset of WTO 

members, the Trade in Services Agreement (TiSA), will have updated GATS 

rules, and commitments on services more generally, and contains a number 

of very important digital services trade rules. TiSA is currently being 

negotiated on the sidelines of the WTO and it is not yet clear how TiSA 

provisions might be incorporated into the broader membership. It may be 

that TiSA is extended to all like ITA or it may be that TiSA applies only to 

those WTO members that join TiSA. 

TiSA was launched in April 2013 and currently includes 23 members who 

have held 21 rounds of negotiations by November 2016.264)  Hong Kong, 

Japan, South Korea and Japan are members and China has been in 

discussions with members about joining the agreement. 

The TiSA schedules are an interesting mix of positive and negative list. In 

part, this mix derives from the current membership, particularly the 

European Union where members are reluctant to schedule market access on 

the basis of a negative list, and most of the rest of the membership who have 

become much more comfortable with negative list access schedules. As 

noted above, for digital and other cutting‐edge services, negative list 

scheduling is likely to be critically important to avoid getting caught in 

another ITA where the agreement rapidly becomes out of date and cannot 

be easily renegotiated in the future.

Even if TiSA is never moved back into the WTO membership as a whole 

(or ever survives as a completed agreement), many of the provisions 

currently contained in TiSA are likely to appear at some point in the WTO.265)  

264) The best government update on TiSA can be found at http://ec.europa.eu/trade/policy/ 

in‐focus/tisa/.
265) See the review of TiSA issues for the US Congress prepared by Rachel Fefer, “Trade in 

Services Agreement (TiSA) Negotiations:  Overview and Issues for Congress,” January 
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The digital trade elements of TiSA are perhaps the most important updates 

to the GATS framework as most WTO members recognize the critical need 

to update the existing 20+ year old rule book for services trade in a digital 

era. 

D. TRIPs

While the World Intellectual Property Organization (WIPO) administers 

intellectual property rights globally, many WTO members saw a key problem 

with WIPO treaties―no enforcement mechanism. The WTO, by contrast, is 

legally binding. In fact, the dispute settlement system in the WTO is often 

called its “crown jewel.”  

Hence WTO members seized the opportunity to move several important 

IP provisions directly into the trade community in 1995 with the 

restructuring of the organization. The transformation of the GATT into the 

WTO at the conclusion of the Uruguay Round negotiations included the 

addition of services, the incorporation of IP rights and obligations, and 

significant changes to the dispute settlement system. 

Like most WTO commitments, the TRIPs agreement predates much of 

the digital world. The agreement is a minimum standard agreement, which 

requires that members provide at least as much protection as the deal 

requires (but allows countries to provide more if they want). 

TRIPs incorporated the Paris and Berne conventions (noted in Chapter 3) 

with a few extensions, including the clear application of copyright to 

computer programs as protected literary works (Article 10.1), databases and 

other compilations of data (Article 10.2). The related rights granted in TRIPS 

include exceptions for broadcast. TRIPS provisions also covers trademarks, 

industrial designs, patents, layout designs of integrated circuits (Article 35) 

28, 2016, Congressional Research Service, accessed at https://www.fas.org/sgp/crs/misc/ 

R44354.pdf.
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and has some language on trade secrets.266) 

Much of the focus on TRIPs since 1995 has been on the connection 

between IP and public health. Limited attention has thus far been paid to 

how to upgrade TRIPs to address new digital trade issues. 

E. Bali Trade Facilitation

The WTO has another agreement in the pipeline with direct relevance to e

‐commerce. In 2014, at the Bali ministerial meeting, members agreed to a set 

of new provisions for trade facilitation.267)  The first 12 articles essentially set 

out what customs officials are obligated to do in member countries. The 

final article stipulates the institutional arrangements for the agreement at the 

WTO.268)

In general, the purpose of the agreement is to ensure a common base for 

members across a variety of customs elements. Article 1, for example, covers 

the publication and availability of information. Members will be required to 

inform traders, governments and others of import, export and transit 

procedures, including all forms and documents required; all applied rates of 

duty, taxes, fees and charges; the rules used for classification of products and 

rules of origin laws; and any and all import, export or transit restrictions. 

There must be appeal procedures in place. All of this information must be 

placed on the internet as much as possible, with clearly defined enquiry 

points. While the agreement sounds onerous, it also comes with legal 

266) For further information, please see the WTO at: https://www.wto.org/english/tra-

top_e/trips_e/intel2_e.htm.
267) The Bali commitments go beyond trade facilitation, but the remaining pledges are not rel-

evant for e‐commerce trade. For the complete list of Bali package commitments, see: 

https://www.wto.org/english/thewto_e/minist_e/mc9_e/balipackage_e.htm# 

trade_facilitation. 
268) The Trade Facilitation elements of the package have a dedicated website at: http:// 

www.tfafacility.org.
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language that is much more flexible than past WTO commitments. 

The agreement is currently pending ratification by a sufficient number of 

WTO members to trigger entry into force. The deal requires approval by 

two-thirds of the membership and, on January 24, 2017, Nepal became the 

108th member to ratify the agreement, leaving only two more approvals 

remaining.

For the five Northeast Asian countries studied in this paper, the Bali 

Trade Facilitation agreement may mean minimal domestic level changes for 

most. But the agreement is meant to speed up the movement of goods 

across borders and increase transparency and predictability in border 

crossings. For e‐commerce vendors in Northeast Asia operating across 

borders, the implementation of Bali could lead to lower costs and faster 

delivery times.

The Bali agreement also has become the “defacto” baseline for many 

trade facilitation chapters in ongoing free trade agreement negotiations. 

More advanced FTAs may tighten Bali commitments by shifting pledges 

from states “may” to states “shall” obligations to ensure improved 

compliance with key elements. The Bali commitments also compliment 

existing changes at the domestic level to improve customs and trade 

facilitation efforts and reforms designed to strengthen and improve the 

faster, easier movement of goods across borders.

2. World Customs Organization (WCO) 

The World Customs Organization (WCO) should be concerned about the 

movement of e‐commerce goods. In general, the non‐binding WCO tries to 

promote global best practices for trade facilitation, or the movement of 

goods across international borders. 

Beginning in 2001, the WCO explicitly recognized the growing 
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importance of e‐commerce by adopting the Baku Declaration calling for 

changes in customs procedures (the Revised Kyoto Convention) to ensure 

faster, smoother and simplified e‐customs. 

By 2014, the WCO had moved e‐commerce to its high priority list.269)  

Two sets of issues have been of particular concern for the organization: 

broader concerns such as managing e‐Freight, supporting documentation, 

growing numbers of traders representing potential security threats, and 

uneven and inconsistent regulations around de minimus levels; and the 

second is specific to postal parcels such as electronic exchange of data 

between Post and Customs and goods return services.

The WCO sits at the “front line” of many regulatory gaps. As an 

institution, it can highlight to its members where the specific problems can 

be found, even if it remains unable to solve the difficulties. For example, in 

the area of goods returns, the WCO has noted that unclaimed or undelivered 

parcels have been seized by customs officials in some jurisdictions. Seizure 

may take place even if paperwork included directly on parcels indicates 

which actions (return to sender, redirect, or treat as abandoned) should be 

taken in the event of non‐delivery. 

Another problematic regulatory issue in the event of returned shipments is 

what happens to any duties and taxes paid for a parcel. While WCO currently 

has no specific regulatory recommendation beyond urging members to 

consider the difficulty, at some point these gaps will need to be addressed. 

In September 2016, perhaps in recognition of the growing list of 

problems, the first working group on e‐commerce met at the WCO.270)  The 

group produced a survey that revealed the following issues of concern: lack 

of harmonization in the low‐value shipment process, the need for 

269) See, for example, http://www.wcoomd.org/en/topics/facilitation/resources/permanent‐ 
technical‐committee/~/media/7411BF043409429AA126DADFE6EE7D34.ashx.

270) http://www.wcoomd.org/en/media/newsroom/2016/september/1st‐wco‐working‐
group‐on‐e‐commerce‐gets‐down‐to‐business.aspx.
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digitalization of processes, and the need for innovative solutions to be 

developed in order to capture better information from importers and e‐
commerce intermediaries in particular, to enable better risk assessment. 

Future output may include regulatory best practices for e‐commerce to 

address some of these missing pieces.

3. World Intellectual Property Organization (WIPO)

Chapter 3 already highlighted two key contributions of the World 

Intellectual Property Organization (WIPO) to digital issues―the WIPO 

Copyright Treaty and the WIPO Performances and Phonogram Treaty.271)  

Collectively known as the “Internet Treaties,” these agreements provide the 

framework for the protection of intellectual property and the prevention of 

unauthorized access to works on the internet and digital networks.272)  

While these treaties do directly address the rise of digital trade, it seems 

clear that more adjustment to existing IP protections is likely to be needed as 

new issues continue to arise. Existing IP conventions created for off‐line 

situations may need new reflection and improved balance in an increasingly 

online world.

WIPO is part of the United Nations system, with 189 current members. It 

works through a Secretariat, located in Geneva, near the WTO Secretariat. 

Many members have Ambassadors serve concurrent terms with both WIPO 

and WTO. 

271) Note that Taiwan does not participate in WIPO as a member.
272) For more information, see http://www.wipo.int/copyright/en/activities/internet_ 

treaties.html.
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4. Asia Pacific Economic Cooperation (APEC)

APEC is a non‐binding group of 21 members that includes all five 

Northeast Asian economies. It has had an Electronic Commerce Steering 

Group (ECSG) under way since 1999 to help shape and guide APEC’s 

agenda, and was brought into the Committee on Trade and Investment 

(CTI) in 2007. As with many initiatives in APEC, the agenda is driven by 

members and by host country governments. 

One important element of the ECSG’s work has been a focus on cross‐
border privacy rules. APEC members have been involved in a number of 

different, related initiatives, including the APEC Cross‐Border Privacy 

Enforcement Arrangement and the APEC Cross‐Border Privacy Rules 

System.273)  

Another subgroup has been working on different projects related to 

paperless trading. The implementation of these plans, including some pilot 

projects on supply chain e‐manifest between Chinese Taipei and Korea have 

moved slowly.274)  

At any given time, APEC officials are working on hundreds of different 

projects. Many have direct relevance to e‐commerce. For example, much of 

the APEC work under way on customs procedures, including projects 

intended to examine Authorized Operator schemes or facilitate single windows 

at customs would have significant implications for e‐commerce vendors and 

merchants moving goods across borders. The telecommunications working 

273) For more details, see http://www.apec.org/Groups/Committee‐on‐Trade‐and‐
Investment/~/media/Files/Groups/ECSG/CBPR/CBPR‐PoliciesRules 

Guidelines.ashx. 
274) See http://apec.org/Home/Groups/Committee‐on‐Trade‐and‐Investment/Electronic‐

Commerce‐Steering‐Group. In 2012, a special study was commissioned to study the proj-

ect in greater detail. Study on the Readiness of the ECO Implementation in Cross‐Border Trade in the 

APEC Region, #212‐CT‐01.15, http://publications.apec.org/publication‐detail. php? 

pub_id=1339.
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group spent part of 2016 considering topics like digital services (described as 

internet+services), conformity assessment procedures for information 

technology products, and providing e‐government services. Many of these 

projects apply only to a subset of members that are actively engaged in 

various pathfinder initiatives, while others have wider application. Finally, 

the Ad-Hoc Steering Committee on the Internet Economy was formed to 

produce a report and a roadmap of existing APEC initiatives on e-commerce 

and the digital economy by the end of 2017 and to identify promising new 

avenues for future work.

Some of the APEC initiatives on e‐commerce and trade facilitation were 

picked up and included in ongoing trade agreements like the Trans‐Pacific 

Partnership (TPP) negotiations.

5. Free Trade Agreement E‐Commerce Provisions

As progress in the global trade arenas have stalled, free trade agreements 

(FTAs) have become the primary area of focus for digital trade rule 

negotiations.  

The USA‐Jordan Agreement in 2000 was the first FTA to include an e‐
commerce chapter, and many more have followed with varying degrees of 

impact on the digital trade and e‐commerce sector.

American FTAs tend to have the strongest provisions, reflecting the 

importance of technology and Internet businesses to their domestic 

economy and exports. Commonly they include workable definitions of 

digital goods and services, include non‐discriminatory measures for digital 

services, commit members to a tariff‐free customs rates on digital products, 

and follow a negative‐list approach for services and investment chapters– i.e. 

only listed goods and services are banned, thereby helping to future‐proof 

the agreement for technological innovations. 
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Note that in the Korea and Australia bilateral trade agreement, dispute 

settlement provisions apply precedence to service provisions ahead of e‐
commerce chapter rules if there is a conflict of interest between the two 

chapters.275) 

Figure 16. Asian FTA Digital Provisions Compared

Economic 
Partnership/ 

FTA

Entered 
into 
force

Stated 
Duty‐free 

moratorium

Cross‐ 
border 

trade in 
services 
Chapter

Negative‐
list 

approach

Digital 
carve‐
outs

Balanced 
Copyright

Intermediary 
liability 

protections

Singapore 
– Australia

2003 Yes No No N/A No No

USA – 
Singapore

2004 Yes Yes Yes Yes Limited Yes

Korea – 
ASEAN

2007 Yes Yes Yes Minor** No No

Japan – 
ASEAN

2008 No No No N/A No No

USA – Peru 2009 Yes Yes Yes Yes Limited Yes

China – 
ASEAN

2010 No Yes No N/A No No

China – 
Korea

2015 Yes Yes No* Minor*** Minor No

China – 
Hong Kong

2016 No Yes No Yes No No

TPP ? Yes Yes Yes Minor**** Yes Yes

Note: * However, planned MFN negotiations in two years are to proceed on negative list approach
** Online airline ticket reservation websites are not covered by agreement.
*** Only online sale of alcohol to Korea is exempt.
**** Malaysia, Brunei and Vietnam have longer implementation timelines.

Source: Created by the Asian Trade Centre, TPP Benefits for Digital Trade, August 2016, 

https://static1.squarespace.com/static/5393d501e4b0643446abd228/ 

t/57d79a3ad482e97b4e17e70d/1473747519273/digital+trade+and+the+ 

TPP_v7.pdf.

275) http://dfat.gov.au/trade/agreements/kafta/official‐documents/Pages/default.aspx
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Trade agreements that include the European Union also include e‐
commerce provisions, usually within the service chapters. These are typically 

thinner, follow a positive‐list approach, and do not go as far as US FTAs. 

Some, such as the semi‐ratified EU‐CARIFORUM with Caribbean 

countries, have explicit carve‐outs for audio‐visual services and make few 

commitments beyond continuing regulatory dialogues.276)

East Asian trade agreements offer a mixed bag, and have received much 

less attention from analysts than those that include Europe or the United 

States. Figure 16 summarises five common e‐commerce features from five 

East Asian FTAs. Clearly some features have become more common than 

others, and Korea has been the most ready to include digital trade 

provisions. Those with little mention of digital trade or services and a 

positive list approach cannot have carve outs. 

To unpack the terms used in Figure 16, the WTO currently applies a 

moratorium to the application of customs duties to digital products. Some 

FTAs explicitly extend the moratorium while others do not. Thus, if the 

moratorium is ever lifted at the WTO, those FTAs that include the provision 

will continue to preserve the limitation on customs duties for digital 

products while the rest will begin to apply duties to digital products in the 

future. Some FTAs include a chapter on services trade while others do not. 

Many smaller firms participate in e‐commerce through services trade. Just as 

important as including services at all is the method used for opening up 

markets. Under some FTAs, services are opened using what is called a 

“negative list.”277)  This approach means that all services are automatically 

276) See EU‐CARIFORUM, article 119‐120 onwards. http://eur‐lex.europa.eu/LexUriServ/ 

LexUriServ.do?uri=OJ:L:2008:289:0003:1955:EN:PDF.
277) The alternative is called a “positive list” approach where FTA members open only those 

services (and often investment) sectors that are explicitly listed as opened to the FTA part-

ner for market access or national treatment. All other sectors and subsectors are closed. 

The critical flaw, for digital trade, with such an approach, is that future services are not 

opened. Thus, new services, like sharing economy firms like Uber or Airbnb, would not 
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opened except for those explicitly not listed. Critically for e‐commerce and 

digital trade, negative lists mean that future services are also automatically 

opened. Given that many digital services have not yet been imagined, 

negative list scheduling allows these new ideas and sectors to be included in 

these types of FTAs. Digital carve‐outs, as the term suggests, include explicit 

provisions in the FTA to exclude digital products from coverage in the 

agreement. Balanced copyright provisions are elements in the intellectual 

property rights chapter that consider digital aspects of copyright rather than 

simply proceed with existing copyright rules unchanged by digital technology 

and new innovations. Finally, intermediary liability protections are another 

new aspect of FTAs that help show whether or not trade agreements have 

begun to grapple with digital trade and e‐commerce issues. Agreements that 

have included such provisions are likely to have included digital trade 

elements throughout the FTAs, while those that have not are less likely to 

have thought about new trade rules.

Only the China‐Korea agreement refers explicitly to WTO e‐com-

merce rules.278) Its brief e‐commerce chapter states that the ‘Parties 

recognize… the applicability of the WTO Agreement to measures af-

fecting electronic commerce.’ However, the issue of how much the ad-

dition of the WTO reference actually means is perhaps undermined by 

the accompanying footnote, ‘The inclusion of the provisions on elec-

tronic commerce in this Chapter is made without prejudice to the 

Parties’ position on whether deliveries by electronic means should be 

categorized as trade in services or goods.’

The China‐Korea FTA, in common with other Korean agreements 

such as those with ASEAN and the EU, explicitly reaffirms the WTO 

moratorium on customs duties for digital products. This is an im-

portant step towards making the WTO moratorium permanent.

be open for competition between FTA parties.
278) http://fta.mofcom.gov.cn/topic/enkorea.shtml.
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Most of the FTAs noted above do include cross‐border trade in 

services chapters, and Mode 1 services are most likely to be those de-

livered digitally. Some also use the more liberal negative list, and all 

many have various carve ins and carve outs.

The Hong Kong – China agreement exempts e‐commerce from vari-

ous liberalizing moves on joint ventures.279) For instance, while Hong 

Kong suppliers may own up to 50% of telecom joint ventures on the 

mainland, providing Internet access services to users, running an app 

store or processing e‐commerce transactions are carved out. 

The Korea‐ASEAN FTA states that Internet access services and sim-

ilar infrastructure operating in Korea must be majority Korean owned, 

but most other restrictions are focused on temporary visas, qual-

ifications and other Mode 4 service issues. The same is true of most 

ASEN parties in this agreement.280) 

The ASEAN‐Japan Comprehensive Economic Partnership Agreement 

(AJCEP) has very little of substance on services, beyond promising to 

set up a joint committee to discuss issues.281) While they have made 

various agreements on cyber‐security since 2008,282) nothing substantial 

has occurred in digital trade. 

The China – Korea FTA, which is the most recent agreement signed 

in Asia, also has the most detailed and consequential digital trade pro-

visions (other than the TPP as noted below). Chapter 15 covers 

Intellectual Property Rights, a major concern in the Asian digital 

economy. Article 15.29 opens the door for some cross border enforce-

ment: ‘Each Party may establish an administrative or judicial procedure 

enabling relevant authorities or copyright owners … to obtain ex-

peditiously from service provider information in its possession identify-

279) http://fta.mofcom.gov.cn/topic/enhongkong.shtml.
280) http://akfta.asean.org/index.php?page=legal‐text.
281) http://www.mofa.go.jp/policy/economy/fta/asean/agreement.html.
282) htp://www.meti.go.jp/english/press/2014/1008_01.html.
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ing the alleged infringer.’ 

Chapter 10 of the China‐Korea FTA covers telecommunications in-

frastructure, though it carves out cable television. It ensures that 

‘service suppliers of the other Party may use public telecommunications 

networks or services for the movement of information in its territory 

or across its borders in accordance with the laws and regulations of 

the Party’. There are allowances for confidentiality, data privacy and se-

curity ‘provided that such measures are not applied in a manner that 

would constitute a means of arbitrary or unjustifiable discrimination or 

a disguised restriction on trade in services.’ A Party can, however, 

specify the technical interfaces a supplier must use, which can mean 

using a certain supplier, or at least the patent of certain supplier. 

To do any of this, a supplier needs a license, which in China can in-

volve navigating an opaque process involving three different national 

agencies. Article 10.9 details a reasonably weak licensing process and is 

not contestable. Dispute resolution is available to those with a license, 

first through a domestic court and then through an ‘independent and 

impartial judicial authority.’ 

The e‐commerce chapter itself mostly concerns acceptance of digital 

signatures, paperless trading and general statements about security 

cooperation. It states that parties will maintain the WTO moratorium 

on duties, providing the WTO does, which adds little value to this 

FTA. In the case of conflict between chapters, other chapters will take 

precedence and dispute settlement processes do not apply. 

Specific exceptions include that Chinese e‐commerce providers can-

not sell alcohol in Korea and that telecommunication joint‐ventures in 

China need to be majority Chinese owned.283) 

283) For another interpretation of the agreement, see Jeffrey Schott, Euijin Jung and Cathleen 

Cimino‐Issacs, “An Assessment of the Korea‐China Free Trade Agreement,” December 

2015, PB15‐24, Peterson Institute for International Economics, accessed at https:// 
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A. FTA Ratchet Clauses

Negotiators involved in FTAs are increasingly using a tool they describe as 

a “ratchet mechanism.”  These are clauses inserted in an agreement, often in 

the services chapter but sometimes found in investment chapters or even in 

other areas, intended to ensure that FTA partners always have the best 

access. 

A ratchet is clause is inserted in an agreement so that if less restrictive rules 

are applied at a future point in time, the FTA partner is granted new market 

access under the less restrictive conditions. In addition, the new, less 

restrictive point becomes the benchmark for future standstill action (and, 

therefore, the new threshold).

To show how a ratchet clause is intended to work, imagine an FTA 

between Country A and B that includes such a provision for the services 

chapter. Then Country A signs a future agreement two years later with 

Country C that has different, improved services access and coverage. Absent 

the ratchet clause, Country B would receive less access to services in Country 

A than Country C is now going to receive. This would put Country B at a 

competitive disadvantage. Since negotiators from Country B do not want 

this to happen, they include a ratchet mechanism to automatically receive 

future benefits from any agreement that Country A signs. The alternative is 

to have Country B return to the negotiating table with Country A in the 

future to adjust the existing agreement and include provisions similar to what 

Country C just received. 

Such clauses sound particularly appealing for fast moving sectors like e‐
commerce and digital trade. But the difficulty of including such provisions is 

that they need to be carefully monitored. As FTAs across Asia have 

exploded, officials need to ensure that each and every new agreement is 

piie.com/publications/pb/pb15‐24.pdf.
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tracked and that domestic level regulations and legislation be adjusted as 

necessary to ensure that ratchet clauses are, in fact, properly reflected in the 

domestic regulatory environment. 

For many governments, the use of such tools also introduces risk and 

uncertainty into the system―Country B has no idea what sort of policies 

Country A might pursue in the future. It is entirely possible that Country A 

and Country C will agree to provisions that are considerably farther reaching 

than anything that Country B would ever have accepted. Hence ratchet 

clauses should, perhaps, be used carefully.

B. The Trans‐Pacific Partnership (TPP)

Perhaps the most important trade agreement in Asia to have digital trade 

provisions is the Trans‐Pacific Partnership (TPP). The TPP was concluded 

in October 2015 with the final texts and schedules released in November 

2015.284)  The agreement is currently undergoing domestic level ratification 

procedures in each of the 12 member countries.285)  

Of the countries examined in this paper, only Japan is a current TPP 

member―along with Australia, Brunei, Canada, Chile, Malaysia, Mexico, 

New Zealand, Peru, Singapore, and Vietnam. However, the agreement does 

have an accession clause and several of the Northeast Asian countries are 

candidates for future entry (as discussed further in Chapter 5). 

As originally written, Article 30.5 stated that the TPP required approval 

from at least six countries composing 85% of the GDP from 2013 to have 

284) New Zealand serves as the official repository country for the TPP. Texts and schedules 

can be found at: https://www.tpp.mfat.govt.nz.
285) The election of Donald Trump to the position of US President on November 8, 2016, has 

altered the prospects for the TPP. His decision to withdraw the United States from the 

TPP in January 2017 has left the remaining 11 parties to decide whether to proceed with 

the agreement absent the United States, wait for more favorable timing, or try to adjust the 

agreement as it currently stands.
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completed domestic ratification procedures to start the agreement.286) The 

deal had a built‐in trigger date for entry into force (EIF) of April 2018, 

although the agreement also anticipated starting later, if these conditions 

were not met in time.287)

What makes the TPP different from the rest of the trade agreements 

discussed in this paper is the breadth, depth, and shared understanding 

embedded in the deal. The TPP includes 30 chapters that covers not just 

goods, services and investment, like many other FTAs, but also a range of 

issues that are typically excluded from negotiations. Even within goods, 

services and investment, the TPP avoids carving out sensitive products and 

areas. The commitments contained in the agreement often go far beyond 

other trade agreements to include such new and cutting‐edge topics. 

Finally, the agreement has a shared understanding that all of the 

provisions apply equally to all of the participants. The TPP is a voluntary 

agreement. Member states chose to join and they freely opted to sign up to 

often difficult and onerous provisions. Most did so precisely, in fact, because 

the rules and regulations inside the TPP are challenging.  The legally binding 

commitments in the TPP may force members to push through domestic 

reforms that are necessary but often politically difficult to implement absent 

some external pressure.  

The agreement has several key features that apply more or less across the 

board. One is a deep commitment to transparency. This desire to be as 

transparent as possible shows up in nearly every chapter and includes 

exhortations to put as much information―particularly about domestic level 

rules and regulations―online as much as practicable and to use online forms 

wherever possible. 

286) Given the original composition of the TPP12, this clause meant participation from the 

United States, Japan and at least four other members. The article will need to be amended 

to reflect the withdrawal of the United States.
287) There is no “sunset” clause in the TPP, so it could be activated at any point when the 6th 

country completes domestic procedures.
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A second feature is the recognition that much of the TPP is about creating 

and enforcing rules to make trade in the region easier to navigate for 

businesses. Early language in the negotiations focused on “regulatory 

coherence” with the goal of creating clear processes for creating new 

regulations in TPP member countries that did not create divergent outcomes 

for companies to try to overcome. Many chapters have various committee 

structures to try to ensure that future implementation and expansion 

proceeds smoothly and to provide as much opportunity for comment as 

possible on any changes to regulations in the future.

Working out exactly how all the TPP elements will impact businesses on 

the ground is difficult. Because the agreement is so large―the texts alone run 

to 622 pages with individual country schedules for goods, services, 

investment, competition policy, government procurement and the like 

adding more than 5,000 additional pages―getting a clear sense of how 

various elements fit together is hard. Adding to the complexity is the shifting 

time elements of the agreement in the interim period―as parts are phased in 

(especially tariff cuts), the implications and impact of the agreement on any 

given sector could shift from one year to the next. 

TPP changes have to be assessed relative to a benchmark. The TPP rules 

or market access provisions should be seen against WTO commitments or 

compared to existing bilateral or regional trade agreements. Finally, if this 

were not complicated enough, while the TPP agreement is very detailed, in 

many respects it should be viewed as a framework. It gives member states 

guidance on what rules or regulations ought to be followed. But what really 

matters is how the members implement these TPP provisions at the 

domestic level. 

The agreement will have significant changes for e‐commerce and digital 

trade. For many companies in Northeast Asia, there are at least three broad 

categories of changes of particular importance in the TPP:  what the 

agreement does for supply chains for ICT products; what the agreement has 
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for digital products; and what the agreement does for e‐commerce more 

broadly. 

1) TPP: Supply Chains for ICT Products

The TPP may change supply chains for ICT products. Current TPP 

members constitute 40% of the world’s GDP and future expansion will 

drive this figure higher.288)  

Many ICT suppliers remain unconcerned about the TPP. After all, they 

argue, ITA and ITA2 offer duty‐free treatment to a large list of ICT products 

already. Only 3 TPP countries are not members of the ICT (Brunei, Chile 

and Mexico). The TPP includes a commitment to join the ITA/ITA2. This 

pledge may make it easier for non‐members to service these three new 

markets as well.

While true, the ITA/2 cover listed, finished technology goods only. A 

laptop, for example, is granted duty‐free access as are many of the 

component parts under ITA/2. But the TPP also includes tariff‐free 

coverage of every single item included in a laptop―every screw, every piece 

of plastic, every bit of metal and every component. Most of these tariffs fall 

on the first day of the agreement. Tariffs on many of the raw materials and 

components in a laptop or other ICT and high tech equipment may not be 

substantial, but given the cross‐border nature of supply chains in these 

products today, items might go back and forth across borders multiple times 

before final assembly. Each of these movements comes at a cost. 

Researchers have looked at the embedded tariffs included in products and 

have concluded that these costs can be quite high indeed. Firms with long 

international chains can face significant costs from even very low tariffs. 

Ferrantino showed that a 10 percent tariff across a five stage chain results in 

a tariff equivalent of 34 percent―and doubling the chain again drives tariff 

288) Note that this figure includes the United States.
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levels up to the equivalent of 75 percent.289)   

These embedded tariffs can be modeled. Robert Koopman, now chief 

economist at the WTO, worked with colleagues when he was at the United 

States International Trade Commission to capture the effective tariff rate. 

They reported that the United States effective rate is 17 percent higher than 

the nominal rate, 71 percent higher in Hong Kong and 171 percent higher in 

Mexico.290) Even FTAs are no guarantee that tariffs will be reduced. 

Sebastien Miroudot has shown how the amplification of tariffs still takes 

place under FTAs in Asia.291)

Since the TPP reduces rates to zero on all products (and for most items 

other than sensitive agricultural items duties fall to zero more or less on entry 

into force for everyone), these problems will go away. Firms will find it 

cheaper to manufacture ICT products inside TPP countries than outside 

TPP countries for shipment into TPP members. And, once supply chains 

have shifted to take advantage of these duty‐free rates, manufacturing is 

likely to stay inside TPP members.

The ITA/2 also ignores all other critically important elements of supply 

chains today and focuses only on tariff reductions. The TPP, by contrast, 

includes everything else. Services and investment are opened on the basis of 

a negative list with very few restrictions. Services increasingly make up half 

the value of manufactured goods.292)

289) Michael Ferrantino, 2012, “Using Supply Chain Analysis to Examine the Costs of Non‐
Tariff Measures and the Benefits of Trade Facilitation,” WTO Staff Working Paper 

ERSD‐2012‐02 (Geneva: World Trade Organization).
290) Koopman, Robert; Zhi Wang, and Shang‐Jin Wei, 2013, “Tracing Value‐Added and 

Double Counting in Gross Exports,” The American Economic Review. The difference be-

tween these figures is largely because developing countries tend to produce products that 

incorporate more intermediate goods from overseas.
291) Miroudot, 2013, “Global Value Chains and the Network of Regional Trade Agreements in 

East Asia,” Paper Presented at the KIEP‐ECIPE‐GSIS Conference on Free Trade 

Agreements:  Revisiting the Reality of FTA Competition, Seoul National University, May 

23.
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Even government procurement markets are opened in the TPP. Since the 

government is an important purchaser of ICT products, governments may 

choose to open tenders for these items in the TPP.293)  

Figure 17. TPP Members: ITA Purchases as Percent of Goods Imports
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Source: Asian Trade Centre, TPP Benefits for Digital Trade, August 2016 https://static1.squarespace. 
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2) TPP Provisions for Digital Products

Chapter 14 of the TPP is labeled “E‐Commerce” and is the first―and 

usually only―place people look to see what sort of rules the TPP members 

developed for the sector. This is problematic, since digitally‐enabling rules 

and regulations can be found throughout the agreement. Furthermore, if e‐
292) See, for example, P. Low and G. Pasadilla, Services in Global Value Chains:  Manufacturing‐

Related Services, November 15, 2015, https://papers.ssrn.com/sol3/papers.cfm?abstract_ 

id=2698977.
293) Note, however, the various restrictions on TPP government procurement contracts, in-

cluding limitations on sub‐federal level contracts and threshold levels. The e‐commerce 

chapter (14) is also explicitly carves out government procurement.
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commerce is viewed as the more narrow part of digital trade preoccupied 

with the buying and selling of goods and services, Chapter 14 actually misses 

most of the benefits associated with these broader activities. Instead, the 

chapter largely outlines digital trade rules that apply to the internet and to the 

internet platforms and so forth that form the basis for e‐commerce activities. 

TPP members have agreed to prohibit customs duties on digital products. 

This is stronger than simply agreeing to extend the existing moratorium on 

duties from the WTO (which will presumably go away when or if the WTO 

ban is ever lifted).294)  

The TPP ensures non‐discrimination of digital products and commits 

members to apply the same treatment to digital products and non‐digital 

products (except in broadcast). This means, for example, that an mp3 audio 

file must receive the same treatment as a CD. 

Given the general determination to move as much of the TPP and 

associated information online as much as possible, it was also important for 

TPP members to include provisions to ensure electronic signatures and 

electronic authentication measures. After all, it would not do to have 

companies, for instance, submit forms online and then have to download, 

print and chop them for legal signature. 

Consumers often do not buy products online because they do not trust 

online shopping. They are not confident that items will be delivered, are not 

certain they will not be victims of fraud, are not sure that things can be 

returned and so forth. For most TPP members, the obvious solution would 

have been to develop a strong, robust set of commitments around online 

consumer protection including substantial enforcement provisions. 

However, not all current TPP members had any form of domestic level 

consumer protection laws in place at the time of negotiations. To go from no 

consumer protection laws for offline shopping to robust laws to cover both 

294) Note that TPP members can still impose internal taxes and fees in a non‐discriminatory 

manner. 
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on‐ and off‐line shopping would, perhaps, have been too significant a leap 

and taken entirely too long to draft and implement in the TPP. Hence, the 

TPP agreement says that parties will enact enforceable online consumer 

protection. 

Some of the most important data rules in the TPP appear in Chapter 14. 

For instance, the TPP prohibits data localization―or the requirement that 

data must remain geographically in a TPP member country and cannot move 

offshore.295) In general, the TPP members committed to the idea that 

information should move freely across borders.

TPP members limited spam, or unwanted messages. Members also agreed 

to protect source code. Do note, however, that some of the data protection 

and data movement provisions come with exceptions clauses that allow 

governments to pursue legitimate public policy objectives provided these are 

not arbitrary or unjustifiable or unduly restrict trade and do not impose 

greater restrictions than necessary.

TPP members also made modest commitments on cyber security and a 

range of promises to cooperate further in the future.

Chapter 14 is not, however, the only place that digital trade rules appear. 

The Annex 8B in the Technical Barriers to Trade (TBT) chapter deals with 

data privacy through encryption. 

The intellectual property chapter (18) is another area with implications for 

digital trade. As noted elsewhere in this paper, digital trade rules, particularly 

for IP, have struggled to keep pace with changes in technology. The most 

obvious problems can be found in copyright that provides for protection 

terms of life of the author plus 50 years (extended to life plus 70 years in the 

TPP). 

However, in a digital world, individuals routinely violate copyright, 

295) Except for financial services data, which was excluded by definition in Chapter 14. Note, 

however, that the financial services chapter does provide coverage and protection for 

cross‐border flows of financial services.
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particularly by posting snippets of protected text. As one example, people 

regularly pass along information copied from newspapers and other media 

outlets on various internet applications.  This copying of news gives rise to 

several different issues―how to ensure adequate protection of rights 

holders, how to protect individuals that had not meant harm in passing along 

news information, how to properly enforce copyright, and how to determine 

liability of firms that carry infringing content. 

The TPP may not have gotten these issues exactly right either, but it does 

take important steps in a new direction for digital trade. Article 18.66 asks 

TPP members to strive for balance in copyright, with an explicit call out for 

the digital environment. Section J covers the rights and responsibilities of 

internet service providers. 

3) TPP Provisions for E‐Commerce

Of course, it is difficult to sort out where e‐commerce starts and stops and 

where digital products more broadly begin, but focus for a moment on the 

buying and selling of goods and services via a digital platform as e‐
commerce. In this context, e‐commerce might be thought to include mostly 

firms selling to final consumers (B2C), although there is no reason why firms 

might not also be using similar platforms to find business buyers as well 

(B2B). 

But to strip away some of the complications, consider just what the TPP 

provisions can do for B2C companies in e‐commerce and particularly what it 

might deliver for smaller firms. 

Beyond the digital rules covered above, the TPP opens up trade in goods 

at zero tariffs more or less across the board.296)  The rules of origin in the 

296) Roughly 90% of all goods trade drops to zero tariffs on the first day of the agreement and 

the remaining tariffs fall mostly within 7‐10 years. Some TPP members granted better cov-

erage, with duty‐free access within 3‐5 years and others gave less generous terms. Note 

that some highly sensitive agricultural goods continue to have relatively higher tariffs and 
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TPP apply for all members―once a product qualifies, it need not be changed 

in any way to qualify into all TPP countries. The TPP also includes 

cumulation for rules of origin so members can “add up” content from across 

all 12 members.297)  The paperwork needed to claim origin is also simplified 

and, in many cases, can be skipped entirely, under “self‐certification” of 

content.

Services and investment are largely opened for every single service sector 

and subsector into every TPP member market. Of particular importance for 

e‐commerce companies, the TPP does not require any local presence to 

deliver a service, meaning that companies are not obligated to have set up an 

operation in a TPP member in order to deliver an online service.298)  

The use of the negative list scheduling for both services and investment in 

the TPP means that new services will be automatically opened for 

investment and e‐commerce delivery by TPP companies unless members 

lodge a formal reservation. In general, existing schedules by members are 

generous, with few reservations of commercial concern for e‐commerce 

(beyond, perhaps, maritime restrictions). 

E‐commerce goods vendors will also benefit from TPP rules on customs 

and trade facilitation. While the agreement did not include a clause on de 

minimus to raise the threshold level below which duties and taxes would not 

be collected, it does include a range of other e‐commerce friendly provisions. 

The customs chapter committed TPP members to fully implement the 

WTO Bali Trade Facilitation agreement. It also outlined a range of policies 

designed to move goods faster and more cheaply across borders. This 

other restrictive trade measures into some markets for some time.
297) Assuming the product‐specific rule calls for regional value content. Many TPP rules of ori-

gin provide firms with multiple methods of calculation to make it easier to qualify for 

origin.
298) Of course, firms and individuals delivering services may still struggle with some local li-

censing requirements. Domestic level implementation of the TPP frameworks will be im-

portant to monitor.
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includes provisions on express carriers, including time limits for clearance, 

greater transparency overall, and use of improved risk management systems. 

In short, the TPP is set to transform opportunities for e‐commerce and 

digital trade across the member countries. The benefits will not just flow to 

the biggest firms, but should be available to smaller companies that can take 

advantage of the TPP as a regional platform to buy and sell goods and 

services more seamlessly across the Pacific. The TPP has always been touted 

as the “21st century, high quality” agreement. While it does not live up to this 

billing in many areas, for digital trade and e‐commerce, it certainly comes 

closer than other agreements. 

6. Concluding Remarks

Existing global trade rules have few elements that apply directly to e‐
commerce and digital trade.  Trade regimes like those within the WTO that 

were created or negotiated in the largely pre‐internet era have extended 

existing rules to include digital products or services. But these work‐arounds 

are often unsatisfactory and leave significant gaps in coverage or uncertainty 

about applicability of provisions. 

The few regimes that do directly apply to digital trade, like WIPO’s 

internet treaties or the WTO’s ITA agreements, cover only relatively modest 

slices of the sector. Efforts to craft new digital rules in existing organizations 

like the WTO, WIPO and the WCO have made limited progress. 

This has left space for bilateral and regional trade agreements to draft and 

implement rules and provisions for digital trade and e‐commerce. While Asia 

remains at the forefront of crafting such rules, most existing FTAs still 

contain only minimal coverage. The scale and scope of digital rules between 

agreements varies rather significantly. 

The most ambitious e‐commerce and digital trade agreement thus far is 
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the Trans‐Pacific Partnership (TPP). In Northeast Asia, only Japan is 

currently a member, but the rules and provisions of the TPP are important 

because they are likely to affect trade across the region. Many of the digital 

elements contained in the TPP may be picked up and replicated in trade 

regimes of various sorts in different settings.

As advanced as the TPP has been for digital trade, many of the specific 

provisions were drafted in 2014 and the agreement as a whole was concluded 

in 2015. In the warp‐speed timeframes of the sector, the TPP may already be 

ready for an update by the time the deal enters into force. Future trade 

negotiations should consider other possible ways to bolster trade, 

particularly for the digital‐dependent economies in Northeast Asia.
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To this point, digital trade and e‐commerce has flourished across Asia. By 

any measure, growth has been impressive and companies are developing new 

products and services daily. Northeast Asia remains at the forefront of 

innovation with a largely wired, connected and engaged population. Most of 

the nations under study in this paper suffer less than other regions from 

difficulties of connectivity or lack of access to banking and so forth that 

often stymie participation in e‐commerce and digital trade.

Much of this growth has taken place under fairly benign regulatory 

environments. Existing rules for digital trade are either non‐existent, or are 

borrowed from the physical world. With some important exceptions, 

companies have been largely free to experiment and to bring new products 

and services to market across the region.

But this situation is unlikely to continue. Over time, governments will 

begin to impose regulations that will hamper digital trade. Some of this 

regulation is necessary and needed, for example, to protect consumers, 

safeguard against fraud and ensure security. One important risk is that 

uncoordinated regulations will unnecessarily restrict the digital environment. 

In the online world, what one country does can, in fact, have a significant 

impact on the operations of companies and consumers in other country.   

Sorting out the challenges of the future will require action at three distinct 

levels:  the global, domestic and regional. Each is considered in turn.

1. Gaps, Challenges and Opportunities: 

The Global Level 

Chapter 4 highlighted a range of global level institutions with 

responsibilities for e‐commerce and digital trade―the World Trade 

Organization (WTO), the World Intellectual Property Organization (WIPO) 
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and the World Customs Organization (WCO). While each has ongoing 

programs to address digital trade and e‐commerce, none has really seized the 

opportunity yet to firmly place this growing and dynamic sector on the 

institutional agenda.

Northeast Asian economies are perhaps best positioned to encourage 

each of these international institutions to take up the challenge of moving e‐
commerce beyond vague working group structures to commence serious 

discussions. 

For example, the WTO has had a nearly moribund working group on e‐
commerce for more than 15 years. Getting it restarted has been difficult, but 

since repeated Ministerial meetings have called for more work on the topic, 

the framework in already in place. If the Northeast Asian economies made a 

concerted push for concrete results at the working group level, things might 

start to move again in Geneva. This is particularly true because these five 

countries could be viewed favorably by other WTO members on these 

topics―at least with regards to restarting conversations on e‐commerce. 

These are member states with interests in e‐commerce, of course, but with 

credibility given the tremendous growth of the sector at the domestic level in 

each country. 

Northeast Asia should strongly encourage WTO members to ratify and 

implement the Bali trade facilitation agreement. This would help encourage 

cross‐border e‐commerce but also keep critically important export markets 

flowing more smoothly at a time of slowing global economic growth.

Intellectual property rules in both the WTO and WIPO need 

reconsideration in light of digital changes. These talks will likely proceed 

slowly, given sensitivities of many members to reopening existing 

agreements. But the current situation is also unsatisfactory. Copyright rules 

are routinely violated in the digital realm, for example, and discussions ought 

to begin on what can be done to address this growing disconnect between 

the formal rules and informal practices. 
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The WCO working group discussions on e‐commerce should also be 

strongly encouraged. These working groups should be facilitated wherever 

and whenever possible with the goal of creating new e‐commerce friendly 

proposals. Of particular importance for the WCO is to focus on the 

movement of smaller size, smaller value shipments that are most often sent 

by e‐commerce SME vendors. Creating SME‐friendly rules to encourage the 

growth of these firms would be helpful for WCO countries and particularly 

for developing country members.

One of the most important road blocks to further discussions at the global 

level appears to be a lack of knowledge and understanding by officials 

themselves of e‐commerce and digital trade. When officials in charge of 

drafting new rules have never personally engaged in e‐commerce and have 

never once bought an item or tried to sell a service online, it is difficult to 

understand why new rules might be necessary. Hence one extremely sensible 

recommendation for Northeast Asian economies is to encourage and 

provide funding for enhanced capacity building for officials in the WTO, 

WIPO and the WCO on digital trade and e‐commerce. This capacity 

building should include opportunities for businesses, particularly smaller 

firms, as well as regulators and trade officials to explain to officials in Geneva 

and in country capitols why the existing regulations at the global level are 

insufficient to manage rising levels of e‐commerce and digital trade and what 

sort of changes are needed for the future.

Recommendations:

• Reinvigorate the e‐commerce working groups at the WTO

• Push to get the Bali Trade Facilitation agreement approved and im-

plemented at the WTO

• Support the e‐commerce working group activities newly underway at 

the WCO
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• Start discussions at WIPO and in TRIPs at the WTO on possible up-

dates to IP rules in the digital era

• Support enhanced capacity building for e‐commerce and digital trade 

for trade officials

2. The Domestic Level

Trade officials often like to wait for an opportunity to act―a new global 

or regional trade agreement often becomes the catalyst for domestic level 

changes or reform. But this need not be the case. Countries can always 

update or create legislative or regulatory provisions on their own. Doing so 

should not be viewed as giving away a future bargaining chip, particularly if it 

creates a stronger, more stable business environment.

Though parties to free trade agreements are individual signatories to 

various existing international agreements and covenants, it is clear that 

domestic legislations have not always been amended or enhanced to 

incorporate specialized requirements that come with the growth of digital 

trade and increase in e‐commerce transactions. Domestic policies and 

regulations would benefit from revisions at least to the extent that a 

favorable environment for digital trade is created. As Chapter 3 showed, the 

lack of formal instructions in areas of consumer protection and OTT 

services, for example, have created ambiguous situations for companies.

There is also the issue of competing policies, for example, in the case of 

data protection and intellectual property. The nature of these policies is 

peculiar. As far as regulation is concerned, they are largely domestic and may 

vary considerably from country to country. At the same time, they are the 

easiest to be infringed because of the fluid nature and spread of the internet. 

These are also the kind of policies where nations are often reluctant to 

negotiate. However, without certainty and consistency, it is not easy to 
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inspire the confidence of consumers, businesses and governments alike in 

digital trade. 

The ideal policies create an enabling environment for digital trade and 

expansion of the digital economy. Such policies must address the various 

layers of the digital economy and issues like movement of data and 

information, privacy, security, internet governance, or IP rights and 

enforcement. This means watching carefully for internal silos between 

government ministries as e‐commerce and digital trade issues often fall in 

between specific ministry mandates.

The best systems allow comment from stakeholders. In a fast moving 

environment like digital trade, government officials are unlikely to have the 

latest information on the status of markets in various areas or a complete 

understanding of potential barriers. Thus, creating regulatory processes that 

allow comments from a wide range of stakeholders helps ensure that 

officials are aware of new developments in the field.

Recommendations:

• Create legislative and regulatory certainty and consistency 

• Review existing domestic legislation to identify gaps for digital trade

• Create enabling environments for digital trade at multiple levels by care-

ful coordination between government ministries

• Allow stakeholder comments in the regulatory process to ensure offi-

cials are aware of developments in fast‐moving sectors

• Prepare sufficient time for transition to new regulations

• Wherever possible, nominate a lead agency or ministry to minimize reg-

ulatory fragmentation 

• Publish regulations and legislation in clear, easily accessible locations 

online
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3. Addressing the Gaps:  Using Regional Trade 

Agreements

In between the global and domestic levels, Northeast Asian economies are 

fortunate to have two other potential regional trade agreements (at least) that 

can influence e‐commerce and digital trade outcomes. The first is the 

ongoing negotiations in the Regional Comprehensive Economic Partnership 

(RCEP) and the second is the expected expansion of the TPP. Each is 

considered in turn.

A. Regional Comprehensive Economic Partnership (RCEP)

The 16th round of RCEP was held in Jakarta, Indonesia in December 

2016. These negotiations include 16 countries in Asia (all ten members of 

ASEAN, plus China, Japan, South Korea, India, Australia and New 

Zealand).299)  

After several years of talks, it is not exactly clear where the agreement will 

end up but the final result will not have the same high level of ambition as 

the TPP. Nevertheless, RCEP remains a comprehensive agreement, with 

commitments across a wide range of chapters, including goods, services, 

investment, intellectual property rights, competition, trade facilitation, legal 

and institutional issues and development. Subgroups have been formed for 

issues like financial services, telecommunications and food and food safety 

(sanitary and phytosanitary rules). 

RCEP follows ASEAN practices and is intended to build upon the five 

existing ASEAN+1 trade agreements that are already in place. This means 

299) Officially, to be a member of RCEP, a country must have an existing agreement with 

ASEAN, which rules out Taiwan’s membership for now. Four RCEP rounds are planned 

for 2017. 
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that RCEP will not stray far from ASEAN modalities in areas like services 

(positive list scheduling).300)  

RCEP typically negotiates by caucusing with ASEAN parties first (and 

potentially among the ASEAN Foreign Partners or AFPs) in an issue or 

chapter area and then with the larger 16 party grouping. Some issues may 

also be taken up in bilateral or smaller group settings. As the agreement 

moves toward conclusion, this complex negotiating process may need to 

give way to a different arrangement where member states simply operate as 

“RCEP members.”

Unlike the TPP, RCEP has not had a process for stakeholders or other 

outside groups to submit materials or hold discussions with officials.301)  The 

media has not been present at RCEP rounds to report on progress and 

RCEP officials have generally not provided updates on websites or given 

media interviews. As this mega‐regional trade agreement moves towards 

conclusion, the near‐total lack of information and input on the agreement is 

likely to become a serious problem.

At a minimum, if RCEP members are reluctant to open negotiating 

rounds up to stakeholders, it should open a “portal” for stakeholders to 

submit comments or recommendations to officials. The portal or email 

address could be managed by the ASEAN Secretariat and materials could be 

distributed to all RCEP members. This would allow information to be 

gathered and passed around to government officials. It would give RCEP a 

way to say that it had allowed input from a wide range of stakeholders. Some 

of the information gathered is likely to be useful, as officials cannot possibly 

know all they need about a complex negotiation involving 16 countries. At a 

time when globalization is under threat in major markets worldwide, it will 

300) Although investment is currently being done on the basis of negative lists and some RCEP 

members are using negative list scheduling for services.
301) Save for a few sideline events held during the rounds in Delhi in late 2014, in Auckland and 

Perth in early 2016 and in Jakarta in late 2016. These were open by the invitation of the 

host government only to selected participants.
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not do for RCEP to continue to negotiate behind closed doors and 

completely under the radar, hoping that no one will notice.

Two other issues of importance in RCEP that will dramatically influence 

outcomes have to do with membership. First, RCEP contains very wide 

variation in members―in economic development, size, population, 

connection with the region, or practically any variable of interest. This 

variation from the most advanced industrialized economies in the world to 

the least developed countries means that RCEP commitments will 

automatically come with significant flexibilities built in. Provisions may grant 

policy space embedded inside flexibilities for some members. 

Second, RCEP countries were drafted into the agreement. Members are 

not negotiating a 16‐party agreement on a voluntary basis. Each country is 

present because they had an existing ASEAN+1 agreement. This means that 

the level of enthusiasm for the RCEP process by any individual member 

varies as well. Just because an RCEP member was able and willing to open a 

market in the context of an existing ASEAN agreement does not mean that 

the same member is equally able and willing to do so in an RCEP context. In 

particular, the six “dialogue or foreign partners” for ASEAN can be less 

enthusiastic about opening markets to one another through RCEP as these 

relationships have not been addressed in other settings before. 

1) RCEP E‐commerce Provisions

After several rounds of discussion, RCEP officials agreed to open a 

working group on e‐commerce and begin negotiations on an official text. 

Some of these negotiations have been challenging. Not all RCEP 

economies have seen value in drafting comprehensive, modern rules for the 

digital economy. Some officials, including many in capitols, have limited 

personal knowledge of the state of e‐commerce and digital trade. The default 

response is to remain protectionist and defensive, fearful of opening markets 

and allowing foreign players access to domestic markets. 
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Unfortunately, such a stance is likely to harm domestic firms and be 

especially damaging to the smallest firms and those located in remote 

locations that might otherwise be the biggest beneficiaries of new trade 

opportunities in e‐commerce. Two sessions in the RCEP negotiations with 

lead officials were designed to help to help overcome some of these 

obstacles, but more outreach and training is clearly needed.

In the meantime, officials have been busy in the e‐commerce working 

group putting together provisions on information flows. To fully capture the 

potential benefits of trade in Asia, these proposals must be as ambitious as 

possible, given the flexibilities that will be built‐in to the overall agreement 

for many members. 

Particularly important will be commitments on transparency and clear 

procedures for regulations in the digital space. Also needed are promises to 

move information online and to allow electronic signatures and 

authentication. 

Digital products must receive non‐discriminatory treatment. 

Given the trust issues that prevent cross‐border purchases, movement 

towards consumer protection rules in the digital environment will also be 

needed. 

Like in the TPP, the e‐commerce chapter should not be the only place 

where digital trade rules apply in RCEP. In particular, the IP chapter should 

also include digital provisions, especially on copyright. The IP chapter must 

lock in regulations that enable digital trade across Asia, including the use of 

balanced copyright provisions. This is especially important given the 

differing levels of economic development in RCEP―IP must fairly balance 

the needs and interests of the rights holders with users of material in a digital 

environment. 

To fully capture the benefits of e‐commerce for RCEP countries, the 

agreement cannot stop at just information flows and IP rules. It must also 

consider opening goods and services trade for smaller firms. The agreement 
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must include provisions for customs and trade facilitation that include, at a 

minimum, the complete implementation of the WTO’s Bali Trade 

Facilitation commitments. Small size, small value shipments have to move 

more easily and more cheaply across borders, including higher de minimus 

levels across the region.

Services will have to be opened with no local presence requirements for 

digital trade (Mode 1). For many small companies, this is the primary 

mechanism for joining larger supply or value chains, and opening up digital 

services is quite important. 

RCEP parties should create an environment that promotes the growth of 

new online services and markets by refraining from imposing complex 

licensing requirements on these services, and by forbearing from the 

application of legacy telecom infrastructure regulations on online or “over‐
the‐top” services. 

RCEP governments need to provide an appropriate balance of regulatory 

objectives including ensuring that governmental, consumer and business 

interests are met. The rapid rise of digital trade has made achieving balanced 

objectives feel more challenging. Broad and sweeping regulatory 

requirements can make it difficult for even local providers of services to 

comply with new rules. Government certainly has the right to regulate in the 

interest of public health and safety. However, these regulations should not 

be unduly trade restrictive. 

Finally, there is no point in opening up e‐commerce if, in the end, 

companies cannot be paid for their goods and services. Payments in RCEP 

are currently impossible or, if manageable, are expensive and cumbersome. 

Without a working payment system, no amount of e‐commerce frameworks 

will create new economic growth or job opportunities for firms in Asia.

RCEP parties should create a safe but efficient transaction environment 

that allows everyone to share in the economic growth of the region. In 

particular, parties should avoid burdensome regulatory barriers that will 
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prohibit consumers and SMEs from playing a part in the digital economy.

RCEP parties should recognize the value and legitimacy of different 

online payment methods, regardless of the country of the consumer, 

merchant or intermediary. 

In short, RCEP countries have an opportunity to craft a modern, unique 

agreement on e‐commerce that even goes beyond existing rules and 

regulations elsewhere. Given the membership in RCEP, the provisions stand 

a reasonable chance of becoming the basis for global rules. 

B. TPP Second Round Accession

RCEP represents one critically important megaregional in Asia with e‐
commerce and digital trade rules. The TPP, of course, is the other. 

Once the TPP gets past the current phase of domestic level ratification in 

key countries, the agreement will be open to new members to accede. The 

specific provisions in the TPP are rather thin on details for accession, 

beyond noting that the agreement is open to “any State or customs territory 

that is a member of APEC,” or any other State or customs territory that 

current TPP members decide to admit.302)

The agreement itself is supposed to be closed to future members to adjust. 

In other words, new members are not meant to discuss the existing legal 

texts but to negotiate over country‐specific commitments in goods, services, 

investment, competition, government procurement and so forth. Current 

members have argued this is because the existing texts are a finely honed 

balance of interests between members and touching, or “reopening,” any of 

the provisions could trigger an unstable cascade of changes throughout the 

agreement.

In principle, this argument may hold true. Getting the agreement finished 

302) The specific provision can be found in Chapter 30.4. 
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took nearly five years of painstaking negotiations with a shifting constellation 

of countries and officials. In the end, many governments had to make 

challenging compromises to get the deal finished. The idea of altering even a 

single word of the texts fills many officials with dread. 

In most circumstances, there is no need to revisit the texts. But one area 

where the texts are likely to need alteration by the time new countries join is 

the e‐commerce/digital trade rules and regulations. Current members will 

not, of course, want to discuss such an idea at all at this time when the 

original TPP texts have not yet been approved. 

However, a dispassionate look at the circumstances will suggest that digital 

trade rules first set down as early as 2010 when the negotiations began may 

not, in fact, be best suited to a digital environment of perhaps a decade later 

when newly acceded members might be contemplating entry into force of an 

expanded agreement. 

Three examples in particular may illustrate the point―the rise in mobile, 

the growth of the sharing economy and the change in manufacturing 

processes led by 3D printing and other types of additive manufacturing 

technologies. While trade agreements should be “platform agnostic” lest 

they lock in specific types of future development and exclude others, the 

growing proliferation of mobile applications, the explosion of goods and 

services in a sharing economy and new manufacturing methods suggest 

potentially game‐changing alterations to standard models for trade regimes. 

For example, in a mobile world, when consumers travel globally, what 

happens?  Where is data located? Can a TPP consumer continue to claim 

TPP benefits even if standing and purchasing a TPP item in a non‐TPP 

country? What if the phone is using a local carrier? Even though the TPP 

currently has rules that allow data to flow freely between members, the rise 

of mobile may mean that some of these provisions will ultimately prove 

inadequate as currently written.  

The rise of the sharing economy like AirBnB suggests an especially urgent 
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need for consistent, online consumer protection. Cross‐border services like 

Uber work much more smoothly if all financial services and e‐payments 

issues are clearly addressed. 

In new 3D printing models, who owns the designs? Who benefits from 

the sale of the final product?  Currently much of the focus on updating IP 

rules has focused on copyright, but patent rules will also need updating. Is 

additive manufacturing a good or a service or both?  The use of negative list 

scheduling in the TPP is helpful, but does not solve the current division 

between goods and services that is currently embedded in every trade 

agreement. 

In short, while current TPP members have said categorically that no 

element of the TPP texts can be adjusted by newly acceding members, it 

seems rather clear that the digital trade and e‐commerce provisions of the 

TPP will likely need adjustment in the future. These adjustments might best 

be made in conjunction with new membership, especially if new members 

include Northeast Asian economies that are particularly strong on e‐
commerce and digital trade. 

Making specific recommendations now for what these revisions might 

look like is difficult. There are so many things that might take place between 

now and the time when new members might actually join the agreement that 

making recommendations for TPP Round 2 in digital trade is likely to be a 

futile exercise. Perhaps the most that can be said is that Round 2 entrants 

should be prepared to negotiate new provisions for digital trade.303)

C. Regional Trade Agreement Recommendations:

• Use ongoing RCEP negotiations to press for ambitious e‐commerce 

303) And, of course, that many of these more complicated issues really demand larger, global 

rules. However, in the absence, firms would settle for clarity in megaregionals over noth-

ing at all.
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provisions, noting that flexibilities exist in the overall agreement for de-

velopmental status

• While encouraging information flows that are critically important and 

must be included in RCEP, other provisions are also necessary

• RCEP must include robust transparency provisions, particularly for e‐
commerce and digital trade regulations with clear opportunities for 

stakeholder input in implementation plans

• Digital products must be granted non‐discriminatory treatment in 

RCEP

• RCEP should move towards creating online consumer protection rules

• IP rules must include balanced provisions for digital trade

• Other elements of the RCEP agenda must be considered with an eye 

towards opening up e‐commerce for smaller firms, including provisions 

to encourage the movement of small size, small value shipments and 

opening up all Mode 1 services with no local presence requirements

• RCEP must also allow e‐payments to flourish to encourage the growth 

of cross‐border e‐commerce trade in Asia

• Capacity building and training on e‐commerce and digital trade, partic-

ularly for officials in capitols, may be required to broaden and deepen 

understanding of the issues involved in negotiating high quality, cross‐
cutting rules in RCEP

• Encourage greater participation of stakeholders and media in the RCEP 

process

• Use ratchet and MFN clauses with caution

• TPP Round 2 accession may also present opportunities for furthering e‐
commerce and digital trade rules and regulations



202 • Evolving Digital and E-Commerce Trade Rules for Northeast Asia 

4. Concluding Remarks

Digital trade and e‐commerce have presented a host of challenges for 

governments. In the past, new technologies were invented, of course, but the 

speed and scale of change were perhaps less rapid. But more problematic for 

officials, past inventions were just less disruptive to old ways of doing 

business in trade agreements and regulatory environments. Trade was local 

or, if it was done across borders, it was manageable because it was visible and 

could be seen and tracked. 

Digital upends many previous assumptions about trade and makes neat 

divisions obsolete. What is a good or a service in an online world?  How can 

existing regulations about intellectual property be adapted to suit the digital 

environment?  How can payments or consumer privacy be handled on 

mobile devices if the citizen doesn’t even stay put?  How can governments 

ensure security when e‐commerce is unleashing a flood of packages, often 

from new tiny companies with no previous track records at customs?  

In this rapidly evolving environment, many governments have responded 

by doing nothing at all. Global trade regimes have tried half‐heartedly to 

adapt existing rules and regulations to match digital problems. Working 

groups have gotten started, only to founder on vexing issues of classification 

or jurisdiction. 

At the domestic level, some governments in Northeast Asia have been 

adapting and creating new regulations to match an evolving digital world. 

But the pace of change has been uneven. Governments that have been at the 

forefront of change in some areas have been slower in others and have left 

some issues untouched. Regulations vary between even the five 

governments studied in this paper on eight issue areas. 

This has made it extra challenging for firms trying to navigate the e‐
commerce and digital trade areas to operate, since the rules in one 

jurisdiction are unlikely to be the same as the rules in another state. In many 
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places, just finding out what the rules or regulations might be has been 

extremely difficult and information is often out of date. Companies that 

might have the best sense of what may be practical have no way to provide 

comment or information to governments about proposed regulations in 

most countries. Since government officials are not normally experts in these 

fast moving sectors, this disconnect between regulations and the market is 

likely to increase rather than decrease. 

Large mega‐regional trade agreements in Asia, the Trans‐Pacific 

Partnership (TPP) and the Regional Comprehensive Economic Partnership 

(RCEP), offer some hope for the future. Both agreements include specific e‐
commerce and digital trade rules and regulations more appropriate for a 

modern economy. Both have the potential to provide important frameworks 

for future domestic‐level regulations to ensure that governments across Asia 

are working together and not at cross‐purposes in creating an enabling 

environment for digital trade to continue to flourish. 

But in order to reach their true potential, the countries in Northeast Asia 

have got to show leadership in both RCEP and the TPP (implementation of 

round 1 and expansion in round 2). This includes, most importantly, 

proposing and promoting digital‐friendly rules in the e‐commerce chapter 

and in other chapters in ongoing negotiations in RCEP. Without sustained 

attention, these provisions will be lost as they typically fall in between 

chapters and have no one to take true ownership over these issues. 

The stakes are high. If RCEP, especially, is successful, it could reinvigorate 

e‐commerce discussions at the global level. RCEP provisions could be 

brought forward in settings like the WTO and serve as a model for how 

diverse countries could achieve improved digital friendly policies that 

promote e‐commerce for even the smallest firms. Northeast Asian 

economies should seize this opportunity to promote digital trade―it is 

clearly in their own interest, but it is also in the interest of Asia and the wider 

community.
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    Executive 

    Summary

Evolving Digital and E-Commerce Trade Rules 

for Northeast Asia 

Deborah Kay Elms

Economic policymaking is often a delicate dance between government 

officials and regulators and the marketplace.  Governments want to ensure, 

for example, that consumers are safe, that public goods are properly 

provided, and that government services are adequately supplied.  Companies 

want to find new markets and new consumers and reap maximum profits.  

In mature markets or slowly evolving industries, finding the right equilibrium 

that balances the needs of government, citizens and companies is easier.  

In digital trade and e-commerce, however, new technological advances are 

being developed so rapidly that governments are struggling to keep up.  

Officials have responded by either allowing industries to exist in entirely 

unregulated spaces or have tried to adapt off-line rules and legislation to 

match growing on-line trade.  The result has satisfied no one.  Governments 

are uneasy with patchwork regulations and legislation in place to monitor the 

digital economy at the domestic, regional and global levels.  Companies face 

growing risks and uncertainty in their business models, since poorly 

structured and fragmented responses by governments can upend once 

profitable ventures overnight.  Consumers are also not getting the best 

outcomes since many products and services that they might want are not 

available, have uncertain quality, cost more, and may compromise their own 
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privacy.

This paper tracks the rapidly evolving landscape for digital trade and 

e-commerce across five Northeast Asian economies—China, Japan, Hong 

Kong, South Korea, and Taiwan.  These five countries are at the cutting edge 

of the digital revolution with increasingly wired citizens and innovative 

companies offering a staggering range of products and services.  The paper 

examines several business and consumer important trends of note, including 

the rapid explosion of e-commerce generally, the shift to online and mobile 

purchases, the proliferation of data and challenges of managing data flows 

across borders, and new disruptive technologies like fintech, 3D printing and 

the Internet of Things (IoT).  Each of these trends highlights the growing 

challenges to regulators in continuing to apply existing rules and legislation 

created for off-line applications to a digital world.

It is one thing to note exciting new changing on the horizon.  It is another 

to grapple with how governments can actually address these rapidly evolving 

challenges.  The paper therefore breaks down digital trade and e-commerce 

into eight discrete segments of relevance for the digital economy.  The eight 

areas under examination are not the only areas that matter for digital trade, 

but give a better sense of the scale and scope of issues facing regulators at 

the domestic level.  

The paper then tracks actual legislative and regulatory policies that govern 

(or do not yet address) policy for the following issue areas: overall 

e-commerce regulatory frameworks; customs and trade facilitation rules that 

apply to e-commerce goods; data protection frameworks; data localization 

and cross-border data flow rules; domain names; intellectual property rights 

rules; consumer protection in an online world; and over-the-top internet 

services.  A review of how the five Northeast Asian countries are grappling 

with policy in these eight discrete issue areas reveals wide differences in rules 

between the countries at the domestic level and often significant variation 

from what might be considered “best practice” ideas for each topic.
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Overall, the review of policy at the domestic level shows that governments 

have not yet figured out the best approach for creating supportive and 

enabling frameworks for digital trade and e-commerce.  To date, much of 

the official response has been fragmented between ministries and agencies, 

with little coordination.  Digital trade is unlike many other sectors—it cuts 

across an increasingly wide swath of the economy and regulatory policies in 

one area often has knock-on or unintended consequences in other areas.  

It is also rapidly evolving, which is making it difficult for government 

officials to address.  If governments are too far out in front, too prescriptive 

or too forward leaning, they risk cutting off new sources of innovation and 

growth.  They may unintentionally box in specific technologies or platforms.  

Yet it can be very difficult to think about regulating for outcomes, since it 

requires bureaucrats to have a visionary sense of the future that few 

individuals are likely to have.

Creating digital economy policies at the domestic level, in any case, is 

probably not the best or most effective way to create sensible regulations.  

The digital economy does not recognize national boundaries.  It does not 

logically stop at a customs border.  Hence, the more efficient and effective 

way to manage digital policies is at the regional or international level.  The 

paper therefore considers ongoing efforts in Asia the regional level, through 

the Trans-Pacific Partnership (TPP) and Regional Comprehensive 

Economic Partnership (RCEP) trade negotiations.  Both trade talks have 

digital components that could create sensible broader frameworks.

Both the TPP and RCEP could also usefully contribute to broader global 

trade rules, crafted in the World Trade Organization (WTO), in the World 

Intellectual Property Organization (WIPO) and the World Customs 

Organization (WCO).  The paper also makes recommendations in the final 

chapter for provisions that should be considered in each of these fora to 

advance supportive, enabling digital trade and e-commerce rules that would 

allow governments and companies to reduce risk and uncertainty while 
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ensuring that consumers are properly supported.  

In the end, digital trade and e-commerce are likely to be the dominant 

means of creating and delivering goods and services to consumers and 

companies around the globe in the future.  Northeast Asian economies are at 

the cutting edge of these trends. The struggles that government officials, 

legislators and regulators are facing in creating the right frameworks to 

support this growth shows how vitally important it will be to get the 

appropriate scaffolding into place at the domestic, regional and global levels.
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최근 인터넷을 통한 상거래가 급격히 증가하고 있는 반면 관련 규제의 공백

이 존재하거나 오프라인의 제도가 온라인상에 그대로 적용되면서 문제점이 제

기되고 있다. 관련 법·규제가 전자상거래 시장의 성장 속도를 뒷받침해 주고 

있지 못하고 있을 뿐만 아니라 적절한 법·규제의 미비로 기업은 위험과 불확실

성에, 소비자는 비용 증가 및 서비스 질의 저하, 개인정보 위협 등에 노출되고 

있는 실정이다. 이러한 배경하에서 본 연구는 디지털 및 전자상거래 시장의 급

속한 성장과 더불어 발생하는 법․제도적 쟁점에 주목하고, 법규제 정비 및 향후 

무역협상과 관련된 정책과제에 대한 대응방안을 제시하고자 하였다. 

2장에서는 글로벌 디지털무역·전자상거래 동향, 특징 등을 개괄하고 관련 쟁

점 등을 논의한 후, 3장에서 동북아 5개국의 규제환경을 분석하고 있다. 중국, 일

본, 홍콩, 한국, 대만의 국내 제도를 전자상거래 규제 체계(e-commerce 

regulatory framework), 통관 및 무역 원활화(customs and trade facilitation), 

정보 보호(data protection), 정보국지화 및 데이터의 국경간 이동(data 

localization and cross-border data flows), 도메인 이름(domain name), 

지적재산권(IP rights), 소비자 보호(consumer protection), OTT 인터넷 서

비스(Over-the-top internet services) 등 총 8개의 분야로 나누어, 각 분야에

서 5개국의 현행 규제를 확인하고 모범사례를 제안하였다. 마지막으로 디지털 

및 전자상거래 관련 법·제도가 국내에서 적절히 적용되어야 할 뿐만 아니라 더 

나아가 지역적, 세계적 수준에서 조화되어야 한다는 점에 주목, 4장에서 국제

규범 및 TPP, RCEP 등 다자간무역협정의 전자상거래 관련 조항을 추가적으

로 분석하고, 이에 대한 정책적 제안을 제시하고 있다. 
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